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Preface

The Cisco WebEx XML API Reference Guide provides the following:

m Information about integrating WebEx XML services into your organization’s WebEx -hosted
website, by exchanging well-formed XML documents with the WebEx XML servers. These XML
documents allow you to use the WebEx real-time collaborative engine, if your site can use these
application program interface (API) calls.

m Information about the constraints that the WebEx XML Schema Definition imposes on the
permissible XML document elements, as well as constraints that the WebEx database imposes for
all elements of all the supporting requests that mediate WebEx services.

Audience

This guide provides information for developers who are integrating WebEx meeting, training, event,
and support services into a website. It assumes that you are familiar with the following:

m HTML (Hypertext Markup Language)
m XML (eXtensible Markup Language)

m  WebEX services; for more information, refer to the WebEx website at http:/www.webex.com

What This Guide Contains

The Cisco WebEx XML API Reference Guide includes the following chapters:

m “Chapter 1, Introduction to WebEx XML Services” defines the structured storage for the XML
services upon which WebEx collaboration services are based.

m “Chapter 2, XML-Expressed Request and Response Documents” provides information regarding
the XML exchanges that express the requests and responses. It also describes the request
parameters that help refine the requests for a particular context and response parameters that help
indicate the outcome of the requests.

m “Chapter 3, User Service” provides descriptions of the WebEx XML service for users, which
consists of a collection of operations such as AuthenticateUser, CreateUser, DelUser,
GetloginTicket, GetloginurlUser, GetlogouturlUser, GetUser, LstsummaryUser,
SetUser, and UploadPMRImage.

m “Chapter 4, General Session Service” provides descriptions of the WebEx XML service for
general sessions, which consists of the following operations: CreateContacts,
CreateDistList,DelRecording, DelSession, GetAPIVersion, GetOneClickSettings,
GetSessionlnfo, LstContact, LstDistList, LstOpenSession, LstRecording,
LstsummarySession, SetDistList, SetOneClickSettings, SetRecordinglInfo, and
SetupOneClickSettings.
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“Chapter 5, Meeting Service” provides descriptions of the WebEx XML service for Meeting
Center, which consists of a collection of operations such as CreateMeeting,
CreateTeleconferenceSession, DelMeeting, GethosturlMeeting,
GetjoinurlMeeting, GetMeeting, GetTeleconferenceSession, LstsummaryMeeting,
SetMeeting, and SetTeleconferenceSession.

“Chapter 6, Training Session Service” provides descriptions of the WebEx XML service for
Training Center, which consists of the following operations: CheckLabAvai lability,
CreateTrainingSession, DelTrainingSession, GetIMStestDetails,
GetlIMStestResult, GetLablInfo, GetLabSchedule, GetTestInformation,
GetTrainingSession, LstScheduledTests, LstsummaryTrainingSession, and
SetTrainingSession.

“Chapter 7, Event Session Service” provides descriptions of the WebEx XML service for Event
Center, which consists of the following operations: CreateEvent, DelEvent, GetEvent,
LstrecordedEvent, LstsummaryEvent, LstsummaryProgram, SendInvitationEmail,
SetEvent, and UploadEventimage.

“Chapter 8, Sales Session Service” provides descriptions of the WebEx XML service for Sales
Center, which consists of the following operations: AddProducts, CreateAccount,
CreateOpportunity, CreateSalesSession, DelSalesSession, GetSalesSession,
LstAccounts, LstOpportunities, LstProducts, LstsummarySalesSession,
SetAccount, SetOpportunity, SetProducts, and SetSalesSession.

“Chapter 9, Support Session Service” provides descriptions of the WebEx XML services for
Support Center, which consists of the following operations: CreateSupportSession and
GetFeedbacklInfo.

“Chapter 10, History Service” provides descriptions of the WebEx XML service for providing
history of usage, which consists of the following operations: LsteventattendeeHistory,
LsteventsessionHistory, LstmeetingattendeeHistory, LstmeetingusageHistory,
IstrecordaccessDetai lHistory, LstrecordaccessHistory,
IstsalesAttendeeHistory, IstsalesSessionHistory,LstsupportattendeeHistory,
LstsupportsessionHistory, LsttrainingattendeeHistory, and
LsttrainingsessionHistory.

“Chapter 11, Site Service” provides descriptions of the WebEx XML service for site, which
consists of the following operations: GetSite, IstTimeZone, and setSite.

“Chapter 12, Meeting Attendee Service” provides descriptions of the WebEx XML service for
meeting attendees, which consists of the following operations: CreateMeetingAttendee,
DelMeetingAttendee, GetEnrol Imentinfo, LstMeetingAttendee, and
RegisterMeetingAttendee.

“Chapter 13, Meeting Type Service” provides descriptions of the WebEx XML service for meeting
types, which consists of the following operations: GetMeetingType and LstMeetingType.

“Appendix A, Time Zone, Language Encoding, and Country Codes” lists the time zone values used
by some commands.

“Appendix B, Integrating WebEx XML Services into Your Website” provides example code for
using the services.

“Appendix C, Encoding of Simplified Chinese Characters” lists all the simplified Chinese
characters that are supported by XML API server.

“Appendix D, Recurring Session Options” describes the XML design, Web page design, and valid
recurrence options for Meeting Center, Training Center, and Sales Center.

Cisco WebEx XML API Reference Guide



“Appendix E, Exception Messages in Response Documents” provides details of all the exception
messages used in WebEx XML API.

“Appendix F, Email Information” provides a list of available email templates and tags that are able
to be used with the templates.

“Appendix G, Common Schema Diagrams” provides a set of commonly used schema diagrams
and a list of where they can be located in the overall schema.

What’s New 1in Version 5.9

XML API 5.9 is a major release. Several bug fixes were incorporated along with the following feature
enhancements:

“AuthenticateUser” on page 70 has been updated to support SAML 2.0.

The following APIs have been updated to support high-quality video: “CreateUser” on page 72,
“GetUser” on page 89, “SetUser” on page 105, “CreateMeeting” on page 208, “GetMeeting” on
page 222, “SetMeeting” on page 240, “CreateTrainingSession” on page 292,
“GetTrainingSession” on page 326, “SetTrainingSession” on page 349, and “GetSite” on

page 562.

“CreateMeeting” on page 208 and “SetMeeting” on page 240 have been updated to accept an
afterMeetingNumber value up to 999 to match the web page.

“ReserveLab” on page 344 has been added to allow hosts to schedule a Hands-on Lab session.
“CheckLabAvailability” on page 287 has been updated to only return available lab computers and
not maintenance room machines.

The following APIs have been updated to allow setting when email reminders are sent to attendees
and presenters: “CreateTrainingSession” on page 292, “GetTrainingSession” on page 326,
“SetTrainingSession” on page 349, “CreateMeetingAttendee” on page 612, and
“RegisterMeetingAttendee” on page 625.

What’s New 1n Version 5.8

XML API 5.8 is a major release. Several bug fixes were incorporated along with the following feature
enhancements:
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“SetRecordingInfo” on page 188 has been updated to match the My Training Recordings web page
and a new API “GetRecordingInfo” on page 176 has been added to allow users to retrieve
information about a TC recording.

The following APIs have been updated to support multi-point video: “CreateTrainingSession” on
page 292, “GetTrainingSession” on page 326, and “SetTrainingSession” on page 349.

Users can now upload tests to their Training Center private test library using a subset of the IMS
QTTI 1.2 specification. See “UploadIMStest” on page 353 for details.

“CopyLibTests” on page 290, “DelLibTests” on page 298, and “LstLibTests” on page 333 APIs
were added to manage library tests. “GetIMStestDetails” on page 304 was updated to retrieve
details for private and shared tests in a library.

The following APIs have been added to manage scheduled tests: “AddScheduledTest” on
page 285, “DelScheduledTest” on page 300, and “SetScheduledTest” on page 346.



m The following APIs have been updated to match the Training Session web page:
“CreateTrainingSession” on page 292, “GetTrainingSession” on page 326, and
“SetTrainingSession” on page 349.

m “CreateUser” on page 72 and “SetUser” on page 105 have been updated to support the audio only
user-level meeting type.

m “LstRecording” on page 148 has been updated to return the session conference ID.

m “DelRecording” on page 138 and “SetRecordingInfo” on page 188 have been updated to support
service (Meeting, Event, Sales, and Training) session recordings.

What’s New 1in Version 5.6

XML API 5.6 is a major release. Several bug fixes were incorporated along with the following feature
enhancements:

m The following APIs have been updated so that Event Center registration functionality more closely
matches the T27SP14 web page: “LstsummarySession” on page 153, “GetSessionInfo” on
page 179, “CreateEvent” on page 390, “GetEvent” on page 400, and “SetEvent” on page 424.

m The following APIs have been modified so that the Site Admin add/edit user page supports
“Remote Support” and “Remote Access”: “CreateUser” on page 72, “GetUser” on page 89, and
“SetUser” on page 105.

m  On premise customer internal meetings are now supported through One-Click. The following APIs
are affected: “GetOneClickSettings” on page 162, “SetupOneClickSettings” on page 191,
“CreateMeeting” on page 208, “GetMeeting” on page 222, and “SetMeeting” on page 240.

m Previously, email templates were only supported for the US release. TC email templates now
support a limited number of international languages. A list of these languages can be found in
Appendix F, Email Information.

®  When scheduling recurring meetings, users are now able to specify the number of weeks when
using the weekly interval. See Appendix D, Recurring Session Options for more details.

m Users are now able to enable or disable the Access Anywhere feature via the API. See the
myComputer element in Chapter 3, User Service.

m “LstrecordaccessDetailHistory” on page 524 now returns user registration data, including standard
and customized fields for Training Center session.

m “CreateMeetingAttendee” on page 612 once again registers an attendee for an EC session even if
it was scheduled with “Registration: Required” is unchecked in the web page. This was done to
provide backward compatibility to XML API 4.9.1

What’s New 1n Version 5.5

XML API 5.5 is a minor release. Several bug fixes were incorporated along with the following feature
enhancement:

m  Added support for the %SessionNumberNS% variable in Training Center email templates.
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What’s New 1n Version 5.4

XML API 5.4 is a major release. Several bug fixes were incorporated along with the following feature
enhancements:

B “GetjoinurlMeeting” on page 220 allows users to join meetings from both mobile devices and
computers starting in XMLAPI 5.4.

m Leading and trailing spaces are now trimmed from the following elements: webEx 1D, emai I, and
password. This affects the following APIs: “CreateUser” on page 72, “SetUser” on page 105,
“CreateMeeting” on page 208, “SetMeeting” on page 240, “CreateTrainingSession” on page 292,
“SetTrainingSession” on page 349, “CreateEvent” on page 390, “SetEvent” on page 424,
“CreateSalesSession” on page 454, “SetSalesSession” on page 482, “CreateMeetingAttendee” on
page 612, and “RegisterMeetingAttendee” on page 625.

m The following APIs have been changed in order to support MeetingPlace integration for internal
meetings: “CreateMeeting” on page 208, “GetMeeting” on page 222, “SetMeeting” on page 240,
and “GetSite” on page 562.

m The session management APIs now return the element hostType to specify what tools are used to
schedule and start a session. The following APIs are affected: “LstsummarySession” on page 153,
“CreateMeeting” on page 208, “CreateTeleconferenceSession” on page 212, “GetMeeting” on
page 222, “GetTeleconferenceSession” on page 228, “SetMeeting” on page 240,
“SetTeleconferenceSession” on page 244, “CreateTrainingSession” on page 292,
“GetTrainingSession” on page 326, “SetTrainingSession” on page 349, “CreateEvent” on
page 390, “GetEvent” on page 400, “SetEvent” on page 424, “CreateSalesSession” on page 454,
“GetSalesSession” on page 460, “SetSalesSession” on page 482, and “CreateSupportSession” on
page 500.

m “GetSessionInfo” on page 179 now returns telephony information for MeetingPlace, TSP, and
PCN audio sites.

B “GetEnrollmentInfo” on page 617 has had its speed increased when multiple attendees and
meetings are going on at the same time.

m The <tolICallInData> and <tol IFreeCall InData> fields now contain the TollFreeFlag
and CountryCode to be used. A list of CountryCode values can be found in Appendix A.3,
Telephone Country Codes.

What’s New 1in Version 5.3.1

XML API 5.3 is a minor release that incorporates several bug fixes.

What’s New 1n Version 5.3

XML API 5.3 is a major release. Several bug fixes were incorporated along with the following feature
enhancements:

m T27L pages now return call-in numbers for call-back meetings. The following APIs are affected:
“GetSessionInfo” on page 179, “GetMeeting” on page 222, “GetTrainingSession” on page 326,
and “GetJoinSessionInfo”.

Cisco WebEx XML API Reference Guide 7



m  Users can connect to sites linked to their organization using their site credentials instead of
individual accounts and passwords for each site. The following APIs are affected:
“AuthenticateUser” on page 70, “CreateUser” on page 72, “DelUser” on page 79, and “SetUser”
on page 105, “GetSite” on page 562, and ActivateUser and InactivateUser which are no longer
supported.

m Password security has been upgraded to meet Cisco requirements and to prevent security exploits.
The following APIs are affected: “CreateUser” on page 72, “SetUser” on page 105,
“SetupOneClickSettings” on page 191, “CreateMeeting” on page 208,
“CreateTeleconferenceSession” on page 212, “SetMeeting” on page 240,
“SetTeleconferenceSession” on page 244, “CreateTrainingSession” on page 292,
“SetTrainingSession” on page 349, “CreateEvent” on page 390, “SetEvent” on page 424,
“CreateSalesSession” on page 454, “SetSalesSession” on page 482, and “GetSite” on page 562.

m “LstRecording” on page 148 retrieves the sessionKey, timeZone, and 10 trackingCodes
from wbxnbrrecording instead of mtgconferenceHistory.

m Certain email template tags have been added for iPhone and PT tasks. The XML API doesn’t
implement these tags and instead replaces them with blank space to avoid confusion. The tag /
template matrix can be found in Table F-3, “iPhone / PT Tag Replacement Index”, on page 715.
The following APIs are affected: “CreateUser” on page 72, “CreateMeeting” on page 208,
“SetMeeting” on page 240, “CreateMeetingAttendee” on page 612, and
“RegisterMeetingAttendee” on page 625.

m  “SetupOneClickSettings” on page 191 now supports both MC + MP and TC + MP.

m “LstRecording” on page 148 now returns URLs and recordingID fields that are consistent with
the “My Recordings > Events, Meetings, and Training Sessions” web pages.

m Email addresses are now validated using regular expressions. Table F-5, “Email Validation”, on
page 716 shows which elements map to which APIs for validation. This affects the following
APIs: “CreateUser” on page 72, “SetUser” on page 105, “CreateContacts” on page 134,
“CreateMeeting” on page 208, “CreateTeleconferenceSession” on page 212, “SetMeeting” on
page 240, “SetTeleconferenceSession” on page 244, “CreateTrainingSession” on page 292,
“SetTrainingSession” on page 349, “CreateEvent” on page 390, “SetEvent” on page 424,
“CreateSalesSession” on page 454, “SetSalesSession” on page 482, “CreateMeetingAttendee” on
page 612, and “RegisterMeetingAttendee” on page 625.

m iPhone 1.2 changes removes %iPhoneJoinMeetingDesc% from email templates and replaces it
with the %JoinMeetingTitle4SmartPhone% tag.

m PCN/ TSP returns telephony related statuses for T26. See “GetSite” on page 562 for more
information.

m “SetUser” on page 105 now allows for the deletion of TSP and individual PCN accounts by index.

B “GetSite” on page 562 has been updated to return backup2 telephony settings for PT.

What’s New 1in Version 5.2

XML API 5.2 is a major release. Several bug fixes were incorporated along with the following feature
enhancements:
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m The meeting assist automation has been enhanced. The following APIs have had new elements
added to support this: “LstsummarySession” on page 153, “CreateMeeting” on page 208,
“GetMeeting” on page 222, “SetMeeting” on page 240, “CreateTrainingSession” on page 292,
“GetTrainingSession” on page 326, “SetTrainingSession” on page 349, “CreateEvent” on
page 390, “GetEvent” on page 400, and “SetEvent” on page 424. The following APIs have had
more options added to their orderBy element: “LsteventsessionHistory” on page 512,
“LstmeetingusageHistory” on page 520, and “LsttrainingsessionHistory” on page 550.

m  Meeting Center now allows remote video devices to be invited to a WebEx session. See
“GetOneClickSettings” on page 162 and “SetupOneClickSettings” on page 191 for more
information.

B Some time zones have been deactivated. The deactivated time zones are marked in Appendix A,
Time Zone, Language Encoding, and Country Codes.

B “LstsummarySession” on page 153 can now return the host’s first and last names.

m The following APIs once again check the site, session type, and user call back privileges before
defaulting to turning on the call back option: “GetOneClickSettings” on page 162,
“SetupOneClickSettings” on page 191, “CreateMeeting” on page 208, “GetMeeting” on page 222,
“SetMeeting” on page 240, “CreateTrainingSession” on page 292, “GetTrainingSession” on
page 326, “SetTrainingSession” on page 349, “CreateSalesSession” on page 454,
“GetSalesSession” on page 460, and “SetSalesSession” on page 482.

m iPhone dusting setting and CUMA URL can be retrieved via “GetSite” on page 562.

m XML API 4.9 and 5.2 act differently to queues and agents. See Table 3-8, “Queue Properties
between XML 4.9 and 5.2”, on page 113 for a list of these differences.

What’s New 1in Version 5.0

XML API 5.0 is a major release. Several bug fixes were incorporated along with the following feature
enhancements:

m Event Center Audio Broadcast has added support for TSP and Other Teleconferencing. These
options can be instanced via “CreateEvent” on page 390 and “SetEvent” on page 424.

m New character encodings have been incorporated to include Unicode support. See Table 2-1,
“XML API Language Encodings”, on page 52 for a list of supported encodings.

m New Daylight Saving Time information is reported in emails. See “GetSite” on page 562 and
“LstTimeZone” on page 589 for more information.

m Short Messaging Service and Mobile Audio Join via email link options have been added. For more
information see “GetSite” on page 562.

m The language and locale elements have been changed from Enum to String type. This allows
global users to be invited to meetings via email using their settings. See Table A-2, “Language and
Locale Matrix”, on page 649 for how these two elements interact. APIs affected are “CreateUser”
on page 72, “GetUser” on page 89, “SetUser” on page 105, “CreateContacts” on page 134,
“LstContact” on page 186, “CreateMeetingAttendee” on page 612, “DelMeetingAttendee” on
page 615, “LstMeetingAttendee” on page 621, and “RegisterMeetingAttendee” on page 625.

m Host keys are now able to be hidden in emails.

m “GetSite” on page 562 now contains an option to notify all site administrators when a new account
is created.
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WebEx Telephony sites can now enable hybrid audio for meetings. See “GetOneClickSettings” on
page 162, “SetupOneClickSettings” on page 191, “GetSite” on page 562.

An option for Instant Help has been added to “GetSite” on page 562 on the Telephony Domain
screen.

RCN and PCN conferencing have been consolidated into a single group. See “CreateUser” on
page 72, “GetUser” on page 89, and “SetUser” on page 105 for more information.

Release version information is now available via the “GetAPIVersion” on page 142 API.

“GetSite” on page 562 adds new options to Super Admin and Site Admin in order to support T27
PT requirements.

An option to set the exit and entry tones for meetings has been implemented. For information on
the appropriate elements see “GetOneClickSettings” on page 162 and “SetupOneClickSettings”
on page 191.

TSP Telephony adds support for global call-in numbers. See “GetSessionInfo” on page 179 and
“GetSite” on page 562 for more information.

Non-ASCII characters are not allowed in passwords. Table 2-2 shows a complete list of allowable
ASCII characters.

Email templates now support 10 digit meeting keys. See Appendix F, Email Information for more
information.

“GetSite” on page 562 now returns subscriber, participant, attendee ID, toll, and toll-free call-in
labels.

A first and last name option has been added for meeting attendees. The following APIs have been
updated to support this option: “CreateMeeting” on page 208, “CreateTeleconferenceSession” on
page 212, “GetMeeting” on page 222, “GetTeleconferenceSession” on page 228, “SetMeeting” on
page 240, “CreateTrainingSession” on page 292, “GetTrainingSession” on page 326,
“SetTrainingSession” on page 349, “CreateEvent” on page 390, “GetEvent” on page 400,
“SetEvent” on page 424, “CreateSalesSession” on page 454, “GetSalesSession” on page 460,
“SetSalesSession” on page 482, “CreateMeetingAttendee” on page 612, “LstMeetingAttendee”
on page 621, and “RegisterMeetingAttendee” on page 625.

What’s New 1in Version 4.8.0

XML API 4.8 is a major release. Several bug fixes were incorporated into release 4.8 along with the
following feature enhancements:

10

The following APIs return the correct daylight savings GMT timeZone offset for the following
functions:“LstsummarySession” on page 153, “LstsummaryMeeting” on page 234,
“LstsummarySalesSession” on page 472, and “LstsummaryTrainingSession” on page 338.

The following APIs allow for language specification: “CreateUser” on page 72, “GetUser” on
page 89, “SetUser” on page 105, “CreateMeeting” on page 208, “GetMeeting” on page 222,
“SetMeeting” on page 240, “CreateMeetingAttendee” on page 612, and “LstMeetingAttendee” on
page 621.

“SetTrainingSession” on page 349 allows a session host to reassign training to another user.

“GetSessionInfo” on page 179 now has an option that requires a user to have an account on a
website before they can join a meeting.

“GetSite” on page 562 now allows sales team members to join a meeting without logging in.
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m EMEA telephony bridges can now configure toll and tollfree numbers via the “GetSite” on
page 562 APIL.

m TSP accounts without adapters are now supported via the “GetSite” on page 562 APIL.

What’s New 1in Version 4.7.0

XML API 4.7 is a major release. This release includes the following new function:

m Support for the recorded training access detail report has been added using the
“LstrecordaccessDetailHistory” on page 524 function.

Several bug fixes were incorporated into release 4.7 along with the following feature enhancements:

m “LstRecording” on page 148 now supports Training Center and Sales Center specific recording
information.

m “LstrecordaccessHistory” on page 526 has added support for NBR recording and listing by time
zone.

m APl integrations can now set the Network Based Recording dial out number field for TSP
telephony when creating users. For details see “CreateUser” on page 72, “GetUser” on page 89,
and “SetUser” on page 105.

m Users can now query current and historical Sales sessions by Account and Opportunity. For details
see “LstsalesAttendeeHistory” on page 529 and “LstsalesSessionHistory” on page 533.

m MC, TC, EC, and SC APIs have been enhanced to allow the caller to specify the time zone when
returning session start and end times. For details see “LsteventsessionHistory” on page 512,
“LstmeetingusageHistory” on page 520, “LstsupportsessionHistory” on
page 542 ,“LsttrainingattendeeHistory” on page 546, and “LsttrainingsessionHistory” on
page 550.

m “GetSite” on page 562 now returns the maximum number of active host accounts allowed.

m New account security options have been added. See “CreateUser” on page 72, “GetUser” on
page 89, and “SetUser” on page 105 for details.

m Call-back teleconferencing on sites with integrated partner teleconferencing providers is now
supported. For details see “GetOneClickSettings” on page 162 and “SetupOneClickSettings” on
page 191.

m “SetupOneClickSettings” on page 191 defaults to ‘Multi Point’ video if not video type is selected.

m The <language> element has been changed from an enumeration to a string to more accurately
map to the WebEx web page supported language names.

m “GetSite” on page 562 has changed the <region> and <currency> elements from enumeration
to string.

What’s New 1n Version 4.3.0

XML API 4.3 is a major release. Several bug fixes were incorporated into release 4.3 along with the
following feature enhancements:

m End-to-end Encryption (E2EE) has been added to Meeting Center sessions. For details see
“CreateMeeting” on page 208 and “SetMeeting” on page 240.
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m Join Before Host Telephony support has been enhanced to include support TSP and Cisco Unified
Meeting Place audio conferencing. For details see “CreateMeeting” on page 208, “SetMeeting” on
page 240, “CreateEvent” on page 390, “SetEvent” on page 424, “CreateSalesSession” on
page 454, “SetSalesSession” on page 482, “CreateTrainingSession” on page 292, and
“SetTrainingSession” on page 349.

m  Users can customize service names and link display order in the Left Navigation bar. See “GetSite”
on page 562 for more information.

m “CreateMeeting” on page 208 has been upgraded to support Cisco Unified MeetingPlace (MP)
audio conferencing.

B “GetSite” on page 562 now returns Cisco MeetingPlace phone numbers.

m “GetSite” on page 562 now returns Cisco IP phone settings.

What’s New 1in Version 4.2.0

12

XML API 4.2 is a major release. Several bug fixes were incorporated into release 4.2 along with the
following feature enhancements:

m Alternate Host functionality has been added to TC and $C with some minor changes to MC
sessions. For more details see “CreateSalesSession” on page 454, “SetSalesSession” on page 482,
“GetSalesSession” on page 460, “CreateTrainingSession” on page 292, “SetTrainingSession” on
page 349, and “GetTrainingSession” on page 326.

m XML APIs will now return the peak number of simultaneous participants that attended a session
via the <peakAttendee> field. For more details see “LstmeetingusageHistory” on page 520,
“LsttrainingsessionHistory” on page 550, “LsteventsessionHistory” on page 512,
“LstsupportsessionHistory” on page 542, and “LstsalesSessionHistory” on page 533.

m The Sales Center now supports scheduling. For details see “CreateSalesSession” on page 454,
“SetSalesSession” on page 482, and “GetSalesSession” on page 460.

m “LstMeetingType” on page 638 and “GetMeetingType” on page 634 now returns whether or not
the meeting type supports quick start for the host and attendees via the
<supportQuickStartHost> field.

m The ability to edit and delete recurring single-sessions has been added. For details see
“GetTrainingSession” on page 326 and “SetTrainingSession” on page 349.

m New password size limits for user accounts have been implemented. See “CreateUser” on page 72
and “SetUser” on page 105 for more information.

m Specific WebEx Professional Services Organization (PSO) fields have been added. These fields
are not to be used by WebEx customer or partner integrations without written permission. For
details see “CreateTrainingSession” on page 292, “DelTrainingSession” on page 302,
“GetTrainingSession” on page 326, “SetTrainingSession” on page 349, and
“LstsummarySession” on page 153.

B “GetSite” on page 562 now returns EC required fields from site admin settings.

m Event Center sessions now return additional details including attendee registration fields. For
details see “GetEvent” on page 400 and “GetEnrollmentInfo” on page 617.

m  Users are now redirected to a designated page after registering for an Event session. For details see
“CreateEvent” on page 390, “GetEvent” on page 400, and “SetEvent” on page 424.
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TSP sites are now able to use the <MuteUponEmpty> field. See “CreateEvent” on page 390,
“GetEvent” on page 400, and “SetEvent” on page 424 for details.

“GetSite” on page 562 now returns the display name for OTHER teleconferencing.

What’s New 1in Version 4.1.0

XML API 4.1 is a major release. This release includes the following new functions:

The ability for integrations to query, retrieve, delete, and publish NBR files has been expanded.
For details on the new functions that handle this see “LstRecording” on page 148,
“SetRecordingInfo” on page 188, and “DelRecording” on page 138.

A new function to configure one-click settings for the OC client has been added. For details see
“SetupOneClickSettings” on page 191.

A new function allows Meeting Place with Site Admin privileges to set several meeting Place URL
links which can be used in MyWebEx to redirect the user back to the Meeting Place web page
behind the firewall. For details see “SetSite” on page 591.

Several bug fixes were incorporated into release 4.1 along with the following feature enhancements:

The following APIs now allow Sales sessions to invite anyone with an email address to be a sales
team member. For details see “CreateMeetingAttendee” on page 612, “CreateSalesSession” on
page 454, and “SetSalesSession” on page 482.

“GetloginurlUser” on page 85 and “GethosturlMeeting” on page 218 now return a one-time login
ticket string in place of a password.

An attendee can now get a list of all of the sessions that they are invited to. For details see
“LstsummarySession” on page 153.

“LstsummarySession” on page 153 now supports additional query functionality.

Integrations need to know the password criteria that a site uses. See “GetSite” on page 562 for
more information.

The XML API converts unsafe HTML tags into a format that will not be executed by the browser.
For more information see “CreateEvent” on page 390, “SetEvent” on page 424,
“CreateTrainingSession” on page 292, and “SetTrainingSession” on page 349.

“GetSite” on page 562 returns new productivity tool and template options from Super admins and
Site admins.

Sessions can now specify if a password is required to join that session. For details see
“GetSessionInfo” on page 179.

“GetSite” on page 562 returns “Train base release name” for a J2EE site.

“CreateUser” on page 72 now sends a welcome email to a newly created host.

Locale info and time zone information is now returned. For details see “GetUser” on page 89.
“DelUser” on page 79 is now able to disable up to 50 users in one batch API call.

“GetOneClickSettings” on page 162 retrieves the listing type of One-Click settings for a user
account and adds an option where the user can approve people who wish to join a session.

Certain PCN telephony elements have been changes from required to optional. For details see
“CreateUser” on page 72 and “SetUser” on page 105.
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Strict password criteria checking is now applied for “CreateTeleconferenceSession” on page 212
and “SetTeleconferenceSession” on page 244.

The following APIs now have a new global call-in number format: “GetSessionInfo” on page 179,
“GetOneClickSettings” on page 162, “GetMeeting” on page 222, “GetSalesSession” on page 460,
“GetTrainingSession” on page 326, “GetEvent” on page 400, “GetTeleconferenceSession” on
page 228, “GetSite” on page 562, and “GetJoinSessionInfo”.

“GetSite” on page 562 returns default join teleconference settings.

Additional telephony options have been added to EC session management APIs. For details see
“CreateEvent” on page 390, “GetEvent” on page 400, and “SetEvent” on page 424.

“LstsummarySession” on page 153 can now optionally return audio only session.

“GetSite” on page 562 now returns the TSP server information configured in the Super Admin web
page.

“DelSession” on page 140 is able to delete audio only RCN account information from the
telephony server when it deletes an RCN session.

If the Primary Large Telephony Server goes down, a page will connect to the Backup 2 Large
Server. For details see “CreateUser” on page 72, “SetUser” on page 105,
“CreateTeleconferenceSession” on page 212, and “SetTeleconferenceSession” on page 244.

“GetSite” on page 562 allows Site Admin to set several Meeting Place URL links.

The Meeting Place client pushes the MP profile ID/Number via XML APIs. For details see
“CreateUser” on page 72, “GetUser” on page 89, and “SetUser” on page 105.

“GetSite” on page 562 now returns the new persistent TSP Adaptor for Meeting Place
configuration.

What’s New 1n Version 4.0.10
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XML API 4.0.10 is a major release. This release includes the following new function:

m A new XML API Authenticate User has been added that allows a SAML assertion in place of a

user password. Also the <securityContext> has been updated to allow this option for all
current XML APIs that use it. More information can be found in page 70.

Several bug fixes were incorporated into release 4.0.10 along with the following feature
enhancements:

m The following APIs now allow a user to determine whether or not attendees can join a

teleconference before the host. For details see “CreateMeeting” on page 208, “GetMeeting” on
page 222, “SetMeeting” on page 240, “CreateTrainingSession” on page 292,
“GetTrainingSession” on page 326, “SetTrainingSession” on page 349, “CreateSalesSession” on
page 454, “GetSalesSession” on page 460, “SetSalesSession” on page 482, “CreateEvent” on
page 390, “GetEvent” on page 400, and “SetEvent” on page 424.

“CreateEvent” on page 390, “GetEvent” on page 400, and “SetEvent” on page 424 now have a
mute upon entry option for callers.

The ability to programmatically assign Event Center events to a specific program has been
implemented. This ability is found in “CreateEvent” on page 390, “GetEvent” on page 400, and
“SetEvent” on page 424.
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m The XML API supports “Create this user as administrator on the Service Desk site” option in Site
Admin. The affected APIs are “CreateUser” on page 72, “GetUser” on page 89, and “SetUser” on
page 105.

m “CreateEvent” on page 390, “GetEvent” on page 400, and “SetEvent” on page 424 now support
the <panelistsInfo> ficld in Event Center.

m XML APIreleases T25L and above now support the “Include iCalendar Attachments” option. The
affected APIs are “CreateEvent” on page 390, “GetEvent” on page 400, and “SetEvent” on
page 424.

B “GetSite” on page 562 now returns a “Marketing Add-on” option.

m The Super Admin Multi-Media Platform options that define the Broadcast audio stream are now
returned by “GetSite” on page 562.

B Active host limits are now enforced at the site and session type levels. The affected APIs are
“AuthenticateUser” on page 70, “CreateUser” on page 72 and “SetUser” on page 105.

m The T24LSP35 WebEx web page release improved the host key generation algorithm to be more
secure. The XML API has been updated to use the same algorithm.

What’s New 1in Version 4.0.9

XML API4.0.9 is a minor release. This release includes bug fixes and the following function changes:

m  Users are now allowed to use their email address for authentication. All request functions except
for GetJoinSessionInfo and GetAPIVersion have added this option to their security headers. The
user must supply the email address that is stored in their user profile.

m The XML API now fully supports a simpler format for identifying types in the bodyContent
request element. For details see Table 2-7 in Chapter 2.

m The LstRecordedEvent API has not been updated since XML API 3.5. However, the WebEx
recording web pages have changed considerably since then. For mapping details between the two
see Table 7-5 in Chapter 7.

B “GetOneClickSettings” on page 162 now supports MC, TC, $C, SC and telephony.

What’s New 1n Version 4.0.7

XML API 4.0.7 is a major release. This release introduces the following new functions:

B A new function is required for the integrations to upload photo or header images for the WebEx
user’s personal meeting room. This new API is similar to the existing UploadEventImage API. For
details see “UploadPMRImage” on page 111.

®m A new function is required for the integrations to retrieve meeting information for attendees. For
details see “GetSessionInfo” on page 179.

® A new function that allows for the deletion of multiple session templates has been incorporated.
For details see “DelSessionTemplates” on page 81.

® A new function allows users to query personal or company-wide WebEx contacts. For details see
“LstContact” on page 186.

Several bug fixes were incorporated into release 4.0.7 along with the following feature enhancements:
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m “SetUser” on page 105 now incorporates the ability to change a user’s WebEx username based on
the site settings.

m  User options will now properly default to “true” or “false” depending on site settings. For details
see “CreateUser” on page 72, “SetUser” on page 105 and “GetUser” on page 89.

m Certain API requests now synchronize themselves with the WebEx WebOffice database. The
functions affected are “CreateUser” on page 72, “SetUser” on page 105, “DelUser” on page 79,
ActivateUser and InactivateUser (ActivateUser and Inactivate User are no longer supported).

m The XML API will now validate all elements under the myWebEx against the site settings. Any
invalid settings specified in “CreateUser” on page 72 and “SetUser” on page 105 will
automatically be reset to “off”.

® A new element, myWorkspaces, was added to certain APIs in order to support WebOffice
integration. The affected functions are “CreateUser” on page 72, “SetUser” on page 105, and
“GetUser” on page 89.

m In order for the new integrations to work properly, the user management APIs need to return
additional fields from My Profile. The affected functions are “CreateUser” on page 72, “SetUser”
on page 105, and “GetUser” on page 89.

m “LstsummarySession” on page 153 now incorporates the ability to return all sessions that the user
has been invited to.

m “LstsummarySession” on page 153 now incorporates the ability to return whether or not a session
is a repeating or a single event.

m Only four email templates are now supported. The “Alternate Host Invitation for a Meeting” has
been removed and replaced with “Meeting Invitation”. The affected functions are
“CreateMeeting” on page 208, “CreateMeetingAttendee” on page 612, and
“RegisterMeetingAttendee” on page 625.

B “LstmeetingattendeeHistory” on page 516 now incorporates an <inclAudioOnly> flag. This flag
determines whether or not a meeting is audio only.

m Increased the maximum date range from 31 to 42 days when calculating recurring sessions. The
affected function is “LstsummarySession” on page 153.

m “GetloginTicket” on page 83 can now be called by attendee-only accounts that do not have session
hosting privileges.

m Customers can now customize the menu items that appear in the left hand and top navigation bars
of their WebEx site. For details see “GetSite” on page 562.

B “GetSite” on page 562 will now return the selected site options required for WebOffice to control
the My Profile display.

m Users can now have the My WebEx default page and component version number returned to them
via “GetSite” on page 562.

m Users are now able to retrieve contact lists of other hosts as well as company-wide contact lists
using the function “LstDistList” on page 144.

What’s New 1in Version 4.0.5
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XML API 4.05 is a minor release with bug fixes and the following feature enhancements:
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B Meetings and Sales Sessions now return iCalendar URLSs that refer to an ICS file, which allows
users to add WebEx meeting information to a calendar program, such as Microsoft Outlook. For
details see “CreateMeeting” on page 208 and “CreateSalesSession” on page 454.

m Toll-free telephone numbers can now be specified when creating or setting a Meeting, Event, Sales
Session or Training Session. For details see “SetMeeting” on page 240, “SetEvent” on page 424,
“SetSalesSession” on page 482, or “SetTrainingSession” on page 349.

m The underlying behavior has been changed to check the site-wide default for unlisted meetings. If
“All meeting should be unlisted”, this site-wide default takes precedence when creating or setting
a Meeting, Event, Sales Session or Training Session. The API is unchanged.

m  When a session is set or created, there are new security options for invited attendees to exclude the
password from email invitation, or require that attendees have an account on the website. For
details, see “GetMeeting” on page 222 and “GetSalesSession” on page 460.

m A new function, IstTimeZone, returns the offset of a time zone from GMT.

m The getSite response now returns security options and additional default meeting options. For
details, see“GetSite” on page 562.

m A list of recurring sessions within a date range can now be obtained, and the IstSummarySession
API now indicates whether attendees must be registered. For details, see “LstsummarySession” on
page 153.

m Telephony tracking code and other default session settings are returned via GetOneClickSession.
For details, see “GetOneClickSettings” on page 162.

m The Meeting Center now supports additional email template variables.

What’s New 1n Version 4.0.1

XML API 4.0.1 is a minor release with the following feature enhancements:

B Youcan now specify more session options when scheduling a Training Center session. For details,
see “CreateTrainingSession” on page 292, “GetTrainingSession” on page 326, and
“SetTrainingSession” on page 349.

m The From name, From email, and Reply to fields in the invitation or host confirmation email
message sent by XML API can now be customized using the Branding or Site Administration
tools. The XML APIs enhanced for email customizing include “CreateMeeting” on page 208,
“CreateTrainingSession” on page 292, “CreateSalesSession” on page 454,
“CreateMeetingAttendee” on page 612 (for Meeting Center, Training Center, Sales Center &
Event Center), “RegisterMeetingAttendee” on page 625 (for Meeting Center), and
“SendInvitationEmail” on page 422 (for Event Center).

m The autoDeleteAfterMeetingEnd element in CreateSalesSession now defaults to the
host’s My Profile “Automatically delete meetings from My Meetings when completed” setting to
follow the same behavior as CreateMeeting.

For details, see “CreateSalesSession” on page 340.

What’s New 1n Version 4.0

XML API 4.0 is a major release. This release introduces the following new APIs:

m Manages contacts. For details, see “CreateContacts” on page 134.
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Manages distribution lists, including to add, update, and retrieve distribution lists. A distribution
list holds one or more contacts as a group.

For details, see “CreateDistList” on page 136, “SetDistList” on page 160, and “LstDistList” on
page 144.

Security features for request authentication is enhanced as follows:

Security options defined in Site Administration are now applied to an XML API request in each
call during its initial authentication that uses the security context header of the request.

These security options include password change on next login, account lockout & deactivation,
and password expiration. If the security options are not met, authentication will fail.

For details, see “User Authentication and Permissions” on page 56.

Setting user and session password is now checked against password security rules in Site
Administration. These rules include strict password criteria, disallowing cyclic passwords,
disallowing user name as part of a password, etc. When the user/session password does not meet
the security rules, an exception is thrown.

For details, see the description of the password element for Create/SetUser and
Create/SetSession.

The XML API global response header adds elements to allow returning sub errors and dynamic
error messages for more flexible exception handling.

For details, see “Global Response Elements Showing Results and Errors” on page 55.

For existing APIs, here are the feature enhancements and modifications:

GetEnrol ImentlInfo now retrieves attendee pre-session enrollment information from Event
Center. This API previously supported Support Center only.

For details, see “GetEnrollmentInfo” on page 617.

GetSite now returns additional site settings indicating the Web page/session client version for
each service type.

For details, see “GetSite” on page 562.

When you search for the historical usage data of an Event Center, Training Center, or Support
Center session, you can now search by the conference ID or the session key of the session.

For details, see “LsteventsessionHistory” on page 512, “LsttrainingsessionHistory” on page 550,
and “LstsupportsessionHistory” on page 542.

The host key for a host is now returned when you get a session. The key number is useful for the
host to pass privileges or to reclaim the host role during a session.

For details, see “GetMeeting” on page 222, “GetTrainingSession” on page 326, “GetEvent” on
page 400, and “GetSalesSession” on page 460.

LstsummarySession can now be called without the security context to return summary
information for public sessions.

For details, see “LstsummarySession” on page 153.
Enforces the Named Host pricing model to limit the number of hosts for a specific session type.

When Create/Set/ActivateUser involves one or more session types whose user limits will be
exceeded by the request, an exception is thrown (exception ID 11055).
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m Session templates can now be specified for session scheduling. Templates save options such as
meeting topic, description, and teleconference settings, so that they do not need to be re-entered
each time a new session is scheduled.

For details, see Create/SetMeeting, Create/SetTrainingSession,
Create/SetEventSession, and Create/SetSalesSession.

B LstsummarySession as well as session Get APIs now return the conference ID number and
event ID of a session. Conference ID is useful when composing host/join meeting URL; event ID
is required in customized email invitations sent by integration programs.

For details, see “LstsummarySession” on page 153, “GetMeeting” on page 222,
“GetTrainingSession” on page 326, “GetEvent” on page 400, and “GetSalesSession” on page 460.

m GetSite will now return partner D as “******” for regular hosts and hide its real value, so
only site administrators can call GetSi te to return the real value. This is for enhanced security.

For details, see “GetSite” on page 562.
B LstsummarySession now supports sorting in the case insensitive manner.

For details, see “LstsummarySession” on page 153.

What’s New 1in Version 3.9.3

XML API 3.9.3 is a major release. This release introduces the following new operations:

m Manage sales accounts and opportunities, including to add, update, and retrieve sales accounts and
to add, update, and retrieve sales opportunities.

Sales accounts are used in WebEx Sales Center for tracking sales meetings. A sales opportunity is
associated under a sales account, and one account can have many opportunities. The new XML
APIs allows you to store external accounts and opportunities in the WebEx system, for the purpose
of integration with third-party CRM systems such as Salesforce.com.

For details, see “CreateAccount” on page 450, “CreateOpportunity” on page 452, “LstAccounts”
on page 465, “LstOpportunities” on page 467, “SetAccount” on page 476, and “SetOpportunity”
on page 478.

For existing operations, here are the feature enhancements or modifications:

B Youcan now enable the audio stream broadcasting of the teleconference for an event session when
scheduling it. For details, see “CreateEvent” on page 390.

B When scheduling a session, you can specify whether to display the session manager Quick Start
tab to the host/attendees as they enter the session.

m For details, see “CreateMecting” on page 208, “CreateTrainingSession” on page 292,
“CreateEvent” on page 390, and “CreateSalesSession” on page 454.

m CreateUser assigns all site supported session types to a user if meetingTypes are not specified.
Thus, your integration program will no longer have to call GetSite to retrieve all available
session types and assign them to the user.

m For details, see “CreateUser” on page 72.

m Forasession in progress, if you get its real-time information, it includes whether the host is present
and whether any participant, including the host, is in the session.
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For details, see “LstsummarySession” on page 153, “LstsummaryMeeting” on page 234, and
“GetMeeting” on page 222.

When you schedule a teleconference-only session, you can now specify its session type. If you do
not specify the session type, the highest session type is used.

For details, see “CreateTeleconferenceSession” on page 212.

LstMeetingAttendee now returns the attendee registration ID. The ID is needed when attendees
join a Training Center or Event Center session that requires registration or enrollment.

For details, see “LstMeetingAttendee” on page 621.

DelUser now deactivates a user instead of deleting it from the WebEx database. For details, see
“DelUser” on page 79.

What’s New 1n Version 3.9.1

XML API 3.9.1 is a minor release with bug fixes and the following feature enhancements:

m The defaultHighestMT element is changed to have the default value of TRUE when an event,

training, or sales session is created.

For details, see “CreateEvent” on page 390, “CreateTrainingSession” on page 292, and
“CreateSalesSession” on page 454.

The request for XML API version will return the major version number as well as the minor release
number. For details, see “GetAPIVersion” on page 142.

What’s New 1n Version 3.9
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XML API 3.9 is a major release. With the following new support and operations, you can:

m Encode XML request and response messages in Korean and Japanese. For details, see “Character

Encoding in Request and Response Messages” on page 51.

Manage the Support Center service, which includes to create a Support Center session, and to
retrieve information about the pre-session or post-session forms that attendees fill in before joining
the session or after the session ends.

For details, see “CreateSupportSession” on page 500, “GetEnrollmentInfo” on page 617, and
“GetFeedbackInfo” on page 502.

Implement the registration process for Meeting Center: you can invite an attendee to register for a
meeting and then accept or reject the attendee’s registration. For details, see
“RegisterMeetingAttendee” on page 625.

Set up WebEx one-click configuration for a host. For details, see “SetOneClickSettings” on
page 174.

Generate a temporary ticket for a host, which can be used for login authentication. For details, see
“GetloginTicket” on page 83.

Besides adding new operations, many existing XMP APIs have enhanced functionalities, which are
listed as follows:

®  When you schedule a session for Event Center, Training Center, or Sales Center, you can now

specify a session type for the session, or choose to use the highest session type available.
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For details, see “CreateEvent” on page 390, “CreateTrainingSession” on page 292, and
“CreateSalesSession” on page 454.

m  When scheduling sessions for Meeting Center, Event Center, Training Center, or Sales Center, you
can now apply strict password criteria defined in the Site Administration tool to the session
creation for enhanced security.

For details, see, “CreateMeeting” on page 208, “CreateEvent” on page 390,
“CreateTrainingSession” on page 292, and “CreateSalesSession” on page 454.

m Regular hosts now have the privilege to call GetSite to get the information about your WebEx
service website. For details, see “GetSite” on page 562.

B You can now retrieve the telephony information about WebEx personal teleconferencing accounts
(PCN) at the site level. For details, see “GetSite” on page 562.

B You can now submit several meeting type IDs (instead of one ID) in one call to get detailed
information about meeting types corresponding to the IDs. For details, see “LstMeetingType” on
page 638.

m  When you search for session attendees, you can now search by the conference ID of a session, or
by the attendee registration status (INVITE, REGISTER, ACCEPT, or REJECT). For details, see
“LstMeetingAttendee” on page 621.

m  When you search for the historical usage data of a Meeting Center session, you can now search by
the conference ID of the session. For details, see “LstmeetingusageHistory” on page 520.

What’s New 1in Version 3.8.3

XML API 3.8.3 is a minor release. It includes the following new features:

m Retrieves WebEx one-click settings for a host. For details, see “GetOneClickSettings” on
page 162.

Besides adding new operations, some existing APIs have the following feature enhancements:

B A host can now retrieve information about sessions scheduled by another host. For details, see
“LstsummarySession” on page 153.

B You can now, on a WebEx Personal Edition site, get the information about a user account, which
indicates whether the account has expired, or whether the account is active. For details, see
“GetUser” on page 89.

What’s New 1n Version 3.8.1

XML API 3.8.1 is a major release that supports new features of WebEx telephony services. Below is
a quick summary of what’s new in this release.

With the new operations of WebEx XML services, you can:

m Schedule, retrieve and update the teleconference-only meeting on a WebEx meeting service site.
For details, see “CreateTeleconferenceSession” on page 212 and “SetTeleconferenceSession” on
page 244.

Besides adding new operations, many existing APIs have enhanced functionalities, which are listed as
follows:

m CreateUser, SetUser, and GetUser:
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You can create, modify, and retrieve the WebEx personal teleconference accounts for a user.

When you create or update a user account, you can specify whether the user is allowed to
access WebEx teleconferencing via international local call-in telephone numbers. You can also
examine whether a user has such privilege when retrieving the user’s account information.

You can create, modify, and retrieve the 3rd party teleconference accounts for a user.

With 3rd party teleconference accounts configured, WebEx Network Based Recording (NBR)
server can call a 3rd party telephony bridge to record a teleconference.

You are now able to create and modify attendee-only accounts.

When you create or update a host account, you can allow or disable the partner links for the
host.

When you create or update a host account, you can specify whether the host is allowed to
download WebEx Recording Editor from the My WebEx support page.

For details, see “CreateUser” on page 72, “GetUser” on page 89, and “SetUser” on page 105.

m CreateMeeting, SetMeeting, and GetMeeting:

O

You can specify a WebEx personal teleconference account to be used in a WebEx Meeting
Center session.

You can specify whether, in a Meeting Center session, access to WebEx teleconferencing via
international local call-in numbers is allowed.

You can retrieve all the WebEx teleconference call-in numbers (toll, toll-free and international
local call-in) for a scheduled Meeting Center session.

You are now able to invite alternate hosts to a Meeting Center session when you create or
modify the session.

You now do not need to explicitly specify a meeting type when creating a meeting; instead, the
system can automatically choose a proper meeting type for you.

For details, see “CreateMeeting” on page 208, “GetMeeting” on page 222, and “SetMeeting” on
page 240.

m CreateTrainingSession, SetTrainingSession, and GetTrainingSession:

O

You can specify a WebEx personal teleconference account to be used in a WebEx Training
Center session.

You can specify whether, in a Training Center session, access to WebEx teleconferencing via
international local call-in numbers is allowed.

You can retrieve all the WebEx teleconference call-in numbers (toll, toll-free and international
local call-in) for a scheduled Training Center session.

For details, see “CreateTrainingSession” on page 292, “GetTrainingSession” on page 326, and
“SetTrainingSession” on page 349.

m CreateEvent, SetEvent, and GetEvent:

O

You can specify a WebEx personal teleconference account to be used in a WebEx Event Center
session.

You can specify whether, in an Event Center session, access to WebEx teleconferencing via
international local call-in numbers is allowed.
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0 You can retrieve all the WebEx teleconference call-in numbers (toll, toll-free and international
local call-in) for a scheduled Event Center session.

For details, see “CreateEvent” on page 390, “GetEvent” on page 400, and “SetEvent” on page 424.
CreateSalesSession, SetSalesSession, and GetSalesSession:

O You can specify a WebEx personal teleconference account to be used in a WebEx Sales Center
session.

O You can specify whether, in a Sales Center session, access to WebEx teleconferencing via
international local call-in numbers is allowed.

O You can retrieve all the WebEx teleconference call-in numbers (toll, toll-free and international
local call-in) for a scheduled Sales Center session.

For details, see “CreateSalesSession” on page 454, “GetSalesSession” on page 460, and
“SetSalesSession” on page 482.

GetTestInformationResponse now returns the maximum score and registration IDs for the
attendees who take a test that is associated with a Training Center session. For details, see
“GetTestInformation” on page 323.

CreateMeetingAttendee, LstMeetingAttendee, and De IMeetingAttendee:

0 These APIs now function for all session types including Meeting Center, Training Center,
Event Center, Sales Center, and Teleconference-only meetings.

O You are now able to add alternate hosts to a scheduled Meeting Center session, by setting an
attendee’s role to HOST.

For details, see “CreateMeetingAttendee” on page 612, “LstMeetingAttendee” on page 621, and
“DelMectingAttendee” on page 615.

GetSite will now return tracking codes information. For details, see “GetSite” on page 562.

What’s New 1n Version 3.7.3

XML API 3.7.3 is a minor release that includes the following new features:

Retrieves a list of programs associated with an Event Center service website. For details, see
“LstsummaryProgram” on page 419.

Retrieves events with a specified program. For details, see “LstRecordedEvent” on page 410 and
“LstsummaryEvent” on page 415.

What’s New 1in Version 3.7.2

We added some new and useful operations to version 3.7.2, and enhanced some of the existing ones.
Below is a quick summary of what’s new in this release. You can go to the corresponding section if
you want to know more about a new operation.

With these new operations for WebEx XML services, you can:

Retrieve detailed information about a scheduled teleconference-only session on your site. For
details, see “GetTeleconferenceSession” on page 228.

Upload an image to the event description. For details, see “UploadEventlmage” on page 431.
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Send invitation email messages to the event session participants, including the attendees and
panelists. For details, see “SendInvitationEmail” on page 422.

Remove existing sales sessions from your site. For details, see “DelSalesSession” on page 458.
Update a scheduled sales session on your site. For details, see “SetSalesSession” on page 482.

List any type of existing sessions that are scheduled on your site, using a single XML API
operation. For details, see “LstsummarySession” on page 153.

Remove any type of existing sessions from your site, using a single XML API operation. For
details, see “DelSession” on page 140.

Besides adding new operations, we also provided support on more languages, and enhanced the
functionality of many existing operations, which are listed as follows:

More character encoding types are supported in XML request and response messages: 1S0-8859-
1, GB2312, BIG5, EUC-JP, and EUC-KR. For details, see “Character Encoding in Request and
Response Messages™ on page 51.

The recurring session options are clarified for the create and set operations in Meeting Center,
Training Center, and Sales Center. For details, see “Recurring Session Options” on page 667.

CreateTrainingSession and SetTrainingSession—you can now specify a number of
minutes during which attendees can join the session prior to the start of a training session; you can
also choose whether to automatically delete the session from your site after it ends. For details, see
“CreateTrainingSession XML Request” on page 292.

CreateUser and SetUser—you can now create new users or update existing users with “other
teleconferencing” privilege. This privilege allows users to schedule sessions with a
teleconferencing service provided by a third-party. For details, see “CreateUser XML Request” on
page 73.

CreateEvent—You can now customize the email templates and enrollment form when
scheduling an event session. You can also specify whether the scheduled event session requires
enrollment. For details, see “CreateEvent XML Request” on page 390.

GetEvent—For a scheduled event session, you can use this option to query for its email
templates, enrollment form and settings. The query results are listed in the GetEventResponse
XML documents. For details, see “GetEvent XML Request” on page 400.

SetEvent—You can now customize the email templates and enrollment form when updating the
options for a scheduled event session. You can also specify whether the scheduled event session
requires enrollment. For details, see “SetEvent XML Request” on page 424.

For securityContext in each request message, WebEx XML API server now accepts
siteName in place of sitelD and partnerID. For details, see “Global Request Elements in
Security Context” on page 52.

What’s New 1in Version 3.6

We added many new and useful operations to version 3.6, and enhanced many existing ones. Below
is a quick summary of what’s new in this release. You can go to the corresponding section if you want
to know more about a new operation.
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With these new operations for WebEx XML services, you can:

Schedule an event session on your site. For details, see “CreateEvent” on page 390.
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m Retrieve summary information of scheduled event sessions. For details, see “LstsummaryEvent”
on page 415.

m Listrecorded event sessions stored on your site. For details, see “LstRecordedEvent” on page 410.
m Update information of an existing event session. For details, see “SetEvent” on page 424.

m Retrieve detailed information of an existing event session. For details, see “GetEvent” on
page 400.

m Remove existing event sessions from your site. For details, see “DelEvent” on page 398.

B Get the current XML API version number of your WebEx XML server. For details, see
“GetAPIVersion” on page 142.

m List all the open sessions of your site, regardless of their service types. For details, see
“LstOpenSession” on page 146.

m  Get the general information of a Hands-on Lab. For details, see “GetLabInfo” on page 319.

m Check the availability of a Hands-on Lab and its computers for a certain period of time. For details,
see “CheckLabAvailability” on page 287.

m  Get the reservation schedule of a Hands-on Lab for a certain period of time. For details, see
“GetLabSchedule” on page 321.

m  Add definitions of new products to the existing list of products defined on your site. For details,
see “AddProducts” on page 448.

m Schedule a new sales session. For details, see “CreateSalesSession” on page 454.

m  Getdetailed session information of an existing sales session. For details, see “GetSalesSession” on
page 460.

m Retrieve products with matching names and/or product IDs. For details, see “LstProducts” on
page 469.

m Lists summary information of the scheduled sales sessions. For details, see
“LstsummarySalesSession” on page 472.

m Update information of the existing products defined on your site. For details, see “SetProducts” on
page 480.

m Request detailed attendee information for sales sessions previously hosted on your site. For details,
see “LstsalesAttendeeHistory” on page 529.

B Request detailed information for previously hosted sales sessions. For details, see
“LstsalesSessionHistory” on page 533.

m Retrieve detailed question structures of a test in IMS QTI format. For details, see
“GetIMStestDetails” on page 304.

m Retrieve detailed test result of a participant in IMS QTI format. For details, see
“GetIMStestResult” on page 313.

B Get detailed information of a test associated with a training session. For details, see
“GetTestInformation” on page 323.

m List scheduled tests associated with the specified training sessions on your site. For details, see
“LstScheduledTests” on page 335.
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Besides adding new operations, we also enhanced the functionality of many existing operations, which
are listed as follows:

m For all the operations that contain the <l istControl> element, we return <matchingRecords>
in their corresponding response documents. For details, see “Global Request Elements for List
Control” on page 54.

m Site administrators are able to list all the scheduled sessions on their sites. For details, see the
respective notes in each section.

B A new <exceptionlD> element is introduced in response documents, which makes it easier for
you to locate and debug the problems in the corresponding request documents. For details, see
“Global Response Elements Showing Results and Errors” on page 55.

m For all the session attendee history request documents, such as LsttrainingattendeeHistory
and LsteventattendeeHistory, a <confID> element is returned in the corresponding
response documents. You can also query and order by <confID> in these operations.

B An optional element <endTimeScope> is added to the history reporting operations, such as
LstmeetingusageHistory and LstsupportattendeeHistory. This element allows you to
query for sessions that ended in a certain time range.

m For the session scheduling operations, reminding email messages can be sent to the hosts, and
invitation email messages can be sent to the attendees.

Normative Definitions

Message: The basic unit of communication between a Web service and a client - that is, data to be
communicated to or from the WebEx XML service as a single logical transmission.

Note In this reference guide, all messages are carried by well-formed XML documents. Therefore,
message and document are often interchangeable. For example, request message and request
document, response message and response document, respectively bear the same meaning in the
subsequent chapters of this book.

Client: An application that originates and sends messages to the WebEx XML service.

Operation: A set of messages related to a single WebEx XML service action is called an operation -
for example, CreateMeeting.

Service: A collection of operations. For example, the WebEx XML service for a meeting consists of
the following seven operations: CreateMeeting, DelMeeting, GethosturlMeeting,
GetjoinurlMeeting, GetMeeting, LstMeeting, and SetMeeting.

Typographical and Syntax Conventions
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This guide uses the following typographical conventions:

m Key terms being defined appear in boldface.

B Book titles, emphasized words, and variables appear in italics.

m Code examples, code elements, URLs, and file names appear in Courier New.

m Element with similar names ending in sequential numbers are abbreviated with double dots (. .).
For example, TrackingCodel, TrackingCode2, and TrackingCode3 are abbreviated as
TrackingCodel. .3.
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Important This guide uses the term “meeting” generically to refer to all types of online sessions,
including:

m Meetings on Meeting Center sites

m Training sessions on Training Center sites
m Events on Event Center sites

m  Support sessions on Support Center sites

m Sales sessions on Sales Center sites

XML Schema Diagram Conventions

The XML schema diagrams in this manual describe the structure of XML documents. The following
table describes the notations that XML schema diagrams use.

Preface « XML Schema Diagram Examples

Diagram Element Description

A box with a solid outline represents a

required element. Cardinality* is 1..1.

A box with a solid outline and three lines in

the upper-left corner represents a required
element with mixed content— that is, child
elements and data may be associated with
it.

A box with a dotted line represents an
optional element. Cardinality is 0..1.

E Location |

Stacked boxes represent an element that

has a cardinality otherthan 0..1or 1..1. The

box shows the actual cardinality. An
unbounded upper limit is indicated by the
symbol o0. If the element is optional, the
lower bound is 0 and the outer box is
dotted. If the element is required, the outer
box is solid and the lower bound is 1.

A box with a plus symbol indicates that the

element has children. Clicking the box will
———— take the user to the expanded diagram.

o

The shaded polygon represents a
sequence. If this sequence can repeat, the
symbol is “stacked” and the cardinality is
shown below it. The default cardinality is
1..1.
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Preface « XML Schema Diagram Examples (Continued)

Diagram Element Descrip

tion

below it;

The sha
——————— box repr

The shaded polygon represents a choice. If
the choices can repeat, the symbol is
“stacked” and the cardinality is shown

otherwise the cardinality is 1..1.

ded area inside the large dotted
esents all of the data elements that

rm“ﬁsm““’pe belong to a single complex type in the XML

schema. In this example, “Name”,

. “Established”, “URL", “Manager”, and
-+~ Established ; “Desc” all belong to the complex type
“DivisionType”.

* Cardinality expresses the number of times an element can occur in an instance of an XML document.
The first number is the minimum number of occurrences, and the second number is the maximum

number of occurrences. For example, a cardinality of 0..2 m
or two times in an instance of a document. A cardinality of 1.
and only once in an instance of a document.

Contacting WebEx

28

We value your comments regarding our software products
suggestions or need further assistance, please contact us at:

Cisco - WebEx Communications
3979 Freedom Circle
Santa Clara, CA 95054

Technical Support: 866-229-3239
Local/International: 408-435-7088

API production issues: apisupport@webex.com
API development issues: apidev@webex.com
URL: developers.webex.com

eans that an element can occur zero, one,
.1 means that an element must occur once

and documentation. If you have
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Chapter 1: Introduction to WebEx
XML Services

This chapter defines the structured storage for the XML services upon which WebEx collaboration
services are based. The WebEx Application Programming Interface (WebEx API) lets you manage
these services through a variety of associated requests, or operations, which are described in the
subsequent chapters of this book.

1.1 Key Entities of the WebEx Environment

The WebEx products provide services that involve a few key entities. The primary entities are the
following:

m WebEx Meetings: Offer interactive comprehensive, multimedia communications capabilities on
the Web, so you can effectively interact in a Web-based business meeting. From sharing
presentations to sharing any type of document, to Web tours, to full application and desktop remote
control, WebEx Meetings offer a spontaneous, dynamic, and rich environment on the Web.

Important This guide uses the term “meeting” generically to refer to all types of online sessions,
including:

0 Meetings on Meeting Center sites

0 Training sessions on Training Center sites
O Events on Event Center sites

0 Sales sessions on Sales Center sites

0 Support sessions on Support Center sites

m Users: Authorized users who can log in to a WebEx Web service and create meetings.

1.2 The WebEx XML Model

WebEx services, such as creating a user, modifying information about a user, creating a meeting,
exchanging files, and so on, are implemented by a set of operations. You can use these WebEx
meeting operations to facilitate specific aspects of WebEx online meetings.

You deploy these WebEx services through the exchange of well-formed XML documents between
your application and a WebEx XML server. To access WebEx services through a protocol of
exchanges of XML documents, you must design your application to send XML request documents to
the WebEx XML server and to process the received response documents.
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1.3 WebEx XML Model Architecture

The WebEx XML model utilizes the exchange of well-formed XML documents to deploy messages.
Each of these messages relates to a specific WebEx operation. XML is used for numerous reasons,
including wide-spread usage and platform independence.

An XML request document specifies the desired action of the particular service’s elements. The XML
response document returned by the WebEx XML server describes the revised state of that service as
determined by the WebEx XML server.

The following figure provides a simplified representation of the architecture of the WebEx model.

Figure 1-1 « WebEx XML Model Architecture
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As shown in Figure 1-1, your application sends a request XML document to perform a specific
request—such as creating a user—to the WebEx XML server. This request XML document describes
the state of the elements associated with the operation for this request.

The WebEx XML server then returns to the original application the revised element values for this
operation via a response XML document created by the WebEx XML document processor.

1.4 Communicating State With XML Documents

WebEx maintains a database of user and site data. Your applications and WebEx exchange this data
using eXtensible Markup Language (XML), which allows your applications to interact with WebEx,
no matter how WebEx stores the information internally.
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To help ensure that the meanings and the boundaries for each unit of data are well preserved, WebEx
standardizes the format of data exchanges between your application and the WebEx XML servers by
requiring them to conform to the XML Schema Definition (XSD), which is the only type of XML
document supported in the two-way flow of XML between your application and the WebEx XML
servers.

(The state of services is actually stored in an optimal way on one or more WebEx application servers
using a format other than XML so that it can be efficiently accessed and stored, helping you to deliver
quick response times for user interactions with your website users.)

Whether an XML expression of the state of a service is inbound or outbound, it is always expressed
using markup language that conforms to the XSD. Any information expressed in elements not
declared in the XSD either is ignored by the WebEx XML servers or causes the requested operation
to fail.

The XSD defines all the requirements for a class of conforming documents. Despite the vast number
of conforming documents that are possible, in practice, similarly structured documents are always
exchanged.

Changing State Using Request Documents

Your application communicates the newly desired state for a service operation by expressing the
desired element values using compliant markup language inside request documents. Request
documents are outbound XML documents that originate from your application and are destined for a
WebEx XML server.

Getting State from Response Documents

The current state of the service is provided in response documents. These documents are always sent
by the WebEx XML servers because they alone have the current state of the service. Response
documents are inbound XML documents that originate from a WebEx XML server and are destined
for your application. The inbound XML document typically contains markup that expresses the
current state of one or more services, into which your application uploaded desired element values
for the service(s) in prior request documents.

Important WebEx XML servers do not support any elements that are not defined in the XSD.

1.5 Providing a Flexible Platform for Services

With a rich variety of service data types, each having a well-focused scope, WebEx can develop new
WebEx services more quickly.

Each WebEx service typically uses a number of service instances of different types. For example, the
features of a meeting are partly configured by one Meeting instance, which helps to establish per-
meeting preferences; and partly by one MeetingType instance, each of which helps establish a well-
coordinated set of meeting features. WebEx maintains the MeetingType instances. Your application’s
programming, along with your meeting host and meeting proposers, help to establish the per-meeting
configuration parameters moderated by the Meeting instance.

Examples of WebEx services are scheduling meetings, creating users, and adding attendees.
Subscription and Pay-Per-Use meeting services are two distinct types of meeting services that can be
represented (and precisely configured) by specific instances of MeetingType.
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Chapter 2: XML-Expressed Request
and Response Documents

This chapter introduces many documents that provide request and response communications between
your application and the WebEx XML servers.

The WebEx XML servers maintain the operations that capture information about users, meetings, and
so on. Various XML request and response messages enable you to retrieve and change the information
within those services.

Messages such as DelMeeting and GetMeeting are among the most succinct document types. For
these types of messages, you supply only the element values that are required to identify the item to
be deleted or retrieved.

To optimize flexibility when requesting, the WebEx XML server can handle more complex and
lengthy stretches of markup that includes request control elements in addition to the elements of a
particular operation. For example, elements such as maximumNum, startFrom, and 1 istMethod
allow control over requests that can return multiple operations in a single transaction.

2.1 Categories of Request Messages

The XSD defines many request and response messages with varying constraints. Each message fits
into one of the following request categories:

m Single-item query (Get): A quick query resulting in a single item from the WebEx database. For
example, GetMeeting.

m  Multiple-item query (Lstsummary): Query resulting in a list of items from the WebEx database.
For example, LstsummaryMeeting and LstsummarySalesSession.

m Add or update (Create, Set, and Delete): Creates, updates, or deletes an item in the WebEx
database. For example, SetMeeting changes meeting information in the WebEx database;
CreateMeetingAttendee adds a meeting attendee to the WebEx database; and DeIMeeting
deletes a meeting from the WebEx database.

2.2 Character Encoding in Request and Response Messages

To ensure that the text entities in your XML request messages are parsed correctly and the response
messages are displayed properly, you must specify appropriate encodings for the XML processor.

For example, to specify that an XML request message uses Simplified Chinese (6B2312) by default,
you would use this XML declaration:

<?xml version=""1.0" encoding=""GB2312""?>

The corresponding response message also has this encoding returned in its XML declaration.
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The WebEx XML API currently supports the following encodings (case insensitive):

Table 2-1 « XML API Language Encodings

Character Set Name

Languages/Countries or Regions

UTF-8
1S0-8859-1
GB2312

EUC-KR
shift_JIS
BIG5

Unicode support for all languages
Latin-1. Deprecated. Retained for compatibility.

Simplified Chinese, mainland China. Deprecated. Retained for
compatibility.

Korean. Deprecated. Retained for compatibility.
Japanese. Deprecated. Retained for compatibility.

Traditional Chinese, Taiwan (This set may not work on all servers.)
Deprecated. Retained for compatibility.

The default encoding is “1S0-8859-1". If the encoding specified in the request message is not from
the above list, or if there is no encoding specified in the declaration, then the response message returns

the default encoding.

2.3 Life Span of Request and Response Elements

Request-specific information in element expressions like RESULT=“SUCCESS” is not stored in the
database. Generally, attributes that reside directly in a larger request or response container element
instead of a nested service element are not recorded in the database.

2.4 Overview of XML Schema (XSD) Standard

The Cisco WebEx XML API Reference Guide uses the XML Schema standard extensively. This
schema defines the structure and content of XML documents. This section does not attempt to describe
this standard here, but rather provides a few references to get you started.

The W3C site provides an excellent overview of the XML Schema standard:

m Schema Primer reference: http://www.w3c.org/TR/xmlschema-0/

m Schema Structures reference: http://www.w3c.org/TR/xmlschema-1/

m Data Types reference: http://www.w3c.org/TR/xmlschema-2/

2.5 Global Request Elements in Security Context
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Every WebEx XML API request message requires a secur i tyContext header to authenticate the
WebEx user with the site, which contains the following elements:

webExID
password

sitelD

siteName

A WebEx-maintained reference to the WebEx user ID for the meeting host.
The password for the user with a webEXID.

The WebEx-assigned identification number that uniquely identifies your
website.

The first string in your WebEx site URL, provided by WebEx. For
example, siteName is “acme” for the site http://acme .webex.com.
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partnerliD Optional. A reference to the WebEx partner, provided by WebEx.

email Optional. User must supply the email address that is stored in their user
profile if they use this option.

sessionTicket A 32 alphanumeric character string associated with an authenticated user
for the duration of a session. Can be used in place of <password>.

Note

m Either sitelD or siteName must be specified, while partnerID is optional. If both sitelD and
siteName are entered, then the siteName will be used.

m When both webExID and emai I are specified then emai I will be used.

m All XML APIs that use <securityContext>now have the option to use com:sessionTicket
in place of com:password. See “AuthenticateUser” on page 70 for more information.

m Since the securityContext header contains the WebEx user’s password, we strongly
recommend submitting all XML API request messages through HTTPS.

Non-ASCII characters are not allowed in the password element. Table 2-2 shows a complete list of
characters and their ASCII values that are allowed.

Table 2-2 « Allowable password element characters

Char Dec Hex Char Dec Hex Char Dec Hex
! 33 21 A 65 41 ‘ 96 60
B 66 42 a 97 61
# 35 23 C 67 43 b 98 62
$ 36 24 D 68 44 c 99 63
% 37 25 E 69 45 d 100 64
& 38 26 F 70 46 e 101 65
‘ 39 27 G 71 47 f 102 66
( 40 28 H 72 48 g 103 67
) 41 29 | 73 49 h 104 68
* 42 2A J 74 4A i 105 69
+ 43 2B K 75 4B i 106 6A
) 44 2C L 76 4C k 107 6B
- 45 2D M 77 4D | 108 6C
46 2E N 78 4E m 109 6D
/ 47 2F O 79 4F n 110 6E
0 48 30 P 80 50 o 111 6F
1 49 31 Q 81 51 p 112 70
2 50 32 R 82 52 q 113 71
3 51 33 S 83 53 r 114 72
4 52 34 T 84 54 S 115 73

Cisco WebEx XML API Reference Guide 53



XML-Expressed Request and Response Documents

Table 2-2 « Allowable password element characters

Char Dec Hex Char Dec Hex Char Dec Hex
5 53 35 U 85 55 t 116 74
6 54 36 \% 86 56 u 117 75
7 55 37 W 87 57 \Y 118 76
8 56 38 X 88 58 w 119 77
9 57 39 Y 89 59 X 120 78

58 3A 4 90 5A y 121 79
; 59 3B [ 91 5B z 122 A
< 60 3C \ 92 5C { 123 7B
= 61 3D ] 93 5D | 124 7C
> 62 3E n 94 5E } 125 7D
? 63 3F _ 95 5F ~ 126 7E
@ 64 40

2.6 Global Request Elements for List Control

Choosing A Subset of Records
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You can use the following two elements to cause a series of list transactions to span a possibly very
large result set just once, in which case each transaction retrieves a record subset that has no overlap
with prior record subsets. The startFrom element lets you set a threshold after which matching
objects are not skipped, so you can skip startFrom matching objects. You must keep track of the
total objects retrieved so far in your series of searches to be able to set the startFrom element to a
value that prevents overlap with prior result sets, yet does not skip any records.

startFrom The number of (already retrieved) objects to be skipped before the next
object that also matches the query criteria in the database is retrieved.
Default value: 1

max imumNum The integer value for the maximum number of records to return from a
search. Subsequent incremental searches can be made by incrementing the
StartFrom attribute value. Default value: WBX_INFINITE, meaning as
many objects as the search criteria selects.

Note For the sake of the server’s performance, WebEx sets a default ceiling on the maximum number
of records that can be returned. If the specified maximumNum is above this ceiling, only the number of
records up to the ceiling are returned. For deprecated LstMeeting, LstTrainingSession and
LstUser, the ceiling is set to 50 and the default value of maximumNum is 10. For other requests, the
ceiling is set to 500 and the default value of maximumNum is 50.

In the corresponding response documents, the matchingRecords element is used to indicate the
number of records returned, which makes it easier for you to parse and arrange the records returned.
Under matchingRecords, there are three sub-elements, which are described respectively as follows:

total An integer indicating the total number of records matching your query.

returned An integer indicating the number of records returned in this response.
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startFrom The record index number that the returned set starts from. An integer.

Specifying Boolean Relationships for Searches

The following attribute tells the WebEx XML server the type of Boolean logic, either AND or OR, that
you want applied when you supply two or more independent object attribute values for use as the
selection criteria.

listMethod Specify the search selection logic as either AND or OR. when two or more
search attributes are passed. AND requires that all attributes must exist in
the user record in order to result in a positive match and the OR requires one
or more of the attributes for a positive match. Default value: AND

2.7 Global Response Elements Showing Results and Errors

The following diagram illustrates the elements structure of the global response showing results and
erTorS.

Figure 2-1 « XSD Schema for Global Response Types

response I ype - == ! |sew:suhElmlType

The elements in the diagram are described as follows.

result The two possible values for this element are SUCCESS and FAILURE
depending on the outcome of the request.

exceptionlD An exceptionlDisreturned if resul t is FAILURE, so that users can take
further actions based on this ID. Its value takes the format of a six-digit
number.

reason An exception reason string is returned if result is FAILURE. The value

of this element is an empty string if result is SUCCESS.

Note Integrations should only process the <exceptionlID> codes and not
parse the exception <reason> strings. Exception reason strings are subject
to change in future releases. Integrations that are currently parsing the
exception <reason> strings should update their code to process the
<exceptionlD> instead.
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gsbStatus Returns an enumeration value of either PRIMARY or BACKUP, depending on
which site you are sending XML API requests on.

SubErrors Holds information about sub errors, if any, when result is FAILURE.

value Holds the value that is going to replace the variable in a dynamic error

message. For example: “Password must exceed [n] characters” is a
dynamic error message. If “Password must exceed 6 characters” is
returned in reason, then value is 6.

2.8 User Authentication and Permissions

For every request message (except for GetAPIVersion and LstsummarySession) sent to the
WebEx XML API server, an authentication is conducted as the first step in processing the request. If
a request message cannot be authenticated, no further processing occurs. A request message is
authenticated using data in the webEx 1D, password, sitelD, siteName, and email elements
contained in the security context section of the header of the request. You can get the authentication
information from WebEx or from your site administrator.

The following security options configurable in the Site Administration tool will be applied during the
user authentication process:

Force user to change password on next login — If this option is checked in Site Administration,
any subsequent XML API call will fail in authentication. Calling SetUser with a new user
password will allow subsequent XML API requests to succeed.

Lock out accounts after [n] failed attempts to log in — If this option is checked in Site
Administration, each consecutive XML API call with an incorrect account password will increase
the failed login count. If the count reaches a configurable limit, the user account is locked out and
subsequent XML API calls will fail in authentication.

Deactivate account after [n] days of inactivity — If this option is specified, an account will be
deactivated after the specified number of days of inactivity, and then XML API calls using the
account will fail in authentication.

Force users to change password every [n] days — If this option is checked in Site Administration
and the password of an account has not been changed for n days, all XML API calls using that
account will fail in authentication.

When coding for application security regarding this option, you can check if this option is enabled
and the number of days left until host passwords will expire in GetSite and GetUser response.
For details, see “GetSite” on page 562 and “GetUser” on page 89.

Roles and Permissions
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There are three WebEx service roles. After your service request is authenticated to the WebEx server,
your WebEx user name is mapped to one of the following three roles:

Site Admin: A site administrator is usually an IT department employee who will administer the
sites, set up the site, create user accounts, and assign user privileges.

Site Admin—View Only: A site administrator with view-only privileges can generate reports and
view information of the site, but cannot create, delete, or modify user accounts.

Hosts: Hosts can schedule and start meetings. Hosts are usually the presenters as well.
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There are four classifications of privileges for what each role can do for each XML API operation, as
follows:

m Site Privilege: A user’s ability to access information about all users and meetings on that site.

m Self Privilege: A user’s ability to view, delete, modify, or create his or her own data, but not the
data of others.

m Public Privilege: A user’s ability to have others access the data.
m No Privilege: No such privileges.

The following table provides the details of the privileges of each role.

Table 2-3  Service Operation Privileges

Service Operation Site Admin Site Admin- Hosts
View Only
User Service CreateUser Site No No
DelUser Site No No
DelSessionTemplates (user) Self Self Self
DelSessionTemplates (site) Site No No
GetLoginTicket Site Site Site
GetloginurlUser Self Self Self
GetlogouturlUser Self Self Self
GetUser Site Site Self
LstsummaryUser Site Site Self
SetUser Site Self Self
UploadPMRImage Self Self Self
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Table 2-3 « Service Operation Privileges (Continued)

Service Operation Site Admin Site Admin- Hosts
View Only

General Session CreateContacts Self Self Self

Service CreateDistList Self Self Self
DelRecording Self Self Self
DelSession Site Self Self
GetAPIVersion Site Site Site
GetOneClickSettings Site Site Self
GetRecordinglInfo Self Self Self
GetSessionlnfo Site Site Site
LstContact (PERSONAL) Self Self Self
LstContact (GLOBAL) Site Site Site
LstDistList (PERSONAL) Self Self Self
LstDistList (GLOBAL) Site Site Site
LstOpenSession Site Site Site
LstRecording Site Site Self
LstsummarySession Site Site Site
SetDistList Site Self Self
SetOneClickSettings Site Site Self
SetRecordinglInfo Site Self Self
SetupOneClickSettings Self Self Self

Meeting Service CreateMeeting Self Self Self
CreateTeleconferenceSession Self Self Self
DelMeeting Self Self Self
GetHosturIMeeting Self Self Self
GetJoinurlMeeting Public Public Public
GetMeeting Self Self Self
GetTeleconferenceSession Self Self Self
LstsummaryMeeting Site Site Self
SetMeeting Self Self Self
SetTeleconferenceSession Self Self Self
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Table 2-3 « Service Operation Privileges (Continued)

Service Operation Site Admin Site Admin- Hosts
View Only
Event Session CreateEvent Self Self Self
Service DelEvent Self Self Self
GetEvent Self Self Self
LstrecordedEvent Site Site Self
LstsummaryEvent Site Site Self
LstsummaryProgram Site Site Site
SendInvitationEmail Self Self Self
SetEvent Self Self Self
UploadEventlimage Self Self Self
Training Session AddScheduledTest Self Self Self
Service CheckLabAvai lability Self Self Self
CopyLibTests Self Self Self
CreateTrainingSession Self Self Self
DelLibTests Self Self Self
DelScheduledTest Self Self Self
DelTrainingSession Self Self Self
GetlIMStestDetails Site Site Self
GetlIMStestResult Site Site Self
GetLablInfo Self Self Self
GetLabSchedule Self Self Self
GetTestInformation Site Site Self
GetTrainingSession Self Self Self
LstLibTests Self Self Self
LstScheduledTests Self Self Self
LstsummaryTrainingSession Site Site Self
Reservelab Self Self Self
SetScheduledTest Self Self Self
SetTrainingSession Self Self Self
UploadIMStest Self Self Self
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Table 2-3 « Service Operation Privileges (Continued)

Service Operation Site Admin Site Admin- Hosts
View Only
Sales Session AddProducts Self Self Self
Service CreateAccount Site Self Self
CreateOpportunity Site Self Self
CreateSalesSession Self Self Self
DelSalesSession Self Self Self
GetSalesSession Self Self Self
LstAccounts Site Site Self
LstOpportunities Site Site Self
LstProducts Site Site No
LstsummarySalesSession Site Site Self
SetAccount Site Self Self
SetOpportunity Site Self Self
SetProducts Site No No
SetSalesSession Self Self Self
Support Session CreateSupportSession Self Self Self
Service GetFeedbackInfo Site Site Self
History Service LsteventattendeeHistory Site Site Self
LsteventsessionHistory Site Site Self
LstmeetingattendeeHistory Site Site Self
LstmeetingusageHistory Site Site Self
LstrecordaccessHistory Site Site Self
LstsalesAttendeeHistory Site Site Self
LstsalesSessionHistory Site Site Self
LstsupportattendeeHistory Site Site Self
LstsupportsessionHistory Site Site Self
LsttrainingattendeeHistory Site Site Self
LsttrainingsessionHistory Site Site Self
Site Service GetSite Site Site Site
LstTimeZone Site Site Site
SetSite Site No No
Meeting Attendee CreateMeetingAttendee Self Self Self
Service DelMeetingAttendee Site Self Self
GetEnrolImentinfo Site Site Self
LstMeetingAttendee Self Self Self
RegisterMeetingAttendee Site Site Self
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Table 2-3 « Service Operation Privileges (Continued)

Service Operation Site Admin Site Admin- Hosts
View Only
Meeting Type GetMeetingType Site Site Site
Service _ . . .
LstMeetingType Site Site Site

2.9 Finding the Sample Request Messages

The following table contains all the request messages of WebEx XML services sorted by request

name.

Table 2-4 « Request Message Listing

XML Request Message

Explained on

AddProducts
AddScheduledTest
AuthenticateUser
CheckLabAvailability
CopyLibTests
CreateAccount
CreateContacts
CreateDistList
CreateEvent
CreateMeeting
CreateMeetingAttendee
CreateOpportunity
CreateSalesSession
CreateSupportSession
CreateTeleconferenceSession
CreateTrainingSession
CreateUser

DelEvent

DelLibTests
DelMeeting
DelMeetingAttendee
DelRecording
DelSalesSession
DelScheduledTest
DelSession
DelSessionTemplates

DelTrainingSession
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page 448
page 285
page 70
page 287
page 290
page 450
page 134
page 136
page 390
page 208
page 612
page 452
page 454
page 500
page 212
page 292
page 72
page 398
page 298
page 216
page 615
page 138
page 458
page 300
page 140
page 81
page 302
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Table 2-4 « Request Message Listing (Continued)

XML Request Message

Explained on

DelUser

GetAPIVersion

GetEnrol Imentinfo
GetEvent
GetFeedbackInfo
GethosturlMeeting
GetlIMStestDetails
GetlIMStestResult
GetjoinurlMeeting
GetLablnfo
GetLabSchedule
GetLoginTicket
GetloginurlUser
GetlogouturlUser
GetMeeting
GetMeetingType
GetOneClickSettings
GetRecordingInfo
GetSalesSession
GetSessionlInfo

GetSite
GetTeleconferenceSession
GetTestInformation
GetTrainingSession
GetUser

LstAccounts

LstContact

LstDistList
LsteventattendeeHistory
LsteventsessionHistory
LstLibTests
LstMeetingAttendee
LstmeetingattendeeHistory
LstMeetingType
LstmeetingusageHistory

LstOpenSession

page 79
page 142
page 617
page 400
page 502
page 218
page 304
page 313
page 220
page 319
page 321
page 83
page 85
page 87
page 222
page 634
page 162
page 176
page 460
page 179
page 562
page 228
page 323
page 326
page 89
page 465
page 186
page 144
page 508
page 512
page 333
page 621
page 516
page 638
page 520
page 146
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Table 2-4 « Request Message Listing (Continued)

XML Request Message Explained on
LstOpportunities page 467
LstProducts page 469
LstrecordaccessDetai lHistory page 524
LstrecordaccessHistory page 526
LstrecordedEvent page 410
LstRecording page 148
LstsalesAttendeeHistory page 529
LstsalesSessionHistory page 533
LstScheduledTests page 335
LstsummaryEvent page 415
LstsummaryMeeting page 234
LstsummaryProgram page 419
LstsummarySalesSession page 472
LstsummarySession page 153
LstsummaryTrainingSession page 338
LstsummaryUser page 98
LstsupportattendeeHistory page 538
LstsupportsessionHistory page 542
LstTimeZone page 589
LsttrainingattendeeHistory page 546
LsttrainingsessionHistory page 550
RegisterMeetingAttendee page 625
ReservelLab page 344
SendInvitationEmail page 422
SetAccount page 476
SetDistList page 160
SetEvent page 424
SetMeeting page 240
SetOneClickSettings page 174
SetOpportunity page 478
SetProducts page 480
SetRecordinglInfo page 188
SetSalesSession page 482
SetScheduledTest page 346
SetSite page 591
SetTeleconferenceSession page 244
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Table 2-4 « Request Message Listing (Continued)

XML Request Message

Explained on

SetTrainingSession
SetupOneClickSettings
SetUser
UploadEventimage
UploadIMStest
UploadPMRImage

page 349
page 191
page 105
page 431
page 353
page 111

2.10 Default Site Settings

Previously, most user options in the CreateUser and SetUser methods would all default to the
“false” settings which could conflict with site settings. In XML API 4.0.7 the following options in
Table 2-5 will now properly default to “true” or “false” depending on the site setting.

Table 2-5 « Site Setting Elements

Elements

Site level (Superadmin)

teleConfCallOut

teleConfCallOutinternational

teleConfCallln
teleConfTollFreeCallln
voiceOverlp
otherTelephony

teleConfCalllnternational

recordingEditor
labAdmin

Call-back teleconferencing
Call-back teleconferencing

Global call-back teleconferencing
Call-in teleconferencing

Call-in teleconferencing > Toll type
Integrated VolP

Other teleconferencing

Call-in teleconferencing

Allow access to teleconference via
global call-in numbers

Recording editor

Hands-on Lab

Table 2-6 is an example showing how the site settings and the CreateUser/SetUser request
elements interact. Other elements from Table 2-5 can be inserted into this table to find their specific

settings.

Table 2-6 « Site Settings Example

CreateUser/SetUser

Site Settings *

Request Values *

(F.F, F) ‘(T, F F) ‘(T, T, F) ‘(T, T, T)

(F, null, null) (F,F, F) (F,F, F) F.T,F) FT,T)
(T, null, null) (F,F, F) (T,F, F) (T.T,F) (T, T,T)
(T, T, null) (F.F, F) (T,F, F) (T, T,F) (T, T,T)
(T, null, T) (F, F, F) (T,F, F) (T, T,F) (T, T,T)
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Table 2-6 « Site Settings Example

CreateUser/SetUser Site Settings *

Request Values * (F.F F) ‘ (T.F P ‘ (T.T,F) ‘ T.T,7)
(T, T,T) (F,F, F) (T,F, F) (T, T,F) (T, T, T)
(F,F,T) (F,F, F) (F,F, F) (F,F, F) (F,F, F)

* (X, X, X) = (teleConfCallln, teleConfTollFreeCallln, teleConfCallOut).

2.11 BodyContent Type Request Formats

The XML API fully supports the following name identifying types in the bodyContent request
element:

xsi :type=""java:com.webex.xmlapi .service._binding.user.GetUser"
xsi:type=""java:com.webex.service._binding.user.GetUser""
xsi:type="use:getUser"

xsitype="use:GetUser"

xsi:type="user:GetUser"

xsi:type="user:getUser"

Along with the simpler formats above, the XML API supports the usage of either the Type name or
the Prefix name for xsi : type. Table 2-7 shows the correlations between Type name and Prefix name.

Table 2-7 ¢ Type and Prefix Names for xsi:type

Type name Prefix name
meeting meet
user use
attendee att
meetingtype mtgtype
training train
history history
event event
site site

ep ep
sales sales

supportsession sc

2.12 Site Admin Options

Site Admin offers an “All meetings must be unlisted (EC, MC, $C, TC)” option. The request and
response XML APIs now enforce this option in the same way that the web pages do.
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1  Option on Site Admin page:

Meetings:[ ™ All meetings must be unlisted (EC, MC, $C and TC) ]

¥ Allow attendees or panelists to join before host (WC FC 30 and TC)

¥ Allow attendees or panelists to join the teleconference before the host
¥ Al meetings must have a password (EC. MC, 32 and T2
¥ Require strict passwords for meetings (defined below)

2 Ifsite checks the “All meetings must be unlisted” option:

a)

b)
c)

d)

e)

If Create/Set**Session: :<listType> is not UNLISTED, an exception is thrown
(exception1D=010036, “All meetings must be unlisted”).

If Create**Session <listType> is unspecified, <l istType> defaults to UNLISTED.
If Set**Session: :<listType> is unspecified, the original listingType value is
unchanged.

Get**Session returns <listType> UNLISTED for all sessions even if the session is
scheduled as a PUBLIC session.

If LstsummarySession is called without a <webEx 1D> and <password>, then no sessions
are returned, even if there are PUBL IC sessions scheduled. Response returns exception
(exceptionlID= 000015, “No record found”).

3 Ifsite does not check “All meetings must be unlisted” option (follow existing logic):

a)

b)
c)

If Create**Session does not specify <listType>, then <l istType> defaults to
PUBLIC.

Set**Session preserves original <l istType> value if unspecified.

Get**Session, LstsummarySession and Lstsummary*Session return actual
<listType>.

2.13 Filtering Unsafe HTML Input Fields

When input in specific fields contain unsafe html tags, the XML API will convert characters into a
format that will not be executed by the browser. If a user specifies “sessionName="<object
classid="clsid:FO8DF954">"" in Create/SetEvent then the API will convert the string to
“&lt;object classid="clsid:FO8DF954"&gt;”. The Event info page will show the html source
instead of the embedded object.

Table 2-8 « HTML Tags Checked

XML API Request Field HTML Tag Checked
Create/SetEvent sessionName All tags
Create/SetEvent description All except <img>
Create/SetEvent panelistsinfo All except <img>
Create/SetTrainingSession agenda All tags
Create/SetTrainingSession description All tags

2.14 HTML Safe White List

The following list is comprised of HTML safe tags:
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A, ABBR, ACRONYM, ADDRESS, AREA, B, BASE, BASEFONT, BDO, BIG, BLOCKQUOTE,
BR, BUTTON, CAPTION, CENTER, CITE, COL, COLGROUP, DD, DEL, DFN, DIR, DIV, DL,
DT, EM, FIELDSET, FONT, H1, H2, H3, H4, H5, H6, HEAD, HR, I, INS, ISINDEX, KBD, LABEL,
LEGEND, LI, LINK, MAP, MENU, NOSCRIPT, OL, OPTGROUP, OPTION, P, PARAM, PRE, Q,
S, SAMP, SELECT, SMALL, SPAN, STRIKE, STRONG, SUB, SUP, TABLE, TBODY, TD,
TEXTAREA, TFOOT, TH, THEAD, TR, TT, U, UL, VAR.

The following list is comprised of HTML safe attributes:

abbr, align, alt, archive, axis, background, bgcolor, border, cellpadding, cellspacing, char, charoff,
charset, clear, color, cols, colspan, compact, content, coords, data, datetime, dir, disabled, face, for,
frame, frameborder, headers, height, hreflang, hspace, http-equiv, id, ismap, label, lang, language,
link, longdesc, marginheight, marginwidth, maxlength, media, multiple, name, nohref, noresize,
noshade, nowrap, readonly, rows, rowspan, rules, scheme, scope, scrolling, selected, shape, size, span,
src, standby, start, summary, tabindex, text, title, type, usemap, valign, value, valuetype, version,
vlink, vspace, width.

2.15 Scheduling Security Matrix

Table 2-9 shows which user a template belongs to if Host A (creator) denotes Host B (host) as the host
at the same time the meeting template is created.

Table 2-9 « Scheduling Security Matrix

MeetingCenter | SalesCenter | TrainingCenter AUO
A B A B A B A B
Edit X X X X X X X X
Delete X X X X X X X X
Start X X X X X N/A N/A
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Chapter 3: User Service

This chapter provides descriptions of the WebEx XML API for the User service, which consists of a
collection of operations such as AuthenticateUser, CreateUser, DelUser,
DelSessionTemplates, GetloginTicket,GetloginurlUser,GetlogouturlUser,GetUser,
LstsummaryUser, LstUser (deprecated), SetUser, and UploadPMR Image. Samples are given for
the outbound request messages and inbound server response messages. The order of presentation is
alphabetical by request message name.

Table 3-1 « WebEx XML Messages Requesting User-related Operations

XML Request Message Description Details on
AuthenticateUser Accepts a SAML assertion in place page 70
of a user password.
CreateUser Creates a user account. page 72
DelUser Deletes a user account. page 79
DelSessionTemplates Allows integrations to bulk delete  page 81
meeting session templates.
GetloginTicket Generates and returns a host page 83
authentication ticket.
GetloginurlUser Gets a user’s login URL. page 85
GetlogouturlUser Gets a user logout URL. page 87
GetUser Gets user information. page 89
LstsummaryUser Lists summary information of the  page 98
users.
LstUser (deprecated) Lists user accounts. page 102
SetUser Updates user account information. page 105
UploadPMRImage Uploads a photo or header image. page 111

For differences in how XML API 4.9 and 5.2 handle WebACD queues and agents see “WebACD
Queues and Agents” on page 113.
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3.1 AuthenticateUser

The AuthenticateUser API will accept a SAML assertion in place of a user password. The
<sessionTicket> returned can be used for subsequent XML API requests without using
<password> for the session duration as defined in Super Admin. This can take the place of the current
requirement for a <userName> and <password> for authentication.

Note When AuthenticateUser counts active host accounts, attendee account and designated chat
user are excluded from the count, but site admin and admin view only are included.

AuthenticateUser XML Request

The following schema diagram shows the element structure of the AuthenticateUser request
message.

Figure 3-1 « Schema diagram for authenticateUser
Euse:samlﬂesponse
(smtmmiicaistier (- [H T

1= ]
- -+ use:protocol :
\

The following sample XML shows the <samlResponse> option of AutheticateUser in action.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmlns:xsi="http://mww.w3.0org/2001/XMLSchema-instance""
xmlns:serv="http://ww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>1an0830</siteName>
<webEx ID>siteadmin</webExID>
<password>pass</password>
<partner ID>webexpartner</partneriD>
<emali I>johnsmith@xyz . com</emai 1>
</securityContext>
</header>
<body>
<bodyContent
xsi - type=""java:com.webex.service._binding.user_AuthenticateUser'>
<samlResponse>samlResponse message will go here</samlResponse>
</bodyContent>
</body>
</serv:message>

AuthenticateUserResponse XML Response

The following sample XML shows the element structure of the AuthenticateUserResponse
message.

Figure 3-2 « Schema diagram for authenticateUserResponse
[auﬂlentit:atel.lserﬁespn... [TI]—EEI—Fuse:sessinnTicket

The following sample XML shows the authenticateUserResponse.
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<?xml version="1.0" encoding=""1S0-8859-1"?7>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex . com/schemas/2002/06/common’
xmlIns:use=""http://ww.webex.com/schemas/2002/06/service/user'>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="use:authenticateUserResponse"
xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance'>
<use:sessionTicket>Ticket information goes here</use:sessionTicket>
</serv:bodyContent>
</serv:body>
</serv:message>
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3.2 CreateUser

72

Allows site administrators to create a new user for your WebEx-hosted websites. If super
administrators have enabled the Limit Site Hosts functionality, WebEx XML servers will return an
exceededSiteHostLimit error if the number of hosts is already at the limit. If the Primary Large
Telephony Server is unavailable, the page first tries to connect to the NextGen telephony server. If that
connection is unavailable, the page will connect to the Backup 2 Large server instead.
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CreateUser XML Request

The following schema diagram shows the element structure of the CreateUser request message.

Figu re 3-3 « Schema diagram for createUser (Part 1)
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Figure 3-4 « Schema diagram for createUser (Part 2)
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Table 3-2 ¢ CreateUser Schema Diagram Cross-References

Schema Name

Destination Link

use:address
use:phones
use:commOptions
use:options
use:tracking
use:privilege
use:tspAccount
use:supportedServices
use:myWebEx

use:account
(from personalTeleConf)

use:account
(from thirdPartyTeleConf)

use:personalMeetingRoom
use:sessionOptions
use:supportCenter
use:security
use:remoteSupport
use:autoRequest
use:defaultClient
use:remoteAccess

use:salesCenter

Figure G-1 on page 718

Figure G-32 on page 729
Figure G-14 on page 723
Figure G-19 on page 725
Figure G-12 on page 721
Figure G-22 on page 726
Figure G-31 on page 729
Figure G-29 on page 728
Figure G-17 on page 724
Figure G-20 on page 726

Figure G-30 on page 728

Figure G-21 on page 726
Figure G-25 on page 727
Figure G-28 on page 728
Figure G-24 on page 727
Figure G-27 on page 728
Figure G-13 on page 722
Figure G-16 on page 723
Figure G-27 on page 728
Figure G-23 on page 727

Note

® When you create a user, most options now default to “true” or “false” depending on the site settings
and the CreateUser request settings. The elements affected can be found in Table 2-5 and an
example of how the settings interact can be found in Table 2-6.

m After validation, any invalid settings will be automatically reset to “off”.

m The following APIs will now synchronize their information if the syncWebOFfice flag has been
set to true: CreateUser, SetUser, DelUser, ActivateUser and InactivateUser.

m The boolean element myWorkspaces has been added in order to support the WebOffice

integration capabilities.

m The following containers and their associated elements were added: personalMeetingRoom,

sessionOptions, supportCenter, schedulingTemplates and orderTabs. This allows the
API to return additional fields from My Profile.

When you create a user, if meetingTypes are not specified, all session types supported by your
site will be assigned to the user.
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If you have specified the salesCenter related elements, CreateUser checks whether the site
supports Sales Center; if not, an error occurs.

If sme is TRUE, then both description and prodID should be specified. If sme is FALSE, then
smelInfo related elements, such as description and prodID, cannot be specified; otherwise, a
validation error occurs.

The tspAccount and the personalTeleconf element cannot apply to a host account at the
same time.

Users can be forced to change their password on their next login or locked out of their account
entirely by Site Admin.

The maximum password length is set to 60 characters.

The enable element has been added to support the “Create this user as administrator on the
Service Desk site” option in Site Admin.

When CreateUser counts active host accounts, attendee account and designated chat user are
excluded from the count, but site admin and admin view only are included.

createOnBridge is for requesting the creation of a new account on the TSP Bridge. If your site
allows TSP Account Provisioning, the account is created and the new account information is added
to the user’s profile. Otherwise, only an existing TSP bridge account can be added to the user’s
profile.

CreateUser will automatically send a welcome email to a newly created host if the sendWe lcome
flag is set to TRUE.

Regarding the role of the user, one of the three elements (siteAdmin, roSiteAdmin or host)
must be specified as TRUE. If more than one is set to TRUE, the role of the user is automatically
determined in the sequence of siteAdmin, roSiteAdmin and host. For example, if both
siteAdmin and host are set to TRUE, then the role of the user is siteAdmin. If none of the three
elements is set to TRUE or specified, then the default role of the user is host.

The following sample XML document creates a new user account for a user that will receive a WebEx
identifier of testl.pass.

<?xml version=""1.0" encoding=""1S0-8859-1""?>
<serv:message xmlns:xsi="http://wmww.w3.0org/2001/XMLSchema-instance""

76

xmlns:serv="http://ww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>1an0830</siteName>
<webExID>siteadmin</webExID>
<password>pass</password>
<partner ID>webexpartner</partneriD>
<emai I>johnsmith@xyz .com</emai I>
</securityContext>
</header>
<body>
<bodyContent
xsitype=""java:com.webex.service.binding.user.CreateUser'>
<firstName>aa</firstName>
<lastName>bb</lastName>
<webEx1d>test102</webEx1d>
<emai I>test102@webex . com</emai 1>
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<password>pass</password>
<privilege>
<host>true</host>
</privilege>
<active>ACTIVATED</active>
<personalMeetingRoom>
<welcomeMessage>This is welcome message</welcomeMessage>
<header ImageBranding>false</header ImageBranding>
</personalMeetingRoom>
<sessionOptions>
<defaultSessionType>100</defaultSessionType>
<defaultServiceType>EventCenter</defaultServiceType>
<autoDeleteAfterMeetingEnd>false</autoDeleteAfterMeetingEnd>
<displayQuickStartHost>true</displayQuickStartHost>
<displayQuickStartAttendees>false</displayQuickStartAttendees>
</sessionOptions>
<supportCenter>
<orderTabs>
<tab>Tools</tab>
<tab>Desktop</tab>
<tab>Application</tab>
<tab>Session</tab>
</orderTabs>
</supportCenter>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

CreateUserResponse XML Response

The following schema diagram shows the element structure of the CreateUserResponse response
message.

Figure 3-5 ¢« Schema diagram for CreateUserResponse

The following sample XML document is a possible response to the preceding request document.

<?xml version="1.0" encoding=""1S0-8859-1"?7>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex . com/schemas/2002/06/common’
xmlIns:use=""http://ww.webex.com/schemas/2002/06/service/user'>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
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<serv:bodyContent xsi:type="use:CreateUserResponse"
xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance'>

<use:user1d>479423666</use:userld>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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3.3 DelUser

Deletes the specified user from your site. Allows for up to 50 users to be deleted at a time.

Note This command actually deactivates a user. It does not remove the user data from database.

DelUser XML Request
The following schema diagram shows the element structure of the DelUser request message.
Figure 3-6 « Schema diagram for DelUser

EUSE:WEhEll

(er 2

Note The following APIs will now synchronize their information if the syncWebOfFfice flag has
been set to true: CreateUser, SetUser, DelUser, ActivateUser and InactivateUser.

The following sample XML document requests the deletion of the user with a WebEx identifier of
johnsonl. Be sure to provide a valid value for one of your website users.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmlns:xsi="http://ww.w3.org/2001/XMLSchema-instance'>
<header>
<securityContext>
<webEx1D>hostid</webExI1D>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner1D>9999</partner D>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent xsi:type=""java:com.webex.service.binding.user.DelUser'>
<webEx1d>johnsonl</webEx1d>
<syncWebOffice>true</syncWebOffice>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

DelUserResponse XML Response

The following schema diagram shows the element structure of the DelUserResponse response
message.
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Figure 3-7 « Schema diagram for DelUserResponse

Fuse:webExld

The following sample XML document is a possible response to the preceding request document.

0.50

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmlns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlns:com=""http://ww.webex.com/schemas/2002/06/common"*
xmIns:use="http://ww.webex.com/schemas/2002/06/service/user'>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi :type="use:delUserResponse™
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance' />
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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3.4 DelSessionTemplates

Integrations are now allowed to bulk delete meeting session templates. This is accomplished through
the DelSessionTemplates function.

DelSessionTemplates XML Request

The following schema diagram shows the element structure of the DelSessionTemplates request
message.

Figure 3-8 * Schema diagram for DelSessionTemplates

“usemname

“use:serviceType

The following sample XML document requests the deletion of a template with the name of
SACtemplate.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmlns:xsi="http://wmww.w3.0org/2001/XMLSchema-instance""
xmlns:serv="http://ww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>1an0830</siteName>
<webExID>testl</webExID>
<password>pass</password>
<partner ID>webexpartner</partneriD>
<emai I>johnsmith@xyz .com</emai I>
</securityContext>
</header>
<body>
<bodyContent
xsitype=""java:com.webex.service.binding.user.DelSessionTemplates'>
<sessionTemplate>
<name>SACtemplate</name>
<serviceType>SalesCenter</serviceType>
</sessionTemplate>
<templateType>User</templateType>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

DelSessionTemplatesResponse XML Response

The following schema diagram shows the element structure of the DelSessionTemplatesResponse
response message.
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Figure 3-9 « Schema diagram for DelSessionTemplatesResponse

(delSessiunTemplatesR...

The following sample XML document is a possible response to the preceding request document.

<?xml version="1.0" encoding=""1S0-8859-1""?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww._webex.com/schemas/2002/06/common’*
xmIns:use=""http://mww._webex.com/schemas/2002/06/service/user' >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="use:delSessionTemplatesResponse™
xmIns:xsi="http://mw._w3.org/2001/XMLSchema-instance’ />
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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3.5 GetloginTicket

Returns a host authentication ticket, which is a temporary identifier string associated with a host.

The ticket is typically used with the URL API login command for user authentication: an integration
first calls GetLoginTicket to obtain the ticket string, and then calls the URL API p.php?AT=LI
with TK=<ticket> to authenticate the host.

Note This XML API will generate and return a new ticket for a host if there is no ticket available or
that the last ticket has been used up by the host. This XML APl is also allowed to be called by attendee-
only accounts that do not have session hosting privileges.

GetloginTicket XML Request

The following schema diagram shows the element structure of the GetloginTicket request
message.

Figure 3-10 « Schema diagram for GetloginTicket

The following sample XML document requests a login ticket.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmIns:xsi="http://mww._w3.org/2001/XMLSchema-instance'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emali I>johnsmith@xyz .com</emai 1>
</securityContext>
</header>
<body>
<bodyContent
xsi - type=""java:com.webex.service.binding.user._GetlLoginTicket' ">
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

GetloginTicketResponse XML Response

The following schema diagram shows the element structure of the GetloginTicketResponse
response message.

Figure 3-11 « Schema diagram for GetloginTicketResponse

(geanginT icketHezponze [ == _
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The following sample XML document is a possible response to the preceding request document.

<?xml version=""1.0"" encoding=""1S0-8859-1""?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlns: com=""htttp: //ww .webex . com/schemas/2002/06/common’
xmlins:use=""http://ww.webex.com/schemas/2002/06/service/user' >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>BACKUP</serv:gshStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="use:getLoginTicketResponse"
xmins:xsi="http://ww.w3.0rg/2001/XMLSchema-instance'>
<use: ticket>5e9733eh9efeb02d80aa0551ef7e9ccd</use: ticket>
<use:apiVersion>WebEx XML APl V3.9.0</use:apiVersion>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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3.6 GetloginurlUser

The GetloginurlUser request returns a WebEx-generated Web address that can be used to prompt
the user for a WebEx sign-in name and password. The password is passed using a one-time login ticket
string using the parameter &TK=[loginTicket].

GetloginurlUser XML Request

The following schema diagram shows the element structure of the GetloginurlUser request
message.

Figure 3-12 « Schema diagram for GetloginurlUser

getloginurll ser [

The following sample XML document requests the authentication of a user trying to access the
account with webEx 1D of testl.pass.

<?xml version=""1.0" encoding=""1S0-8859-1""?>
<serv:message xmlns:xsi="http://ww.w3.0rg/2001/XMLSchema-instance'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent
xsi :type=""java:com.webex.service.binding.user.GetloginurlUser'>
<webExID>testl . pass</webEx1D>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

GetloginurlUserResponse XML Response

The following schema diagram shows the element structure of the GetloginurlUserResponse
response message.

Figure 3-13 « Schema diagram for GetloginurlUserResponse

The following sample XML document is a possible response to the preceding request document.

<?xml version="1.0" encoding=""1S0-8859-1"?7>
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<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex . com/schemas/2002/06/common’
xmlIns:use=""http://ww.webex.com/schemas/2002/06/service/user'>

<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="use:GetloginurlUserResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'>
<use:userLoginURL>https://rosell.webex.com/rosell/p.php?AT=LI1&FN=te
st&l N=pass&EM=test . pass@sz -webex.com&WID=test1 . pass&PW=pass&MU=G
oBack&BU=</use:userLoginURL>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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3.7 GetlogouturlUser

The GetlogouturlUser request returns a WebEx-generated Web address that can be used to close all
communication connections with WebEx for the specified user.

GetlogouturlUser XML Request

The following schema diagram shows the element structure of the GetlogouturlUser request
message.

Figure 3-14 « Schema diagram for GetlogouturlUser

getlogouturlUser H —==—-H- .

The following sample XML document requests the Web address that can be used to close all
communications connections with WebEx for the user with webEXID testl.pass.

<?xml version="1.0" encoding=""1S0-8859-1""?>
<serv:message xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz .com</emai I>
</securityContext>
</header>
<body>
<bodyContent
xsi :type=""java:com.webex.service.binding.user.GetlogouturlUser'>
<webExID>testl.pass</webExID>
</bodyContent>
</body>

</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

GetlogouturlUserResponse XML Response

The following schema diagram shows the element structure of the GetlogouturlUserResponse
response message.

Figure 3-15 « Schema diagram for GetlogouturlUserResponse
(getluguutullu serfesponze I}:]—E)} —.E l:lit:_l!_!]_g_t_ll.lll_l._l FIL

The following sample XML document is a possible response to the preceding request document.

<?xml version="1.0" encoding=""1S0-8859-1"?7>

<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex . com/schemas/2002/06/common’*
xmlIns:use=""http://ww.webex.com/schemas/2002/06/service/user'>
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<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>

<serv:body>
<serv:bodyContent xsi:type="use:GetlogouturlUserResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'>

<use:userLogoutURL>
https://rosell.webex.com/rosell/p . php?AT=LO&MU=GoBack&BU=

</use:userlLogoutURL>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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3.8 GetUser

Retrieves detailed information about the specified user.

GetUser XML Request

The following schema diagram shows the element structure of the GetUser request message.

Figure 3-16  Schema diagram for GetUser

(Golso = -Fwebnta

The following sample XML document requests the retrieval of the user account with a webEx1D value
of hostid. Be sure to provide valid values for a user account for one of your website users.

<?xml version=""1.0"" encoding=""1S0-8859-1""?>
<serv:message xmlns:xsi="http://ww.w3.0rg/2001/XMLSchema-instance'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent xsi:type=""java:com.webex.service.binding.user.GetUser'>
<webExId>hostid</webExId>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.
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GetUserResponse XML Response

The following schema diagram shows the element structure of the getUserResponse response
message.

Figure 3-17 + Schema diagram for GetUserResponse (Part 1)
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Figure 3-18 « Schema diagram for GetUserResponse (Part 2)
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Figure 3-19 « Schema diagram for GetUser Response(part 3)(
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Table 3-3 ¢ GetUserResponse Schema Diagram Cross-References

Schema Name Destination Link
use:address Figure G-1 on page 718
use:phones Figure G-32 on page 729
use:commOptions Figure G-14 on page 723
use:options Figure G-19 on page 725
use:tracking Figure G-12 on page 721
use:privilege Figure G-22 on page 726
use:tspAccount Figure G-31 on page 729
use:supportedServices Figure G-29 on page 728
use :myWebEx Figure G-17 on page 724
use:account Figure G-20 on page 726
(from personalTeleConf)

use:account Figure G-30 on page 728
(from thirdPartyTeleConf)

use:personalMeetingRoom Figure G-21 on page 726
use:sessionOptions Figure G-25 on page 727
use:supportCenter Figure G-28 on page 728
use:security Figure G-24 on page 727
use:remoteSupport Figure G-27 on page 728
use:autoRequest Figure G-13 on page 722
use:defaultClient Figure G-16 on page 723
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Table 3-3 ¢ GetUserResponse Schema Diagram Cross-References (Continued)

Schema Name Destination Link
use:remoteAccess Figure G-27 on page 728
use:salesCenter Figure G-23 on page 727
use:sessionTemplate Figure G-26 on page 727
Note

m GetUser validates user options against the site options before returning the settings in the XML
response.

m Users can be forced to change their password on their next login or locked out of their account
entirely by Site Admin.

m The enable element has been added to support the “Create this user as administrator on the
Service Desk site” option in Site Admin.

The following sample XML document is a possible response to the preceding request document.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex .com/schemas/2002/06/common’*
xmIns:use=""http://mww._webex.com/schemas/2002/06/service/user' >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="use:getUserResponse"
xmIns:xsi="http://mw.w3.org/2001/XMLSchema-instance'>
<use:firstName>aa</use: firstName>
<use: lastName>bb</use: lastName>
<use:categoryld>36</use:categoryld>
<use:description>The system automatically creates this office when it
creates your user account.</use:description>
<use:company>ccccc</use :company>
<use:webExld>abcd</use :webEx1d>
<use:address>
<com:addressType>PERSONAL</com:addressType>
<com:country>1</com:country>
</use:address>
<use:phones>
<com:phone>1,,, , , ,</com:phone>
<com:mobi lePhone>1,,, , , ,</com:mobi lePhone>
<com: fax>1,,, , , ,</com: fax>
<use:pager>1,,,,,,</use:pager>
</use:phones>
<use:emai I>test@test.com</use:emai >
<use:password>******</use:password>
<use:personalUrl>abcd</use:personalUri>
<use:expirationDate>12/31/2049 23:59:59</use:expirationDate>
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<use:commOptions>
<use:prodAnnounce>false</use: prodAnnounce>
<use:traininglnfo>false</use:trainingInfo>
<use:electroniclnfo>false</use:electronicinfo>

<use:promos>false</use:p
<use:press>false</use:pr
<use:emai I>false</use:em
<use:fax>false</use:fax>
<use:phone>false</use:ph
<use:maiI>false</use:mai

</use:commOptions>
<use:meetingTypes>

<use:meetingType>1</use:
<use:meetingType>2</use:
<use:meetingType>3</use:
<use:meetingType>4</use:
<use:meetingType>b</use:
<use:meetingType>6</use:
<use:meetingType>7</use:
<use:meetingType>8</use:
<use:meetingType>9</use:

<use:meetingType>10</use:
<use:meetingType>1l</use:
<use:meetingType>13</use:
<use:meetingType>l4</use:
<use:meetingType>15</use:
<use:meetingType>16</use:

romos>
ess>
ai >

one>
1>

meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>
meetingType>

</use:meetingTypes>

<use:options>
<use:firstNameVisible>true</use:firstNameVisible>
<use: lastNameVisible>true</use: lastNameVisible>
<use:addressVisible>true</use:addressVisible>
<use:workPhoneVisible>true</use:workPhoneVisible>
<use:cellPhoneVisible>true</use:cel IPhoneVisible>
<use:pagerVisible>true</use:pagerVisible>
<use:faxVisible>true</use:faxVisible>
<use:officeUrlVisible>true</use:officeUrlVisible>
<use:pictureVisible>true</use:pictureVisible>
<use:notifyOnNewMessage>true</use:notifyOnNewMessage>
<use:notifyOnMeeting>true</use:notifyOnMeeting>
<use:follomeEnable>true</use:fol lonMeEnable>
<use:emai lVisible>true</use:emailVisible>
<use: listInCategory>true</use: listInCategory>
<use:titleVisible>true</use:titleVisible>
<use:folderRead>false</use:folderRead>
<use:folderWrite>false</use:folderWrite>
<use:messageVisible>false</use:messageVisible>
<use:iconSelectl>false</use:iconSelectl>
<use:iconSelect2>false</use: iconSelect2>
<use:acceptLinkRequest>false</use:acceptLinkRequest>
<use:holdOnLinkRequest>true</use:holdOnLinkRequest>
<use:notifyOnLinkRequest>true</use:notifyOnLinkRequest>
<use:supportVideo>true</use:supportVideo>
<use:supportApp>true</use:supportApp>
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<use:supportFileShare>true</use:supportFileShare>
<use:supportDesktopShare>true</use: supportDesktopShare>
<use:supporthMeetingRecord>true</use:supportMeetingRecord>
<use:supportAppshareRemote>true</use: supportAppshareRemote>
<use:supportifebTourRemote>true</use:supportiebTourRemote>
<use:supportDesktopShareRemote>true
</use:supportDesktopShareRemote>
<use:subscriptionOffice>true</use:subscriptionOffice>

</use:options>

<use:timeZonelD>4</use:timeZonelD>

<use:timeZone>GMT-08:00, Pacific (San Jose)</use:timeZone>

<use:timeZoneWithDST>San Francisco (Pacific Time, GMT-08:00)

</use:timeZoneWithDST>

<use:tracking />

<use:service>FREE_OFFICE</use:service>

<use:privilege>
<use:host>false</use:host>
<use:teleConfCal I0ut>true</use:teleConfCal 10ut>
<use:teleConfCallOutinternational>true
</use:teleConfCal I0utinternational>
<use:teleConfCall In>false</use:teleConfCallIn>
<use:teleConfTolIFreeCall In>true</use:teleConfTol IFreeCall In>
<use:siteAdmin>true</use:siteAdmin>
<use:voiceOver Ip>true</use:voiceOverlp>
<use:roSiteAdmin>false</use:roSiteAdmin>
<use: labAdmin>false</use: labAdmin>
<use:otherTelephony>true</use:otherTelephony>
<use:teleConfCall InInternational>true
</use:teleConfCall Inlnternational>
<use:attendeeOnly>false</use:attendeeOnly>
<use:recordingEditor>true</use:recordingEditor>
<use:meetingAssist>false</use:meetingAssist>

</use:privilege>

<use: language>ENGL ISH</use: language>

<use:locale>U.S.</use:locale>

<use:active>ACTIVATED</use:active>

<use:supportedServices>
<use:meetingCenter>true</use:meetingCenter>
<use:trainingCenter>true</use:trainingCenter>
<use:supportCenter>true</use:supportCenter>
<use:eventCenter>true</use:eventCenter>
<use:salesCenter>true</use:salesCenter>

</use:supportedServices>

<use:myWebEx>
<use: iIsWWebExPro>true</use: isMyWebExPro>
<use:myContact>true</use:myContact>
<use:myProfile>true</use:myProfile>
<use:myMeetings>true</use:myMeetings>
<use:myFolders>true</use:myFolders>
<use:trainingRecordings>true</use:trainingRecordings>
<use:recordedEvents>true</use:recordedEvents>
<use:totalStorageSize>1000</use: totalStorageSize>
<use:myReports>true</use:myReports>
<use:myComputer>3</use:myComputer>
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<use:personalMeetingRoom>true</use:personalMeetingRoom>
<use:myPartnerLinks>true</use:myPartnerLinks>
<use:myWorkspaces>False</use:myWorkspaces>
</use:-myWebEx>
<use:personal Teleconf>
<use:account>
<use:subscriberAccessCode>10148263</use:subscriberAccessCode>
<use:participantFul IAccessCode>10059390
</use:participantFul 1AccessCode>
<use:participantLimitedAccessCode />
<use:accountlIndex>1</use:accountindex>
<use:defaultFlag>true</use:defaultFlag>
<use: joinBeforeHost>false</use: joinBeforeHost>
</use:account>
</use:personalTeleconf>
<use:personalMeetingRoom>
<use:welcomeMessage>test welcome msg!1</use:welcomeMessage>
<use:photoURL>https://i1an0830.webex.com/office xml_wd1/20070788/t
est1/20070788.5480807 . photo.gif?random=0.4094705581360112
</use:photoURL>
</use:personalMeetingRoom>
<use:sessionOptions>
<use:defaultSessionType>9</use:defaul tSessionType>
<use:defaultServiceType>EventCenter</use:defaultServiceType>
<use:autoDeleteAfterMeetingEnd>false
</use:autoDeleteAfterMeetingEnd>
<use:displayQuickStartHost>true</use:displayQuickStartHost>
<use:displayQuickStartAttendees>false
</use:displayQuickStartAttendees>
</use:sessionOptions>
<use:supportCenter>
<use:orderTabs>
<use:tab>Tools</use:tab>
<use:tab>Desktop</use:tab>
<use:tab>Application</use:tab>
<use:tab>Session</use:tab>
</use:orderTabs>
<use:serviceDesk>
<use:enable>false</use:enable>
</use:serviceDesk>
</use:supportCenter>
<use:security>
<use:forceChangePassword>false</use:forceChangePassword>
<use:resetPassword>false</use:resetPassword>
<use: lockAccount>false</use: lockAccount>
</use:security>
<use: language 1D>1</use: language 1D>
<use:webACDPrefs>
<use: isAgent>false</use: isAgent>
<use: isMgr>false</use: isMgr>
<use:numAgentSessions>1</use:numAgentSessions>
<use:agentMonitorAl IRSQueues>false</use:agentMonitorAl IRSQueues>
<use:managerMonitorAl IRSQueues>false
</use:managerMonitorAl IRSQueues>
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<use:monitorAl IRSAgents>false</use:monitorAl IRSAgents>
</use:webACDPrefs>
<use:registrationDate>04/21/2010 21:13:39</use:registrationDate>
<use:visitCount>0</use:visitCount>
<use:user1d>6624012</use:userld>
<use:salesCenter>
<use:roles>
<use:rep>true</use:rep>
<use:mgr>false</use:mgr>
<use:asst>false</use:asst>
<use:sme>false</use:sme>
</use:roles>
</use:salesCenter>
<use:passwordexpires>false</use:passwordeExpires>
<use:passwordDayslLeft>0</use:passwordDaysLeft>
<use:scheduleFor>
<use:webExID>siteadmin</use:webExID>
</use:scheduleFor>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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3.9 LstsummaryUser

Lists summary information of the users on your site. This API replaces LstUser.

LstsummaryUser XML Request

The following schema diagram shows the element structure of the LstsummaryUser request
message.

Figure 3-20 « Schema diagram for LstsummaryUser
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Table 3-4 « LstsummaryUser Schema Diagram Cross-References

Schema Name Destination Link

use: listControl Figure G-50 on page 738
use:order Figure G-18 on page 724
use:dataScope Figure G-15 on page 723

The following sample XML requests the summary information of the users on the current site.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmlns:xsi="http://ww.w3.org/2001/XMLSchema-instance'>
<header>
<securityContext>
<webEx1D>hostid</webExI1D>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz .com</emai I>
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</securityContext>
</header>
<body>
<bodyContent
xsi - type=""java:com.webex.service._binding.user.LstsummaryUser'>
<listControl>
<serv:startFrom>1</serv:startFrom>
<serv:maximumNum>10</serv:maximumNum>
<serv: listMethod>AND</serv: listMethod>
</listControl>
<order>
<orderBy>UlID</orderBy>
<orderAD>ASC</orderAD>
</order>
<dataScope>
<regDateStart>03/10/2004 01:00:00</regDateStart>
<regDateEnd>04/01/2004 10:00:00</regDateEnd>
</dataScope>
</bodyContent>
</body>
</serv:message>

For descriptions on the global elements in the security context of the header, please refer to “Global
Request Elements in Security Context” on page 52. For descriptions on the non-global elements,
please refer to “Elements in WebEx XML Schema Definitions for the User Service” on page 114.

LstsummaryUserResponse XML Response

The following schema diagram shows the element structure of the LstsummaryUserResponse
response message.

Figure 3-21 « Schema diagram for LstsummaryUserResponse
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Note The expanded diagram for use :matchingRecords can be found in Figure G-51 on page 739.

The following sample XML document is a possible response to the preceding request document.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex.com/schemas/2002/06/common’*
xmIns:use=""http://mww._webex.com/schemas/2002/06/service/user' >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="use:LstsummaryUserResponse"
xmIns:xsi="http://mww.w3.org/2001/XMLSchema-instance'>
<use:user>
<use:webExld>hostid</use:webExld>
<use:emai I>admin@webex.com</use:emai I>
<use:registrationDate>03/26/2004 20:53:08</use:registrationDate>
<use:active>ACTIVATED</use:active>
<use:timeZonelD>4</use:timeZonelD>
</use:user>
<use:user>
<use :webExId>bush</use :webExId>
<use: firstName>bush</use:firstName>
<use: lastName>bush</use: lastName>
<use:emai I>bush@webex .com</use:emai I>
<use:registrationDate>03/26/2004 21:07:55</use:registrationDate>
<use:active>ACTIVATED</use:active>
<use:timeZonelD>4</use:timeZonelD>
</use:user>
<use:user>
<use:webExld>java</use:webExI1d>
<use:firstName>java</use:firstName>
<use: lastName>java</use: lastName>
<use:emai I>java@sz.com</use:emai >
<use:registrationDate>03/26/2004 21:36:05</use:registrationDate>
<use:active>ACTIVATED</use:active>
<use:timeZonelD>4</use:timeZonelD>
</use:user>
<use:user>
<use:webExld>xml</use:webExId>
<use:firstName>xml</use: firstName>
<use: lastName>xml</use: lastName>
<use:emai I>xml@sz .webex.com</use:emai I>
<use:registrationDate>03/28/2004 16:56:41</use:registrationDate>
<use:active>ACTIVATED</use:active>
<use:timeZonelD>4</use:timeZonelD>
</use:user>
<use:matchingRecords>
<serv:total>4</serv:total>
<serv:returned>4</serv:returned>
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<serv:startFrom>1</serv:startFrom>
</use:matchingRecords>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.

Cisco WebEx XML API Reference Guide 101



User Service

3.10 LstUser (Deprecated)

This function has been deprecated for performance reasons because it can potentially return too much
data. Instead you should use LstsummaryUser (returns a list of essential user data) and GetUser
(returns detailed information for one user) instead.

Sample code is not provided for deprecated XML messages.

LstUser XML Request

The following schema diagram shows the element structure of the LstUser request message.

Figure 3-22 « Schema diagram for LstUser
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Table 3-5 ¢ LstUser Schema Diagram Cross-References

Schema Name Destination Link

use: listControl Figure G-50 on page 738
use:order Figure G-18 on page 724
use:dataScope Figure G-15 on page 723

LstUserResponse XML Response

The following schema diagram shows the element structure of the LstUserResponse response
message.
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Figure 3-23 « Schema diagram for ListUserResponse (Part 1)
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Figure 3-24 « Schema diagram for LstUserResponse (Part 2)

Table 3-6 ¢ LstUserResponse Schema Diagram Cross-References

Schema Name

Destination Link

use:

use

use:

use:

use:

use:

use:

use:

use

use:

address

:phones

commOptions
options
tracking
privilege
tspAccount

supportedServices

zmyWebEx

account

(from personalTeleConf)

use:

account

(from thirdPartyTeleConf)

use:

use:

use:

use:

personalMeetingRoom
sessionOptions
supportCenter

matchingRecords

Figure G-1 on page 718

Figure G-32 on page 729
Figure G-14 on page 723
Figure G-19 on page 725
Figure G-12 on page 721
Figure G-22 on page 726
Figure G-31 on page 729
Figure G-29 on page 728
Figure G-17 on page 724
Figure G-20 on page 726

Figure G-30 on page 728

Figure G-21 on page 726
Figure G-25 on page 727
Figure G-28 on page 728
Figure G-51 on page 739
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3.11 SetUser

Allows site administrators to update the information of an existing user. If the Primary Large
Telephony Server is unavailable, the page first tries to connect to the NextGen telephony server. If that
connection is unavailable, the page will connect to the Backup 2 Large server instead.

The SetUser command will return an exceededSiteHostLimit error if you change a user's
active=ACTIVATED parameter such that the WebEx sites' host limit is exceeded.

SetUser XML Request

The following schema diagram shows the element structure of the SetUser request message.

Figure 3-25 « Schema diagram for SetUser (Part 1)
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Figure 3-26 » Schema dlagram for SetUser (Part 2)
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Figure 3-27 + Schema diagram for SetUser (Part 3)
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Table 3-7 « SetUser Schema Diagram Cross-References

Schema Name

Destination Link

use:address
use:phones
use:commOptions
use:options
use:tracking
use:privilege
use:tspAccount
use:supportedServices
use :myWebEx

use:account
(from personalTeleConf)

use:account

(from thirdPartyTeleConf)

use:personalMeetingRoom

use:sessionOptions
use:supportCenter
use:security

use:salesCenter

Figure G-1 on page 718

Figure G-32 on page 729
Figure G-14 on page 723
Figure G-19 on page 725
Figure G-12 on page 721
Figure G-22 on page 726
Figure G-31 on page 729
Figure G-29 on page 728
Figure G-17 on page 724
Figure G-20 on page 726

Figure G-30 on page 728

Figure G-21 on page 726
Figure G-25 on page 727
Figure G-28 on page 728
Figure G-24 on page 727
Figure G-23 on page 727

Note In general, the SetUser request only updates the elements (simple or complex) that are
explicitly specified. Unspecified elements remain unchanged. However, if a complex element (like
<meetingType>) that contains 0..n or 1..n sub elements is specified, then the entire set of sub
elements is updated. For example, if you specify:

<meetingTypes>

<meetingType>105</meetingType>

</meetingTypes>

All previous <meetingType> values will be replaced by the single 105 value.
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Note The logic of some of the elements is as follows:

Most user options now default to “true” or “false” depending on the site settings and the SetUser
request settings. The elements affected can be found in Table 2-5 and an example of how the
settings interact can be found in Table 2-6.

After validation, any invalid settings will be automatically reset to “off”.

Users can be forced to change their password on their next login or locked out of their account
entirely by Site Admin.

If sme is TRUE and a specified prodID does not exist on the site, a validation error occurs.

If more than one prodID is specified, the request updates the association between smelnfo and
products. For example, the original values are
“<products><prod1D>120</prodID><prod1D>123</prodID></products>" and you
specified “<products><prodID>123</prodID><prod1D>124</prod1D></products>"
with the request, then the result you will get is
“<products><prodID>124</prodID><prod1D>123</prodID></products>".

If sme is FALSE, then all the sme I nfo related records associated with this user are removed
automatically.

The enable element has been added to support the “Create this user as administrator on the
Service Desk site” option in Site Admin.

Regarding the role of the user, one of the three elements (siteAdmin, roSiteAdmin and host)
must be specified as TRUE. If more than one is set to TRUE, the role of the user is automatically
determined in the sequence of siteAdmin, roSiteAdmin and host. For example, if both
siteAdmin and host are set to TRUE, then the role of the user is siteAdmin. If none of the three
elements is set to TRUE, then the default role of the user is host.

SetUser allows the user to change their user name via the newWebExId element. If the Site Admin
has enabled the “Allow user to change user name” setting then the user can change their setting as
long as it does not conflict with a prior name.

The following APIs will now synchronize their information if the syncWebOffice flag has been
set to true: CreateUser, SetUser, DelUser, ActivateUser and InactivateUser.

The following containers and their associated elements were added: personalMeetingRoom,
sessionOptions, supportCenter, schedulingTemplates and orderTabs. This allows the
API to return additional fields from My Profile.

When SetUser counts active host accounts, attendee account and designated chat user are
excluded from the count, but site admin and admin view only are included.

The boolean element myWorkspaces has been added in order to support the WebOffice
integration capabilities.

The following sample XML document updates the information of an existing user account. Be sure to
use key identification values that are correct for your website.

<?xml version="1.0" encoding=""1S0-8859-1"?7>
<serv:message xmlns:xsi="http://ww.w3.0org/2001/XMLSchema-instance"

xmlIns:serv="http://wmw_.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>ian0830</siteName>
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<webEx ID>siteadmin</webEx1D>
<password>pass</password>
<partner ID>webexpartner</partneriD>
<emali I>johnsmith@xyz .com</emai 1>
</securityContext>
</header>
<body>
<bodyContent xsi:type=""java:com.webex.service.binding.user.SetUser'>
<webExId>test102</webEx1d>
<personalMeetingRoom>
<welcomeMessage>This iIs welcome message</welcomeMessage>
<header ImageBranding>false</header ImageBranding>
</personalMeetingRoom>
<sessionOptions>
<defaultSessionType>100</defaul tSessionType>
<defaultServiceType>EventCenter</defaul tServiceType>
<autoDeleteAfterMeetingEnd>false</autoDeleteAfterMeetingEnd>
<displayQuickStartHost>true</displayQuickStartHost>
<displayQuickStartAttendees>false</displayQuickStartAttendees>
</sessionOptions>
<supportCenter>
<orderTabs>
<tab>Tools</tab>
<tab>Desktop</tab>
<tab>Application</tab>
<tab>Session</tab>
</orderTabs>
</supportCenter>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

SetUserResponse XML Response

The following schema diagram shows the element structure of the setUserResponse response
message.

Figure 3-28 « Schema diagram for SetUserResponse

setUserResponsze

The following sample XML document shows the change that has been made to the existing service
instance.

<?xml version=""1.0" encoding=""1S0-8859-1""?>
<serv:message xmlIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlns: com=""htttp: //ww . webex . com/schemas/2002/06/common’
xmlins:use=""http://ww.webex.com/schemas/2002/06/service/user' >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gshStatus>
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</serv:response>
</serv:header>

<serv:body>
<serv:bodyContent xsi:type="use:setUserResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'/>

</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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3.12 UploadPMRImage

Allows for the uploading of a photo or header image for the WebEx user’s Personal meeting room.
Both the Web page and the XML API can deal with a variety of image types. UploadPMRImage acts
similar to the existing UploadEventImage API which accepts images for uploading in a base64 binary
encoding scheme.

UploadPMRImage XML Request

The following schema diagram shows the element structure of the uploadPMRImage request
message.

Figure 3-29 « Schema diagram for UploadPMRImage
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The following sample XML document shows an example of an UploadPMRImage request.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance"
xmIns:serv="http://wmww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>1an0830</siteName>
<webExID>siteadmin</webEx1D>
<password>pass</password>
<partner ID>webexpartner</partneriD>
<emai I>johnsmith@xyz.com</emai 1>
</securityContext>
</header>
<body>
<bodyContent
Xsi - type="java:com.webex.service.binding.user.UploadPMRImage'>
<imageFor>Photo</imageFor>
<imageData> .. the actual photo / image data goes here .. </imageData>
</bodyContent>
</body>

</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the nonglobal elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

UploadPMRImageResponse XML Response

The following schema diagram shows the element structure of the uploadPMR Image response
message.

Figure 3-30 » Schema diagram for UploadPMRImageResponse
[uplnadPMHlmageRespnnse |

The following sample XML document shows a response to an uploadPMRImageResponse.

<?xml version=""1.0"" encoding=""1S0-8859-1""?>
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<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex . com/schemas/2002/06/common’
xmlIns:use=""http://ww.webex.com/schemas/2002/06/service/user'>

<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>

<serv:body>
<serv:bodyContent xsi :type="use:uploadPMRImageResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance' />

</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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3.13 WebACD Queues and Agents

T26L and T27L sites use different logic when the “All Queues” or “All Agents” option is enabled
when creating or setting a user. Refer to Tables 3-8 for how they act. It is important to note that
SetUser will remove all queues and agents when the user is not in a WebACD agent or manager role.

Table 3-8 ¢ Queue Properties between XML 4.9 and 5.2

Different logic / Page version

T26L Web Page

T27L Web Page

Definition of an agent or manager.

How do XML APIs 4.9 and 5.2
refer to the above?

What are the queue monitor
limitations?

XML API 4.9 & 5.2 refer to which
piece of logic?

Will the user be automatically
monitored by a manager when the
manager checks the “All Agents”
option?

XML API 4.9 & 5.2 refer to which
piece of logic?

When the option “All Queues” or
“All Agents” is checked, how does
it behave?

XML API 4.9 refers to this.
XML API 5.2 refers to this.

What happens when the agent or
manager is changed to false?

XML API 4.9 refers to this.

XML API 5.2 refers to this.

The agent or manager role
depends on whether the user
monitors a queue or agent and
not on the corresponding
option.

The agent or manager role
depends on if the
corresponding option has
been checked.

The agent or manager option is flagged in the database.

The agent or manager must
monitor at least one queue or
agent.

If a user has the SC3(13)
session type, then it will be
automatically monitored by that
manager as an agent.

If this is enabled, then all
gueues or agents on site will be
assigned to this agent or
manager when creating or
editing this user.

Active

The user does not have to
monitor a queue or agent.

Active

If a user is in an agent or
manager role, then they will
automatically be monitored by
a manager as an agent.

Active

If this is enabled, then all
gueues and agents on site will
not be assigned to this agent
or manager when creating or
editing this user.

Active

Remove all of the agent’s queues and manager’s agents.

Does not remove queues or
agents

Removes queues and agents.
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3.14 Elements in WebEx XML Schema Definitions for the
User Service

The following table describes all the elements that are used in the WebEx XML API for the User

Service.
Table 3-9 ¢ Element Definitions for User Service
Element Constraint(s) Description
acceptLinkRequest Optional. Valid values are  Toggles the feature of accepting link
TRUE and FALSE. requests. Default: FALSE.
accessCode Optional. String. Maximum  The access code for a third party
of 32 characters. teleconference.
accountlndex Optional. An integer Specifies which of the user's TSP
ranging from 1 to 3. accounts to use for teleconferencing.
accountlindex Required. An integer Holds the index of a WebEx personal

(in personalTeleconf
element)

ranging from 1 to 3.

teleconference account.

accountlindex Required. An integer Holds the index of a third party
(in ranging from 1 to 3. teleconference account.
thirdPartyTeleconf
element)
active Optional. Valid values are  Determines whether the user account has
ACTIVATED, been staged for use. The
REQUEST_TO_ACTIVATE, CreateUser/SetUser command will
or DEACTIVATED. return an exceededSiteHostLimit
error if you set a user's
active=ACTIVATED parameter so that
the WebEX sites' host limit is exceeded.
Default: ACTIVATED.
addressl Optional. Maximum of 128  The first line of the street address for the
characters. user’s Office Profile. Default: *".
address?2 Optional. Maximum of 128 The second line of the street address for
characters. the user’s Office Profile. Default: “".
addressType Optional. Must be set to Determines whether the meeting
either PERSONAL or participant is a personal contact of the
GLOBAL when the meeting meeting host or is a site-wide (global)
participant that this service contact. Default: “PERSONAL”.
represents is not a
registered WebEXx user.
addressVisible Optional. Valid values are  Toggles the address for the user.
TRUE and FALSE. Default: FALSE.
apiVersion Required. String. The XML API version number.
asst For Sales Center only. Indicates whether the user is a sales

Optional. Valid values are
TRUE and FALSE.

assistant.

Cisco WebEx XML API Reference Guide



Elements in WebEx XML Schema Definitions for the User Service

Table 3-9 ¢ Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

attendeeOnly

autoDeleteAfterMeeti
ngEnd

autoGenerate

backURL

categorylD

cellPhoneVisible

city

company

confBridgeNum

confName

country

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional.

Optional. A reference to
another service or zero.

Optional. Valid values are
TRUE and FALSE.

Optional. Maximum of 64
characters.

Optional. Maximum of 128
characters.

Required for
CreateUser. Optional for
SetUser. String.

Required. String.

Optional. Maximum of 64
characters.

Cisco WebEx XML API Reference Guide

If TRUE, then indicates that the user’s role
is attendee only. If set to TRUE, then the
host, the siteAdmin, the labAdmin
and the roSiteAdmin elements should
be FALSE.

Default: FALSE.

Note The site must have Enable
attendee accounts enabled. Otherwise,
CreateUser/SetUser with
attendeeOnly set to TRUE will return an
exception.

Determines if meetings should be
automatically deleted from My Meetings
after a session is completed.

Determines if the APl automatically
generates a PCN account by telephony
server or not.

A URL to which the user is returned after
the command completes.

A reference to the office category for the
user’s office. Default: 0.

Toggles the cell phone number for the
user. Default: FALSE.

The city for the user’s Office Profile.
Default: *.

The user's company name.

The bridge telephone number in a third
party teleconferencing account. The
country code and the area code should be
separated by hyphens. Example: 1-866-
342-5234.

Specifies the name of a one-click
conference.

wn

The country for the user. Default: .
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element Constraint(s) Description
createOnBridge Optional. Valid values are  If TRUE, then the user teleconferencing
TRUE and FALSE. account will be created on the telephony
bridge.
If FALSE, then the account specified must
already exist on the bridge.
If your site allows TSP Account
Provisioning, the account is created and
the new account information is added to
the user’s profile. Otherwise, only an
existing TSP bridge account can be added
to the user’s profile.
customl Optional. String. Stores additional fields associated with
the user teleconferencing account.
custom2 Optional. String. Stores additional fields associated with
the user teleconferencing account.
custom3 Optional. String. Stores additional fields associated with
the user teleconferencing account.
defaultFlag Optional. Valid values are  Determines if the account is to be used as
TRUE and FALSE. the default account. Default value is
FALSE.
defaultServiceType Optional. Service info of a Default session type.
com:serviceType Type.
defaultSessionType Optional. Integer. Session info of a Default session type.
delete Optional. Valid values are  Determines if an account is to be deleted
TRUE and FALSE. by its index.
description Optional. Maximum of A description of the user’s virtual office.
4000 characters. Default: “".
description For Sales Center only. Description of the user’s subject matter

(in smelInfo element)

displayQuickStartAtt
endees
displayQuickStartHost

electroniclnfo

email

Required if sme is
specified. String.
Maximum of 512
characters.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Required for Create.
Optional for Lst and Set.
String. Must be a valid
email address. Not
applicable for all other
actions. Maximum of 64
characters.

expertise.

Determines whether or not to show
QuickStart to the Attendees.

Determines whether or not to show
QuickStart to the Host and the Presenter.

Indicates electronic information. Default:
FALSE.

The email address of the user.
Notifications of messages left by office
visitors will be sent to this address.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

email
(in all requests)

email

(in commOptions element)
email2

emailVisible

enable

enable

(autoRequest element)
enforce

eventCenter

expirationDate

extTelephonyDescript
ion

fax
(in commOptions element)

fax
(in phones element)
faxVisible

FfirstName

FfirstNameVisible

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Maximum of 64
characters.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Required. Valid values are
TRUE and FALSE.

Required. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional.

Optional. Maximum of
2,048 characters.

Optional. Maximum of 64
characters.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Required for Create.
Optional for Lst and Set.
Must be a non-null value.
Not applicable for all other
actions. Maximum of 64
characters.

Optional. Valid values are
TRUE and FALSE.
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The email address as stored in the user
profile used for authentication in the
security header. Authentication is not case
sensitive.

Indicates the email address of the user.
Default: FALSE.

The secondary email address for the
user’s Office Profile.

Toggles the feature of displaying Email
addresses. Default: FALSE

Enables Service Desk integration for user
in Support Center. Default is FALSE.

Determines if the request is enabled when
a session begins.

Determines whether or not to enforce
automatic recording.

If TRUE, enables the Event Center service
(if available on the site) for the user.

A WebEx-maintained date and time at
which the user’s account expires.
Formatted as MM/DD/YYYY HH:MM:SS.
Default: 12/31/2010 00:00:00.

A description of your telephony services, if
you use your own as indicated in
extTelephonyURL and in
telephonySupport. By default, this is
“Enter teleconference number, pass code,
and other instructions here.”

The fax number for the user’s Office
Profile. Format is a series of comma-
separated values for country code, area or
city code, and local number. Country code
and area code are optional. For example,
“11,444,5551212" or "5553234". Default:

wn

Indicates the fax number for the user.
Default: FALSE.

Toggles the fax number for the user.
Default: FALSE

The user’s first name.

Toggles the first name of the user.
Default: FALSE.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element Constraint(s) Description

folderRead Optional. Valid values are  Toggles the accessibility of the folder.
TRUE and FALSE. Default: FALSE.

folderWrite Optional. Valid values are  Toggles the accessibility of the folder.

followMeEnable

forceChangePassword

header ImageBranding

header ImageURL
holdOnLinkRequest

host

hostWebExID
HQvideo

iconSelectl

iconSelect2

inputMode
imageData

imageFor

index

intlLocalCallln
intlLocalCallln
Number

isAgent

isMgr

TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Required. String.
Optional. base64Binary.

Optional. imageForType
{Photo, Header}.

Required. Integer.

Optional. String.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Default: FALSE.

Toggles the follow-me wizard for the
meeting. Default: FALSE.

Determines if a user is forced to change
their password on their next login. Is set to
TRUE if resetPassword is set to TRUE.
Defaults to FALSE.

Toggles whether or not to use the
branding image of the header area.

A branding header image URL.

Toggles the feature of holding on link
requests. Default: FALSE.

Indicates whether the user is the host for
the meeting. Default: FALSE.

The WebEXx ID for a host.

Enables high-quality video for the user.
Default: TRUE.

Toggles the feature of selecting icons.
Default: FALSE.

Toggles the feature of selecting icons.
Default: FALSE.

Specifies a tracking code display type.
Image data.

What the image will be used for.

Specifies a tracking code.

Specifies whether international call-in is
enabled.

Telephone number for international
participants.

Determines if a user is considered an
agent.

Determines if a user is considered a
manager.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element Constraint(s) Description
isMyWebExPro Optional. Valid values are  If TRUE, then user has access to additional
TRUE and FALSE. My WebEXx Pro features which usually
includes My Reports, Access Anywhere,
and Personal Meetings Page.
Note If TRUE, and WebEx super
administrator has limited the number of
My WebEx Pro hosts, then the number of
existing My WebEx hosts can’t exceed
the max number set by the super
administrator; otherwise, a
NoWebExProLicensesAvailable
€ITor occurs.
JjoinBeforeHost Optional. Valid values are  Determines if attendees are allowed to join
TRUE and FALSE. a meeting before the host.
labAdmin Optional. Valid values are  If TRUE, then user has access to the
TRUE and FALSE. Hands-on Lab administration pages.
Defaults to site setting.
This element is effective only when
Hands-on Lab is enabled.
label Required. String. The label of an item.
language Optional. String. Sets the preferred language for the user.
languagelD Optional. Long. The ID of a language in the database.
lastName Required for Create. The user’s last name.
Optional for Lst and Set.
Must be a non-null value.
Not applicable for all other
actions. Maximum of 64
characters.
lastNameVisible Optional. Valid values are  Toggles the last name of the user.

listInCategory

listMethod

locale
location

lockAccount

mail

manager

TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
AND, and OR.

Optional. String.
Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

For Sales Center only.
Optional. String. Maximum
of 128 characters.
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Default: FALSE.

Toggles the feature of listing in categories.
Default: FALSE.

Specifies whether to use AND or OR for
multiple search values as described in
“Specifying Boolean Relationships for

Searches” on page 55.

Holds user locale information.
Holds the recording location.

Prevents a user from being able to login.

Indicates the mail information for the user.
Default: FALSE

The webEXID of the user’s sales
manager. See also webEXID.

119



User Service

120

Table 3-9 ¢ Element Definitions for User Service (Continued)

Element Constraint(s) Description
max imumNum Optional. Integer. Limits the quantity of returned objects as
described in “Choosing A Subset of
Records” on page 54.
meetingAssist Optional. Valid values are  Enables Meeting Assist.
TRUE and FALSE.
meetingCenter Optional. Valid values are If TRUE, enables the Meeting Center
TRUE and FALSE. service for the user.
meetingType Optional. Integer. The meeting type ID.
messageVisible Optional. Valid values are  Toggles the feature of displaying
TRUE and FALSE. messages. Default: FALSE.
mgr For Sales Center only. Indicates whether the user is a sales

mobi lePhone

mobi lePhone2

mpProfileNumber

Optional. Valid values are
TRUE and FALSE.

Optional. Maximum of 64
characters.

Optional. Maximum of 64
characters.

Optional. String.

manager.

The attendee’s mobile phone number.
Format is a series of comma-separated
values for country code, area or city code,
and local number. Country code and area
code are optional. For example,
“11,444,5551212" or "5553234". Defaultis

wn

This element is deprecated.

Holds the MeetingPlace profile number.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

myComputer

myContact

myFolders

myMeetings

myPartnerLinks

myProfile

myReports

myWorkspaces

Optional. Integer.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.
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Enables the My WebEXx, Access
Anywhere feature and sets the number of
Access Anywhere computers for the user.
Setting this value to 0 disables Access
Anywhere.

Note The logic of this element is as
follows:

m [fthe myComputer value exceeds the
Access Anywhere # of computers set
for each user on the site then the user's
Additional computers field will be
set to the difference. The Access
Anywhere # of computers and
Additional computers per user are
fields in the Site Administration tool.

m [f the site strictly limits the
Additional number of Access
Anywhere Computers for this site
and the sum of this user and other
user's Additional computers exceeds
the limit then exception1D=030017
is returned. For details, see
“Exception Messages in Response
Documents” on page 701. The
Additional number of Access
Anywhere Computers for this site
value is defined in the Super
Administration tool.

Enables the My WebEx, My Contacts
feature for the user.

Enables the My WebEx, My Folders
feature for the user.

Enables the My WebEx, My Meetings
feature for the user.

Indicates whether the partner links for a
host are displayed in My WebEXx.

Default: FALSE.

Enables the My WebEx, My Profile feature
for the user.

Enables the My WebEx, My Reports
feature for the user.

Defines whether or not My Workspaces is
enabled for WebOffice integration.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element Constraint(s) Description
name Required. String. Holds the name of the item.
Maximum of 128
characters.
name Required for The name for a third party
(in CreateUser. Optional for teleconferencing account. The name can
thirdPartyTeleconf SetUser. String. include alphanumeric, underscore, dot,
element) Maximum of 32 hyphen, and space characters.
characters.
nbrDialOut Optional. Enum {TOLL, Selects the call out number to use for
TOLL_FREE} network based recording and audio
broadcasts. Defaults to TOLL_FREE.
newWebExId Optional. String. Allows a new user name to be created.
notes Optional. Maximum of The host’s notes about the user. Default is
2,048 characters.
notifyOnLinkRequest Optional. Valid values are  Toggles the feature of notifying on link
TRUE and FALSE. request. Default: FALSE.
notifyOnMeeting Optional. Valid values are  Toggles the feature of notification upon
TRUE and FALSE. the meeting’s start time. Default: FALSE.
notifyOnNewMessage Optional. Valid values are  Toggles the feature of notification upon
TRUE and FALSE. new messages’ arrival. Default: FALSE.
officeGreeting Optional. Maximum of 512  The welcoming greeting for the user. This
characters. text appears in a welcome pop-up window.
officeurl Optional. String. Deprecated field.
officeUrlVisible Optional. Valid values are  Toggles the URL for the user office.
TRUE and FALSE. Default: FALSE.
orderAD Optional. Valid values are  When using orderBy, whether to sort in
ASC and DESC. ascending or descending order.
orderBy Optional. Valid values are  Which elements to sort by in the meetings
HOSTWEBEXID, returned.
CONFNAME, STARTT IME,
TRACKINGCODE1. .10.
otherTelephony Optional. Valid values are  Specifies whether a user account has the
TRUE and FALSE. privilege to schedule a session with “other
teleconferencing” feature enabled. Default
value depends on the configurations on
the user’s website.
pager Optional. Maximum of 64  The user’s Office Profile pager number.
characters. Default: “".
pagerVisible Optional. Valid values are  Toggles the pager number for the user.

participantAccessCod
e

participantAccessCod
eLabel

TRUE and FALSE.
Optional. String.

Required. String.

Default: FALSE.

The teleconferencing participant access
code supplied by the telephony service
provider.

Name of the participant access code.
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Table 3-9

* Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

participantFul lAcces
sCode

participantLimitedAc
cessCode

participantLimitedAc
cessCodelabel

password

passwordDaysLeft

passwordExpires

passwordHint

passwordHintAnswer

passwordLifetime

pause

Optional. String.

Optional. String.

Optional. String.

Required for
CreateUser. Optional for
SetUser.

Maximum of 60
characters.

Optional. Integer.

Required. Boolean.

Optional. Maximum of 128
characters.

Optional. Maximum of 32
characters.

Required. Integer.

Optional. A nonnegative
integer with maximum
value of 99.
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User-defined access code for a participant
with the full speaking privilege in a WebEXx
personal teleconference.

User-defined access code for a participant
with the limited speaking privilege in a
WebEXx personal teleconference.

Name of the listen-only attendee access
code.

User password.

A user password will be validated against
the password security options if enabled in
the Site Administration tool:

®m Require strict passwords for user
account (for Create/SetUser).

m Do not allow cyclic passwords (for
SetUser).

m Do not allow site administrator to input
password for other hosts (for
Create/SetUser and
ActivateUser).

If any of the above password security rules
is violated, an exception then occurs.

Holds the number of days until the
password must be changed.

Indicates whether the “Force users to
change password every X days” option is
enabled in the Site Administration tool.

The question for which
passwordHintAnswer is an answer for
the user. Default: “".

The answer to the passwordHint for the
user. If the user can answer the challenge
correctly then he can be instantly

presented with the password or it can be
sent to him in an email message. Default:

wn

Indicates the number of days left until the
password of a user will expire if the “Force
users to change password every X days”
option is enabled in the Site
Administration tool.

The number of seconds to pause during
WebEx Network Based Recording (NBR)
server’s dialing to a third party
teleconference. Default: O (zero).
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

peActive

peExpired

personalAccountlndex

personalMeetingRoom

personalurl

phone
(in commOptions element)

phone
(in phones element)

phone2

photoURL

pictureVisible

press

prodAnnounce

prodiD

Optional. Boolean.

Optional. Boolean.

Optional. Integer.

Optional. Valid values are
TRUE and FALSE.

Optional. Maximum of 128
characters.

Optional. Maximum of 64
characters.

Optional. Valid values are
TRUE and FALSE.

Optional. Maximum of 64
characters.

Optional. String

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

For Sales Center only.
Required. Integer.

Applies to Personal Edition > Credit Card
Billing sites. If TRUE, indicates user
Subscription is active.

Note <peActive> can have a different
value than the user’s <active> status.

Applies to Personal Edition > Credit Card
Billing sites. If TRUE, indicates either:

m For Subscriptions (non-PPU), the
expiration date is past.

m For Trial Offers, the trial duration days
or trial minutes are used up.

Note <peExpired> will not be returned
when <peActive> is FALSE.

Specifies the personal telephony account.

Enables the My WebEXx, Personal
Meetings Page feature for the user.

The user’s website. Default: “.

The user's Office Profile phone number.
Format is a series of comma-separated
values for country code, area or city code,
and local number. Country code and area
code are optional. For example,
“11,444,5551212" or "5553234". Default:

wn

Indicates the phone number for the user.
Default: FALSE.

The user’s secondary Office Profile phone
number. Format is a series of comma-
separated values for country code, area or
city code, and local number. Country code
and area code are optional. For example,
“11,444,5551212" or "5553234". Default:

“n

Holds the URL for a personal photo.

Toggles the pictures of the user office.
Default: FALSE.

Indicates press releases. Default: FALSE.

Indicates product/service
announcements. Default: FALSE.

ID of the product in which the user
specializes.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element Constraint(s) Description
promos Optional. Valid values are Indicates promotions and special offers.
TRUE and FALSE. Default: FALSE.
protocol Optional. Enum Specifies the SAML authentication
{SAML1.1, SAML2.0} protocol version. Default: SAML1.1.
recordedEvents Optional. Valid values are  Enables the My WebEx, My Files:
TRUE and FALSE. Recorded Events feature for the user.
recordingEditor Optional. Valid values are Indicates whether a user has the privilege
TRUE and FALSE. to download WebEx Recording Editor
from My WebEx > Support. Default:
FALSE.
Note In the Site Administration tool,
Recording Editor must be enabled for a
host. Otherwise, setting
recordingEditor to TRUE will throw
an exception.
regDateEnd Optional. End of range to select for a user's
registration date. Formatted as
MM/DD/YYYY HH:MM:SS.
regDateStart Optional. Beginning of range to select for a user’s
registration date. Formatted as
MM/DD/YYYY HH:MM:SS.
registrationDate Optional. String. Returns the creation date for the user in
the following format: MM/DD/YYYY
HH:-MM:SS.
rep For Sales Center only. Indicates whether the user is a sales
Optional. Valid values are  representative.
TRUE and FALSE.
request Optional. Enum Contains the action that is being
{DESK_VIEW, requested from the customer.
DESK_CTRL,
APP_VIEW, APP_CTRL}
resetPassword Optional. Valid values are  Resets the user’s password to a random
TRUE and FALSE. string and natifies the user of the change.
Automatically sets
forceChangePassword to TRUE.
Defaults to FALSE.
returned Required if The number of records returned in the
matchingRecords is response.
specified. Integer.
returnPrefs Optional. Valid values are  Determines if the WebACD preferences
TRUE and FALSE. are returned. Defaults to TRUE.
roSiteAdmin Optional. Valid values are Indicates whether the current user is a site
TRUE and FALSE. administrator with view only privilege.
Default: FALSE.
salesCenter Optional. Valid values are  Enables the Sales Center service (if

TRUE and FALSE.
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available on the site) for the user.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

samlResponse

schedulingPermission

sendWelcome

service

serviceType

sessionPassword

sessionTemplate

sessionTicket

sessionType

sharingColor

Required. String.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
FREE_OFFICE,
STANDARD_OFFICE, and
PRO_OFFICE.

Required. Enumerated
string. Valid values are
MeetingCenter,
TrainingCenter,
EventCenter,
SupportCenter,
SalesCenter.

Optional. String.
Optional. 0..n

Required. String.

Required. Integer.

Optional. Enum {256,
16BIT}

An X.509 signed SAML 1.1 response
which contains an assertion with
uid=webexID.

A semi-colon (;) seperated list of WebEx
IDs for other users that are allowed to
schedule Training Center sessions on
behalf of this user.

Example:

<schedul ingPermission>
Jjeffr;jasony;benh
</schedulingPermission>

Sends a welcome email to the new host if
set to TRUE. Default is FALSE.

The type of service that the user has.
Default: FREE_OFFICE.

In a Set API, specifies the default service
type in a host's one-click settings; in a Get
API, holds the default service type
returned from a query for a host’s one-
click settings.

Note When calling
SetOneClickSettings, the service
type cannot be set to EventCenter since
Event Center does not support one-click.

Specifies the password for a meeting.

Holds the user’s current session
scheduling template.

A random 32 alphanumeric character
string that is associated with an
authenticated user for the duration of a
session.

In a Set API, specifies the default session
type in a host’s one-click settings; in a Get
API, holds the default session type
returned from a query for a host’s one-
click settings.

Note When calling
SetOneClickSettings, the session
type cannot be set to AUO since an audio-
only session does not support one-click.

Contains the sharing color.
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Table 3-9 ¢ Element Definitions for User Service (Continued)
Element Constraint(s) Description
sharingView Optional. Enum Contains the sharing view.

singleSessClient

siteAdmin

sme

startFrom
(in listControl element)

startFrom
(in matchingRecords
element)

state

status

subscriberAccessCode

subscriberAccessCode
(in personalTeleconf
element)

subscriberAccessCode
Label

subscriptionOffice
supportApp
supportAppshareRemot
e

supportCenter
supportDesktopShare
supportDesktopShareR

emote

supportFileShare

{FS_SCALE, FS, WIN,
WIN_SCALE}

Optional, Enum
{NEW_CONSL,
OLD_CONSL}

Optional. Valid values are
TRUE and FALSE.

For Sales Center only.
Optional. Valid values are
TRUE and FALSE.

Optional. Integer.

Required. Integer.

Optional. Maximum of 32
characters.

Required. Valid values are
SUCCESS and FAILURE.

Optional. String.

Required. String.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.
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Determines the single session client
console type.

Indicates whether the user has
administrative privilege for the meeting.
Default: FALSE.

Indicates whether the user is a subject
matter expert.

Works with maximumNum to limit the
quantity of returned objects as described
in “Choosing A Subset of Records” on
page7.

Record index number that the returned set
starts from.

The country of residence for the user’s
Office Profile. Default: *".

Denotes if the specified username is
disabled or not.

The teleconferencing subscriber access
code supplied by the telephony service
provider.

Holds the access code for the host in a
WebEXx personal teleconference.

Name for the subscriber access code.

Toggles the feature of subscription office.
Default: FALSE.

Toggles the feature of supporting
applications. Default: FALSE.

Toggles the feature of supporting remote
application sharing. Default: FALSE.

Enables the Support Center service for
the user.

Toggles the feature of supporting desktop
sharing. Default: FALSE.

Toggles the feature of supporting remote
desktop sharing. Default: FALSE.

Toggles the feature of supporting file
sharing. Default: FALSE.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

supportMeetingRecord

supportVideo

supportWebTourRemote

syncWebOffice

tab

teleConfCallln

teleConfCalllnintern
ational

teleConfCallOut

teleConfCallOutinter
national

teleconflLocation
teleconfServiceName
teleConfTolIFreeCall
In

telephonySupport

templateType

ticket

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional.Valid values are
TRUE and FALSE.

Enum {Tools, Desktop,
Application,
Session}, 4..4.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. String.
Optional. String.

Optional. Valid values are
TRUE and FALSE.

Required Enumerated
string. Valid values are
NONE, CALLIN,
CALLBACK, OTHER.

Optional. Enum {User,
Sitel.

Required. String.

Toggles the feature of supporting meeting
recording. Default: FALSE.

Toggles the feature of supporting video for
the meeting. Default: FALSE.

Toggles the feature of supporting remote
web tour. Default: FALSE.

Indicates whether or not the user account
is synchronized with WehOffice.
Default: TRUE.

Tab labels.

Indicates whether conference calling into
meetings is supported for the meeting.
Defaults to site setting.

Allows a user to access WebEx
teleconferencing via international local
call-in telephone numbers. Defaults to site
setting.

Note This option applies when the site
has both Call-in teleconferencing and
Allow access to teleconference via
international local call-in numbers
enabled in the Site Administration tool.

Indicates whether conference calling out
of meetings is supported for the meeting.
Defaults to site setting.

Indicates whether international calling out
of meetings is supported for the meeting.
Defaults to site setting.

Locale of the teleconference.
Name of the teleconferencing service.

Indicates whether toll-free calling into
meetings is supported for the user.
Defaults to site setting.

Specifies the type of telephone support.

Specifies the type of template to be used.

A random 32-character identifier string
that is associated with a host, used for
login authentication.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element Constraint(s) Description
timeZone Optional. Requires avalue Determines the time zone for the
from among those listed in  geographic location of the user or user’s
Appendix A, Time Zone, office. Default is “GMT -08:00, Pacific
Language Encoding, and Time (San Jose)".
Country Codes.
timeZonelD Optional. An integer Determines the time zone for the
ranging from O to 61. For  geographic location of the meeting.
details, see
Appendix A, Time Zone,
Language Encoding, and
Country Codes.
timeZoneWithDST Optional. String. A timezone description which is adjusted
by DST, e.g. GMT-7:00, Pacific (San
Francisco).
title Optional. Maximum of 128 The user's title. Default is “".
characters.
titleVisible Optional. Valid values are  Toggles the feature of displaying the

tollCalllnData

tolICallInNumber

tollFree

TRUE and FALSE.
Optional. String.

Optional. String.

Optional. Valid values are
TRUE and FALSE.
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user’s title. Default: FALSE.

Information about the call. This field
controls the Toll-Free checkbox and sets
the country code. The value must be
formatted as “TollFreeFlag,CountryCode”.

B The TollFreeFlag value will be 1 or 0
(*1” enables the checkbox and “0” will
disable it).

m The CountryCode value must be set to
the specific country code value as
shown in Appendix A.3, Telephone
Country Codes. For example “86”
represents China.

Teleconference toll call in number for the
user as assigned by the telephony service
provider.

Note The telephone number should
include a country code and an area code.
For example, 1,408,555-1212. Commas
are required to parse the country code and
the area code into different fields on
WebEx Web pages. Commas do NOT
represent a dialing pause.

Specifies whether toll-free call-in is
enabled.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

tollFreeCalllnData

tolIFreeCall InNumber

total

tolIFreeCall InNumber
Label

tolICallInNumberLabe
1

Optional. String.

Optional. String.

Required if
matchingRecords is
specified.

Required. String.

Required. String.

Information about the call. This field
controls the Toll-Free checkbox and sets
the country code. The value must be
formatted as “TollFreeFlag,CountryCode”.

m The TollFreeFlag value will be 1 or 0
(*1” enables the checkbox and “0” will
disable it).

m The CountryCode value must be set to
the specific country code value as
shown in Appendix A.3, Telephone
Country Codes. For example “86”
represents China.

Teleconference toll free call in number for
the user as assigned by the telephony
service provider.

Note The telephone number should
include a country code and an area code.
For example, 1,408,555-1212. Commas
are required to parse the country code and
the area code into different fields on
WebEx Web pages. Commas do NOT
represent a dialing pause.

Total number of records matching the
query request.

Name displayed for toll-free numbers.

Name displayed for toll numbers.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element

Constraint(s)

Description

totalStorageSize

trackingCodel. .10

trainingCenter

traininginfo

trainingRecordings

tspAccountlindex

type

type
(defaultClient)

url

userld

Optional. Integer.

Optional. Maximum of 128
characters each.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Integer.

Optional. Enum {NBR,
LOCAL}

Required. Enum
{MULTI_SESS,
SINGLE_SESS}

Optional. Maximum of 128
characters.

Optional.

Cisco WebEx XML API Reference Guide

Default My WebEX file storage size for the
user.

Note The logic of this element is as
follows:

m I[fthe totalStorageSize value
exceeds the Total storage size set for
each user on the site, then the user’s
Additional storage field will be set to
the difference. (The Total storage
size and Additional storage per user
are fields in the Site Administration
tool.)

m If the site strictly limits the
Additional storage for this site and
the sum of this user and other user’s
Additional storage values exceeds
the site limit, then
exceptionlD=030016 is returned.
For details, see “Exception Messages
in Response Documents” on
page 701. (The Additional storage
for this site value is defined in the
Super Administration Tool.)

Ten text elements that you can use for any
information about a user, such as project
names, departments, or anything else of

your choice. Default: .

Enables the Training Center service (if
available on the site) for the user.

Indicates training information. Default:
FALSE.

Enables the My WebEXx, My Files: Training
Recordings feature for the user.

Specifies the tsp account.

Specifies the recording type.

Contains the default client type to be used.

The user’'s URL, such as the URL of the
user’s office. Default is “".

A WebEXx-assigned identification number
that uniquely identifies a user within your
website.
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Table 3-9 ¢ Element Definitions for User Service (Continued)

Element Constraint(s) Description

userloginURL Optional. Maximum of 128 The URL for the user to log into WebEx
characters. services. Default is “".

userlogoutURL Optional. Maximum of 128 The URL for the user to log out WebEx
characters. services. Default is *.

value Optional. String. Specifies the value of a tracking code.

value Required. String. The value of a template.

(in

sessionTemplateSumma
ryType)

visitCount

voiceOverlp

voip

webExI1D

welcomeMessage

workPhoneVisible

zipCode

Optional. A nonnegative
integer value.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Required for Set. Optional
for Create and Lst. String.
Maximum of 64
characters.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Maximum of 16
characters.

A WebEx-maintained visitor count
reflecting how many times users have
visited the office Web page for the user.
Default: O.

Indicates voice communications over
Internet protocols is supported for the
meeting. Defaults to site setting.

Specifies whether Voice Over IP
telephony is enabled.

Areference to the WebEx user account for

the meeting participant. Empty if the
attendee is a VISITOR.

Holds a welcome message for when
people enter the meeting room.

Toggles the work phone number for the
user. Default: FALSE.

The ZIP Code portion of the user’s Office

wn

Profile address. Default: “”.
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Chapter 4: General Session Service

This chapter provides descriptions for functions that apply to all session types. This service contains

the CreateContacts, CreateDistList, DelRecording, DelSession, GetAPIVersion,

GetOneClickSettings, GetRecordinglnfo, GetSessionlnfo, LstContact, LstDistList,
LstOpenSession, LstRecording, LstsummarySession, SetDistList,

SetOneClickSettings, SetRecordinglnfo, and SetupOneCl ickSettings operations.

Samples are given for the outbound request messages and inbound server response messages. The
order of presentation is alphabetical by request message name.

Table 4-1 « WebEx XML Message Requesting General Session-related Operations

XML Request Message

Description

Explained on

CreateContacts
CreateDistList
DelRecording
DelSession

GetAPIVersion

GetOneClickSettings
GetRecordingInfo

GetSessionlinfo

LstContact

LstDistList

LstOpenSession

LstRecording

LstsummarySession

SetDistList
SetOneClickSettings
SetRecordinglInfo
SetupOneClickSettings

Creates contacts.
Creates a distribution list.
Deletes an NBR file.
Deletes a session.

Gets the current version number of
WebEx XML API.

Gets a user’s one-click settings.
Retrieves recording information.

Returns meeting information for an
invited attendee.

Allows users to query WebEx
contacts.

Lists distribution list.

Lists all the sessions that are
currently in progress.

Lists saved recordings.

Lists summary information for all
scheduled sessions.

Edits a distribution list.
Sets a user’s one-click settings.
Sets the recording information.

Sets user one-click settings for the
OC client.

page 134
page 136
page 138
page 140
page 142

page 162
page 176
page 179

page 186

page 144
page 146

page 148
page 153

page 160
page 174
page 188
page 191
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General Session Service

4.1 CreateContacts

Adds one or more new contacts. On a WebEx service site, contacts can be added in My Contacts of
My WebEx.

CreateContacts XML Request

The following schema diagram shows the element structure of the CreateContacts request
message.

Figure 4-1 « Schema diagram for CreateContacts

createContacts [}~ ep:contact |

7

1.0

Note The expanded diagram for ep:contact can be found in Figure G-6 on page 720.

The following sample XML request document adds 3 new contacts.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance""
xmIns:serv="http://ww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner1D>9999</partner D>
<emai I>johnsmith@xyz .com</emai I>
</securityContext>
</header>
<body>
<bodyContent
xsitype=""java:com.webex.service.binding.ep.CreateContacts'>
<contact>
<name>honjol</name>
<emai I>honjol@sz.webex.com</emai 1>
</contact>
<contact>
<name>honjo2</name>
<emai I>honjo2@sz .webex.com</emai 1>
</contact>
<contact>
<name>honjo3</name>
<emai I>honjo3@sz.webex.com</emai 1>
</contact>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.
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CreateContactsResponse XML Response

The following schema diagram shows the element structure of the CreateContactsResponse
response message.

Figure 4-2 « Schema diagram for CreateContactsResponse

(creale[ﬁnntactsﬂespunse EI—E-—)EP -= contactlD E—I

_________ e

The following sample XML document is a possible response to the preceding XML request document.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex .com/schemas/2002/06/common’*
xmIns:ep="http://ww.webex.com/schemas/2002/06/service/ep'>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:createContactsResponse"’
xmIns:xsi="http://mww._w3.org/2001/XMLSchema-instance'>
<ep:contactlD>690597</ep:contactiD>
<ep:contactlD>690602</ep:contactiD>
<ep:contactlD>690607</ep:contactiD>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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General Session Service

4.2 CreateDistList

Adds a new distribution list. A distribution list holds one or more contacts as a group.

CreateDistList XML Request

The following schema diagram shows the element structure of the CreateDistList request

message.

Figure 4-3 « Schema diagram for CreateDistList

'_ep:distList‘w’ilhEuntaclTppe

distLizt [

createDistList [-]
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The following sample XML request document adds a new distribution list having 3 contacts.

<?xml version="1.0" encoding=""1S0-8859-1"?7>
<serv:message xmlns:xsi="http://ww.w3.0org/2001/XMLSchema-instance"
xmlIns:serv="http://wmw_webex.com/schemas/2002/06/service'>

<header>
<securityContext>
<webEx1D>hostid</webEx1D>

<password>hostpassword</password>

<sitelD>0000</sitelD>

<partner1D>9999</partner D>

<emali I>johnsmith@xyz .com</emai 1>

</securityContext>
</header>
<body>

<bodyContent

xsi - type=""java:com.webex.service.binding.ep.CreateDistList' ">

<distList>
<name>mydist</name>

<desc>honjoz distribution</desc>
<contactID>690597</contactiD>
<contactlD>690602</contactiD>
<contactID>690607</contactiD>

</distList>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

CreateDistListResponse XML Response

The following schema diagram shows the element structure of the CreateDistListResponse

response message.
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Figure 4-4 « Schema diagram for CreateDistListResponse

The following sample XML document is a possible response to the preceding XML request document.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww._webex .com/schemas/2002/06/common’*
xmIns:ep="http://ww.webex.com/schemas/2002/06/service/ep'>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:createDistListResponse"’
xmIns:xsi="http://mww._w3.org/2001/XMLSchema-instance'>
<ep:distListID>7267</ep:distListID>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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4.3 DelRecording

Allows the user to delete an NBR file. If the file to be deleted was uploaded from a local machine, then
the file is deleted from physical storage. This API only applies to MC, SAC, TC, and EC services. SC
does not offer session recording options at this time.

DelRecording XML Request

The following schema diagram shows the element structure of the De IRecording request message.

Figure 4-5 ¢ Schema diagram for DelRecording

EE|3:rvau.‘.c-ru::lingID
delRecording [—]

The following example shows a request to delete a recording.

<?xml version="1.0" encoding=""1S0-8859-1""7>
<serv:message xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance"
xmIns:serv="http://wmww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<webEx I1D>Im</webEx1D>
<password>pass</password>
<siteName>Imec1000</siteName>
</securityContext>
</header>
<body>
<bodyContent xsi:type=""java:com.webex.service.binding.ep.DelRecording >
<recordinglD>3693257</recordingiD>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

DelRecording XML Response
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The following schema diagram shows the element structure of the De IRecordingResponse
response message.

Figure 4-6 « Schema diagram for DelRecordingResponse

(delRecurdingRespunse = == EP.p:ret:i:in:lingll]

The following sample XML document is a possible response to the preceding XML request document.

<?xml version=""1.0"" encoding=""1S0-8859-1""?>

<serv:message xmlIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlns: com=""htttp : //ww .webex . com/schemas/2002/06/common
xmlins:ep="http://ww.webex.com/schemas/2002/06/service/ep"
xmins:meet=""http://ww.webex .com/schemas/2002/06/service/meeting' >
<serv:header>
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<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:delRecordingResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'>
<ep:recordinglD>3693257</ep:recordinglD>
</serv:bodyContent>
</serv:body>
</serv:message>
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General Session Service

4.4 DelSession

Allows hosts to delete his or her own scheduled session that is not currently in progress. This operation
replaces DelMeeting, DelTrainingSession, DelEvent, DelSalesSession, etc.

Note Audio only RCN account information is deleted from the telephony server when delSession

deletes an RCN session.

DelSession XML Request

The following schema diagram shows the element structure of the DelSession request message.

Figure 4-7 « Schema diagram for DelSession

delSession H == - seszionKey

The following sample XML document deletes the meeting with a sessionKey value of 48591508.
Be sure to provide a valid value for your website.

<?xml version=""1.0" encoding=""1S0-8859-1""?>
<serv:message xmlns:xsi="http://ww.w3.0rg/2001/XMLSchema-instance'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent xsi:type=""java:com.webex.service.binding.ep.DelSession'>
<sessionKey>48591508</sessionKey>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

DelSessionResponse XML Response
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The following schema diagram shows the element structure of the Del SessionResponse response
message.

Figure 4-8 « Schema diagram for DelSessionResponse

(delﬁessiunﬂ EEpONse

The following sample XML document is a possible response for the preceding query XML document.
<?xml version=""1.0"" encoding=""1S0-8859-1""?>
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<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex . com/schemas/2002/06/common’
xmlIns:ep=""http://ww.webex.com/schemas/2002/06/service/ep'>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>

<serv:body>
<serv:bodyContent xsi:type="ep:DelSessionResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'/>

</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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4.5 GetAPIVersion

WebEx partners can use the GetAPIVersion command to get the current XML API version number

that are enabled for their WebEx service sites. This request takes no parameter and requires no security

context.

GetAPIVersion XML Request

The following schema diagram shows the element structure of the GetAP1Version request message.

Figure 4-9 « Schema diagram for GetAPIVersion

The following sample XML document requests the version number of the current XML API that are
enabled for the site.

<?xml version=""1.0"" encoding=""1S0-8859-1""?>
<serv:message xmlns:xsi="http://ww.w3.0rg/2001/XMLSchema-instance'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
</securityContext>
</header>
<body>
<bodyContent
xsi :type=""java:com.webex.service.binding.ep.GetAPIVersion'>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

GetAPIVersionResponse XML Response
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The following schema diagram shows the element structure of the GetAP1VersionResponse
response message.

Figure 4-10 « Schema diagram for GetAPIVersionResponse

E|*3|:|:aa|:|i'|.i'|er-5i1:|n
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The following sample XML document is a possible response for the preceding query XML document.

<?xml version="1.0" encoding=""1S0-8859-1"?7>

<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex . com/schemas/2002/06/common’
xmlIns:ep=""http://ww._webex.com/schemas/2002/06/service/ep'>
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<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>

<serv:body>
<serv:bodyContent xsi:type="ep:GetAPIVersionResponse"
xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance'>

<ep:apiVersion>WebEx XML APl V3.6 R18</ep:apiVersion>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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4.6 LstDistList

Queries contact distribution lists by a distribution list name or ID. Allows users to query other hosts
for their contact lists along with company wide lists.

LstDistList XML Request

The following schema diagram shows the element structure of the LstDistList request message.

Figure 4-11 « Schema diagram for LstDistL.ist

The following sample XML request document searches with a specified distribution list ID.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance"
xmlns:serv="http://wmw.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>1an0830</siteName>
<webExID>testl1</webEx1D>
<password>pass</password>
<partner ID>webexpartner</partneriD>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent xsi:type=""java:com.webex.service.binding.ep.LstDistList' >
<distListID>15987</distListID>
<name>Disl</name>
<addressType>PERSONAL</addressType>
<hostiebEx1D>test1</hostiWebEx1D>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

LstDistListResponse XML Response

The following schema diagram shows the element structure of the LstDistListResponse response
message.
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Figure 4-12 « Schema diagram for LstDistListResponse
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The following sample XML document is a possible response to the preceding XML request document.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmlns:serv="http://ww.webex.com/schemas/2002/06/service"

xmIns:com=""http://ww.webex.com/schemas/2002/06/common"*
xmIns:ep="http://ww_.webex.com/schemas/2002/06/service/ep™
xmIns:meet=""http://mww.webex.com/schemas/2002/06/service/meeting >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep: IstDistListResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'>
<ep:distList>
<ep:distListID>15987</ep:distListID>
<ep:name>Disl</ep:name>
<ep:desc>This is Distribution list 1</ep:desc>
<ep:addressType>PERSONAL</ep:addressType>
</ep:distList>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.

Cisco WebEx XML API Reference Guide 145



General Session Service

4.7 LstOpenSession

Allows any host to retrieve all sessions (of all service types) that are currently in progress on the site.
The user can list the open sessions of a certain service type. If no service type is specified, the returned
sessions are grouped based on their service types.

LstOpenSession XML Request

The following schema diagram shows the element structure of the LstOpenSession request
message.

Figure 4-13 « Schema diagram for LstOpenSession
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The following sample XML document lists all the open sessions of Meeting Center, Training Center,
Event Center and Support Center on the site.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance'>
<header>
<securityContext>
<webEx1D>hostid</webExI1D>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent
Xsi - type="java:com.webex.service.binding.ep.LstOpenSession'>
<serviceType>EventCenter</serviceType>
<serviceType>MeetingCenter</serviceType>
<serviceType>TrainingCenter</serviceType>
<serviceType>SupportCenter</serviceType>
</bodyContent>
</body>

</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

LstOpenSessionResponse XML Response

The following schema diagram shows the element structure of the LstOpenSessionResponse
response message.
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Figure 4-14 « Schema diagram for LstOpenSessionResponse
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Note The expanded diagram for ep:-matchingRecords can be found in Figure G-51 on page 739
and the expanded diagram for ep:sessions can be found in Figure G-150 on page 779.

The following sample XML document is a possible response for the preceding query XML document.

<?xml version=""1.0" encoding=""1S0-8859-1""?>
<serv:message xmlIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlns: com=""htttp : //ww . webex . com/schemas/2002/06/common’
xmlins:ep="http://ww.webex.com/schemas/2002/06/service/ep'>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gshStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type=""ep:LstOpenSessionResponse"’
xmins:xsi="http://mww.w3.0rg/2001/XMLSchema-instance'>
<ep:matchingRecords>
<serv:total>1</serv:total>
<serv:returned>l</serv:returned>
<serv:startFrom>1</serv:startFrom>
</ep:matchingRecords>
<ep:services>
<ep:serviceType>MeetingCenter</ep:serviceType>
<ep:sessions>
<ep:sessionKey>82679427</ep:sessionkey>
<ep:sessionName>Sample Meeting</ep:sessionName>
<ep:hostebEx ID>hostid</ep:hostWebExID>
<ep:startTime>05/31/2004 10:10:10</ep:startTime>
<ep:timeZonelD>4</ep:timeZonelD>
<ep: listStatus>UNLISTED</ep: listStatus>
</ep:sessions>
</ep:services>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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4.8 LstRecording

Allows users to see a list of all recordings within a certain date range. Site Admin users can return the
recording information for all users on the site. Recordings are only available to MC, SAC, TC, $C and
EC services.

LstRecording XML Request

The following schema diagram shows the element structure of the LstRecording request message.

Figure 4-15 « Schema diagram for LstRecording Request
| ep:listControlType |

IstRecording [ == -

The following sample XML code shows a request for recordings.

<?xml version=""1.0"" encoding=""1S0-8859-1""7>
<serv:message xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance"
xmlns:serv="http://wmww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<webEx I1D>Im</webEx1D>
<password>pass</password>
<siteName>Imecl000</siteName>
</securityContext>
</header>
<body>
<bodyContent
Xsi - type="java:com.webex.service.binding.ep.LstRecording'>
<listControl>
<startFrom>0</startFrom>
<max imumNum>10</max imumNum>
</listControl>
<sessionKey>14232890</sessionKey>
<hostWebEx 1D>Im</hostWebEx 1D>
<returnSessionDetai I>true</returnSessionDetai I>
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</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

LstRecording XML Response

The following schema diagram shows the element structure of the LstRecording response message.

Cisco WebEx XML API Reference Guide 149



General Session Service

Figure 4-16  Schema diagram for LstRecording Response
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Note The expanded diagram for ep:matchingRecords can be found in Figure G-51 on page 739
and the diagram for ep:trackingCode can be found in Figure G-12 on page 721.

The following sample XML code returns a list of recordings.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex .com/schemas/2002/06/common’*
xmIns:ep="http://ww._webex.com/schemas/2002/06/service/ep"
xmIns:meet=""http://ww.webex.com/schemas/2002/06/service/meeting >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep: IstRecordingResponse"
xmIns:xsi="http://mww._w3.org/2001/XMLSchema-instance'>
<ep:matchingRecords>
<serv:total>3</serv:total>
<serv:returned>3</serv:returned>
<serv:startFrom>1</serv:startFrom>
</ep:-matchingRecords>
<ep:recording>
<ep:recordinglD>3693257</ep:recordinglD>
<ep:hostiebEx1D>Im</ep:hostiWebEx1D>
<ep:name>test1000-20070528 0116</ep:name>
<ep:createTime>05/28/2007 09:16:26</ep:createTime>
<ep:timeZonelD>45</ep:timeZonelD>
<ep:size>0.1248045</ep:size>
<ep:streamURL>https://Imecl000.webex.com/ Imecl1000/nbrshared.php?a
ction=playbacké&recordD=3693257&recordKkey=431FF40390A29DAB449
OFE8D456CC70261C0736C883866F4FADCFGA9EASIES25
</ep:streamURL>
<ep:FileURL>https://1Imec1000.webex.com/Imec1000/nbrshared.php?act
ion=publ ishfi le&record1D=3693257&recordKey=431FF40390A29DAB44
90FE8D456CC70261C0736C883866F4FADCFEA9EASIES25
</ep:fileURL>
<ep:sessionKey>14232890</ep:sessionkey>
<ep:trackingCode />
<ep:recordingType>0</ep:recordingType>
<ep:duration>147</ep:duration>
</ep:recording>
<ep:recording>
<ep:recordinglD>3693272</ep:recordinglD>
<ep:hostiebEx1D>Im</ep:hostiWebEx1D>
<ep:name>test1000-20070528 0128</ep:name>
<ep:createTime>05/28/2007 09:28:16</ep:createTime>
<ep:timeZonelD>45</ep:timeZonelD>
<ep:size>0.12263203</ep:size>
<ep:streamURL>https://Imecl1000.webex.com/ Imecl1000/nbrshared. php?a
ction=playbacké&record1D=3693272&recordKey=512D08429BB228A137E
FEOF26E227DB70983C08272394C176BES59DFC6FO89EC
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</ep:streamURL>

<ep:FileURL>https://1Imec1000.webex . com/Imec1000/nbrshared.php?act
ion=publishfile&record1D=3693272&recordKey=512D08429BB228A137
EFEOF26E227DB70983C08272394C176BES59DFC6FO89EC

</ep:fileURL>

<ep:sessionKey>14232890</ep:sessionkey>

<ep:trackingCode />

<ep:recordingType>0</ep:recordingType>

<ep:duration>18</ep:duration>

</ep:recording>
<ep:recording>

<ep:recordinglD>3693282</ep:recordinglD>

<ep:hostebEx1D>Im</ep:hostWebExID>

<ep:name>test1000-20070528 0128</ep:name>

<ep:createTime>05/28/2007 09:28:40</ep:createTime>

<ep:timeZonelD>45</ep:timeZonelD>

<ep:size>0.1256485</ep:size>

<ep:streamURL>https://Imecl000.webex.con/ Imec1000/nbrshared. php?a
ction=playbacké&recordD=3693282&recordkey=39D9A0CDA4B528333E6
8E9907DBD6E7FD660183595268CAB15485037B27CA06A

</ep:streamURL>

<ep:fileURL>https://1Imecl000.webex .. con/ Imec1000/nbrshared. php?act
ion=publishfile&record1D=3693282&recordkey=39D9A0CDA4B528333E
68E9907DBD6E7FD66018359526CAB15485037B27CAO06A

</ep:fileURL>

<ep:sessionKey>14232890</ep:sessionkey>

<ep:trackingCode />

<ep:recordingType>0</ep:recordingType>

<ep:duration>18</ep:duration>

</ep:recording>
</serv:bodyContent>
</serv:body>
</serv:message>
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4.9 LstsummarySession

Lists summary information of scheduled sessions. You can specify criteria such as the host email and
WebEx ID, service type, session type and status (in progress or not in progress) for the search. This
operation will return information for all service types including Meeting Center, Training Center,
Event Center, Sales Center and Support Center. It can be used in place of LstsummaryMeeting,
LstsummaryTrainingSession, LstsummaryEvent, and LstsummarySalesSession.

A regular host can normally specify another <hostEmai I> or <webEx D> in LstsummarySession
toretrieve PUBLIC, PRIVATE, and UNL I STED sessions for other hosts. However, If the “Allow 1-Click
user to join unlisted Meetings” setting is unchecked in the Site Administration tool, a regular host
cannot retrieve another host's PRIVATE or UNLISTED sessions. This site setting does not apply to site
administrators, who can always use LstsummarySession to retrieve any host's PUBLIC, PRIVATE,
and UNLISTED sessions.

Note

B When you call LstsummarySession without user authentication — that is, the <webEx1D> and
<password> are not specified in the security context header, you can retrieve all the PUBLIC
sessions on the site. However, if “Require login before site access” is checked in the Site
Administration tool, LstsummarySession cannot be called without user authentication.

m Subsequent types of MeetingCenter, TrainingCenter, SalesCenter, SupportCenter, and
EventCenter specified in <serviceTypes> will be returned.

m If any <serviceTypes> are specified, then audio-only (AUO=16), access anywhere (RAS=10)
and SMARTtech (SMT=14) sessions will be filtered out unless they are specified in
<sessionTypes>. Sessions of AUO, RAS, and SMT will not be filtered out.

m If both <hostWebExID> and <hostEmai I> are unspecified, a site administrator calling
LstSummarySession will return scheduled sessions for all hosts on the site. A regular host will
return only his or her own sessions.

B <startTime> in the response will always be returned in GMT.

m The returned session list will include those sessions that the user is invited to if <invited> is set
to TRUE.

m The returned session list will include whether or not a session is a repeating or a single event.

m The returned session list will include sessions where the specified <hostWeb1D> or
<hostEmai I> is an alternate host.

m The start time will be returned in the timezone specified in the <dateScope><timeZonelD> of
the request. This will be adjusted for daylight saving and standard time based on if the
<startDate> falls in the timeZonelD’s DST span.

m Can return a session list based on the ConfID.

m Can return a session list based on a case-insensitive search for meeting topics that start with the
string specified in the <confName> query field.

m Looks for all sessions that an attendee is invited to. This search can be combined with a date range
to narrow down the results.

m Calculating recurring sessions is resource intensive and can severely affect system performance.
Date ranges for querying recurring sessions may not exceed 42 days. Recurring sessions may not
be queried using an endDate range, or with the OR listMethod.
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LstsummarySession XML Request

The following schema diagram shows the element structure of the LstsummarySession request

message.

Figure 4-17 « Schema diagram for LstsummarySessmn
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Note The expanded diagram for ep: listControl can be found in Figure G-50 on page 738.
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The following sample XML document requests the summary information about scheduled sessions.

<?xml version=""1.0"" encoding=""1S0-8859-1""?>
<serv:message xmlns:xsi="http://ww.w3.0rg/2001/XMLSchema-instance'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent
xsi :type=""java:com.webex.service.binding.ep.LstsummarySession'>
<listControl>
<startFrom>l</startFrom>
<max imumNum=>50</max i mumNum>
<listMethod>0R</l istMethod>
</listControl>
<order>
<orderBy>HOSTWEBEXID</orderBy>
<orderAD>ASC</orderAD>
<orderBy>CONFNAME</orderBy>
<orderAD>ASC</orderAD>
<orderBy>STARTT IME</orderBy>
<orderAD>ASC</orderAD>
</order>
<dateScope>
<timeZonelD>45</timeZonelD>
</dateScope>
<sessionTypes>
<sessionType>1</sessionType>
<sessionType>2</sessionType>
<sessionType>3</sessionType>
<sessionType>4</sessionType>
</sessionTypes>
<serviceTypes>
<serviceType>MeetingCenter</serviceType>
<serviceType>TrainingCenter</serviceType>
</serviceTypes>
<invited>true</invited>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

LstsummarySessionResponse XML Response

The following schema diagram shows the element structure of the LstsummarySessionResponse
response message.
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Figure 4-18 « Schema diagram for LstsummarySessionResponse
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Note The expanded diagram for ep:matchingRecords can be found in Figure G-51 on page 739
and ep:psoFields can be found in Figure G-8 on page 720.

The following sample XML document is a possible response for the preceding query XML document.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex .com/schemas/2002/06/common’*
xmIns:zep="http://ww._webex.com/schemas/2002/06/service/ep"
xmIns:meet="http://ww.webex.com/schemas/2002/06/service/meeting >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep: IstsummarySessionResponse"
xmIns:xsi="http://mw._w3.org/2001/XMLSchema-instance'>
<ep:matchingRecords>
<serv:total>4</serv:total>
<serv:returned>4</serv:returned>
<serv:startFrom>1</serv:startFrom>
</ep:-matchingRecords>
<ep:session>
<ep:sessionKey>801413456</ep:sessionkey>
<ep:confName>meetingl</ep:confName>
<ep:sessionType>1</ep:sessionType>
<ep:serviceType>MeetingCenter</ep:serviceType>
<ep:hostWebExID>siteadmin</ep:hostWebEx1D>
<ep:hostFirstName>site</ep:hostFirstName>
<ep:hostlLastName>admin</ep:hostLastName>
<ep:otherHostWebExID>siteadmin</ep:otherHostWebEx1D>
<ep:timeZonelD>4</ep:timeZonelD>
<ep:timeZone>GMT-08:00, Pacific (San Francisco)</ep:timeZone>
<ep:status>NOT_INPROGRESS</ep:status>
<ep:startTime>05/07/2010 05:45:00</ep:startTime>
<ep:openTime>5</ep:openTime>
<ep:duration>60</ep:duration>
<ep:listStatus>PUBLIC</ep: listStatus>
<ep:hostEmai I>test@webex . com</ep:hostEmai I>
<ep:passwordReg>true</ep:passwordReq>
<ep:hostJoined>false</ep:hostJoined>
<ep:participantsJoined>false</ep:participantsJoined>
<ep:conflD>63596348</ep:conflID>
<ep:registration>false</ep:registration>
<ep:isRecurring>false</ep:isRecurring>
<ep:hostType>1001001</ep:hostType>
</ep:session>
<ep:session>
<ep:sessionKey>805705806</ep: sessionkey>
<ep:confName>meeting2</ep:confiName>
<ep:sessionType>6</ep:sessionType>
<ep:serviceType>MeetingCenter</ep:serviceType>
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<ep:hostiebExID>siteadmin</ep:hostWebExID>
<ep:hostFirstName>site</ep:hostFirstName>
<ep:hostLastName>admin</ep:hostLastName>
<ep:otherHostWebExID>siteadmin</ep:otherHostWebEx1D>
<ep:timeZonelD>4</ep:timeZonelD>
<ep:timeZone>GMT-08:00, Pacific (San Francisco)</ep:timeZone>
<ep:status>NOT_INPROGRESS</ep:status>
<ep:startTime>05/07/2010 05:30:00</ep:startTime>
<ep:openTime>5</ep:openTime>
<ep:duration>60</ep:duration>
<ep: listStatus>PUBLIC</ep: listStatus>
<ep:hostEmai I>test@webex.com</ep:-hostEmai I>
<ep:passwordReg>true</ep:passwordReg>
<ep:hostJoined>false</ep:hostJoined>
<ep:participantsJoined>false</ep:participantsJoined>
<ep:conflD>63596352</ep:confID>
<ep:registration>false</ep:registration>
<ep:isRecurring>false</ep: isRecurring>
<ep:hostType>1001001</ep:hostType>

</ep:session>

<ep:session>
<ep:sessionKey>805705806</ep: sessionkey>
<ep:confName>trainingl</ep:confName>
<ep:sessionType>11</ep:sessionType>
<ep:serviceType>TrainingCenter</ep:serviceType>
<ep:hostiebExID>siteadmin</ep:hostWebExID>
<ep:hostFirstName>site</ep:hostFirstName>
<ep:hostLastName>admin</ep:hostLastName>
<ep:otherHostWebExID>siteadmin</ep:otherHostWebEx1D>
<ep:timeZonelD>4</ep:timeZonelD>
<ep:timeZone>GMT-08:00, Pacific (San Francisco)</ep:timeZone>
<ep:status>NOT_INPROGRESS</ep:status>
<ep:startTime>05/07/2010 05:45:00</ep:startTime>
<ep:openTime>5</ep:openTime>
<ep:duration>60</ep:duration>
<ep: listStatus>PUBLIC</ep: listStatus>
<ep:hostEmai I>test@webex.com</ep:-hostEmai I>
<ep:passwordReg>true</ep:passwordReqg>
<ep:hostJoined>false</ep:hostJoined>
<ep:participantsJoined>false</ep:participantsJoined>
<ep:conflD>63596352</ep:confID>
<ep:registration>false</ep:registration>
<ep:isRecurring>false</ep: isRecurring>
<ep:hostType>0</ep:-hostType>

</ep:session>

<ep:session>
<ep:sessionKey>801355394</ep:sessionKey>
<ep:confName>training5</ep:confName>
<ep:sessionType>11</ep:sessionType>
<ep:serviceType>TrainingCenter</ep:serviceType>
<ep:hostiebExID>siteadmin</ep:hostWebExID>
<ep:hostFirstName>site</ep:hostFirstName>
<ep:hostLastName>admin</ep:hostLastName>
<ep:otherHostWebExID>siteadmin</ep:otherHostWebEx1D>
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<ep:timeZonelD>4</ep:timeZonelD>
<ep:timeZone>GMT-08:00, Pacific (San Francisco)</ep:timeZone>
<ep:status>NOT_INPROGRESS</ep:status>
<ep:startTime>05/08/2010 06:00:00</ep:startTime>
<ep:openTime>5</ep:openTime>
<ep:duration>60</ep:duration>
<ep: listStatus>PUBLIC</ep: listStatus>
<ep:hostEmai I>test@webex.com</ep:-hostEmai I>
<ep:passwordReg>true</ep:passwordReqg>
<ep:hostJoined>false</ep:hostJoined>
<ep:participantsJoined>false</ep:participantsJoined>
<ep:conflD>1019614042</ep:confID>
<ep:registration>false</ep:registration>
<ep:isRecurring>false</ep: isRecurring>
<ep:hostType>0</ep:-hostType>
</ep:session>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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4.10 SetDistList

Updates a distribution list to add/delete specific contacts in a distribution list, or to remove all the
contacts from the distribution list.

SetDistList XML Request

160

The following schema diagram shows the element structure of the SetDistList request message.

Figure 4-19 « Schema diagram for SetDistL.ist
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The following sample XML request document adds a contact to an existing distribution list.

<?xml version=""1.0"" encoding=""1S0-8859-1""7>
<serv:message xmlns:xsi="http://ww.w3.org/2001/XMLSchema-instance"
xmIns:serv="http://wmw.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner1D>9999</partner D>
<emai I>johnsmith@xyz .com</emai I>
</securityContext>
</header>
<body>
<bodyContent xsi:type=""java:com.webex.service.binding.ep.SetDistList ">
<distList>
<distListID>7267</distListID>
<name>honjo new dist</name>
<desc>updated with setDist</desc>
<contactID>690587</contactID>
<contactOperation>ADD</contactOperation>
</distList>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non-global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

Cisco WebEx XML API Reference Guide



SetDistList

SetDistListResponse XML Response

The following schema diagram shows the element structure of the SetDistL istResponse response
message.

Figure 4-20 « Schema diagram for SetDistListResponse
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The following sample XML document is a possible response to the preceding XML request document.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmlns:serv="http://ww.webex.com/schemas/2002/06/service"
xmIns: com=""http://ww.webex.com/schemas/2002/06/common"*
xmIns:ep="http://ww_.webex.com/schemas/2002/06/service/ep’ ">
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:setDistListResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance' />
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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4.11 GetOneClickSettings

Retrieves one-click settings for a host.This API now fully supports WebEx telephony, PCN telephony
and TSP.

Note Site administrator can get one-click settings for any user with a specified webEx 1D, while a
regular host can only retrieve his or her own one-click settings.

GetOneClickSettings XML Request

The following schema diagram shows the element structure of the GetOneCl ickSettings request
message.

Figure 4-21 « Schema diagram for GetOneClickSettings

The following sample XML document requests the retrieval of one-click settings with a specified
WebEx ID.

<?xml version=""1.0"" encoding=""1S0-8859-1""?>
<serv:message xmlns:xsi="http://ww.w3.0rg/2001/XMLSchema-instance""
xmlns:serv="http://ww.webex.com/schemas/2002/06/service""
xsi :schemalocation=""http://ww.webex.con/schemas/2002/06/service
http://ww.webex.com/schemas/2002/06/service/service . xsd" ">
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent
xsi :type=""java:com.webex.service.binding.ep.GetOneClickSettings"
xmlins: cong=""http://ww.webex . com/schemas/2002/06/service/ep"
xsi :schemal.ocation=""http://ww.webex . con/schemas/2002/06/service/user’
xmlins:ep=""http://mw.webex.com/schemas/2002/06/service/ep/ep.xsd' ">
<hostiebEx1D>jason</hostiVebEx1D>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

GetOneClickSettingsResponse XML Response

The following schema diagram shows the element structure of the
GetOneClickSettingsResponse response message.
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Figure 4-22 « Schema diagram for GetOneClickSettingsResponse
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Note The expanded diagram for ep:globalNum can be found in Figure G-48 on page 738 and the
diagram for ep:attendeeOptions can be found in Figure G-146 on page 778.

Note

m GetOneClickSettingsResponse allows a user to retrieve the listing type of One-Click settings
for a user account.
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m The metadata container holds the CUVCMeetingID element for inviting remote video devices to
a WebEx meeting.

m GetOneClickSettingsResponse sets a “Ask for my approval when someone joins” option.

The following sample XML document is a possible response to the preceding request document.

<?xml version="1.0" encoding=""1S0-8859-1"?7>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex.com/schemas/2002/06/common’
xmlIns:ep=""http://ww _webex.com/schemas/2002/06/service/ep"
xmlIns:meet="http://ww.webex.com/schemas/2002/06/service/meeting' >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:getOneClickSettingsResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'>
<ep:metaData>
<ep:serviceType>MeetingCenter</ep:serviceType>
<ep:sessionType>3</ep:sessionType>
<ep:confName>sany"s meeting</ep:confName>
<ep:sessionPassword>111111</ep:sessionPassword>
<ep:listing>UNLISTED</ep: listing>
<ep:sessionTemplate>
<ep:name>MC_3</ep:name>
<ep:type>User</ep:type>
<ep:value>U;MC;en US;8.5;111832;MC_3; ; ;</ep:value>
</ep:sessionTemplate>
</ep:metaData>
<ep:trackingCodes>
<ep:trackingCode>
<ep:index>1</ep:index>
<ep:name>Division</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value />
</ep:trackingCode>
<ep:trackingCode>
<ep:index>2</ep:index>
<ep:name>Department</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value />
</ep:trackingCode>
<ep:trackingCode>
<ep:index>3</ep:index>
<ep:name>Project</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value />
</ep:trackingCode>
<ep:trackingCode>
<ep:index>4</ep:index>
<ep:name>0Other</ep:name>
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<ep:inputMode>Input Text</ep: inputMode>
<ep:value />

</ep:trackingCode>

<ep:trackingCode>
<ep: index>5</ep: index>
<ep:name>Custom5</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value />

</ep:trackingCode>

<ep:trackingCode>
<ep:index>6</ep: index>
<ep:name>Customb</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value />

</ep:trackingCode>

<ep:trackingCode>
<ep:index>7</ep:index>
<ep:name>Custom7</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value>testl7777</ep:value>

</ep:trackingCode>

<ep:trackingCode>
<ep:index>8</ep:index>
<ep:name>Custom8</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value />

</ep:trackingCode>

<ep:trackingCode>
<ep:index>9</ep:index>
<ep:name>Custom9</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value />

</ep:trackingCode>

<ep:trackingCode>
<ep:index>10</ep: index>
<ep:name>Customl0</ep:name>
<ep:inputMode>Input Text</ep: inputMode>
<ep:value />

</ep:trackingCode>

</ep:trackingCodes>
<ep:telephony>

<ep:telephonySupport>CALLIN</ep: telephonySupport>

<ep:tspAccountindex>1</ep:tspAccountindex>

<ep:account>
<serv:tolIFreeCal I InNumber>1-408197041
</serv:tolIFreeCal I InNumber>
<serv:tolICal I InNumber>1-408197043</serv:tolICal I InNumber>
<serv:subscriberAccessCode>10060189
</serv:subscriberAccessCode>
<serv:participantAccessCode>10133851
</serv:participantAccessCode>
<ep:participantLimitedAccessCode />
<ep:globalNum>

<serv:countryAlias>Turks and Caicos</serv:countryAlias>
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<serv:phoneNumber>785643556436545</serV : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>Sweden</serv:countryAlias>
<serv:phoneNumber>010-111222</serVv : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>1111112243433</serVv:phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>Thai land</serv:countryAl ias>
<serv:phoneNumber>45545454</serv - phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>1-408-197-042</serVv:phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>32534645656456456456</serVv : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>4564445</serv :phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>456546545456546456546</serVv : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>1242315436546757</serv : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAl ias>Togo</serv:countryAlias>
<serv:phoneNumber>346547657868</serV : phoneNumber>
<serv:tolIFree>false</serv:tol IFree>
</ep:-globalNum>
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<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>355476658989767456</serV : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>3453465546-657658657865
</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>354365-567657657657</serv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:-globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>4565676745(768768768)67567
</serv:phoneNumber>
<serv:tollIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>5464576568(657567865) (-676
</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>546456765785676523213-675
</serv:phoneNumber>
<serv:tolIFree>false</serv:tollIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>45345-787686575654</serv : phoneNumber>
<serv:tol IFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>3244365768768768</serVv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>Taiwan</serv:countryAlias>
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<serv:phoneNumber>56768909(676547)-786587
</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>4564563543453543543</serv : phoneNumber>
<serv:tollIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Slovenia</serv:countryAlias>
<serv:phoneNumber>568765443212</serv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Syria</serv:countryAlias>
<serv:phoneNumber>456543214122323</serVv :phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAl ias>Uzbekistan</serv:countryAl ias>
<serv:phoneNumber>4564210124114</serv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Phi lippines</serv:countryAlias>
<serv:phoneNumber>4532768769325321332</serv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Slovakia</serv:countryAlias>
<serv:phoneNumber>543123123456546546</serVv : phoneNumber>
<serv:tollIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>South Africa</serv:countryAlias>
<serv:phoneNumber>45312.1213546456546</serVv: phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>45201456354654654</serVv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>454576879879576</serVv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAl ias>Myanmar</serv:countryAl ias>
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<serv:phoneNumber>4565476567678753</serv - phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>125457768678767</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>1445675876987897687</serv : phoneNumber>
<serv:tolIFree>false</serv:tollIFree>
</ep:globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>14355476879879</serv : phoneNumber>
<serv:tollIFree>false</serv:tolIFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>1446658789879870879879</serVv: phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>(76876876)76876876867-7685
</serv:phoneNumber>
<serv:tolIFree>false</serv:tollIFree>
</ep:globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>3545768(546457567) 78676876
</serv:phoneNumber>
<serv:tol IFree>false</serv:tolIFree>
</ep:globalNum>
<ep:-globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>234365776(67657657) 7567686
</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>3243243254365546546546</serVv : phoneNumber>
<serv:tol IFree>false</serv:tolIFree>
</ep:globalNum>
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<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>34543543654643534</serV : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>12342143455657546</serVv : phoneNumber>
<serv:tollIFree>false</serv:tolIFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>324354645766546456</serv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>43546545766756754656</serVv: phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:-globalNum>
<ep:-globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>1243466588690890879967</serV : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>988655463466876798-8567547
</serv:phoneNumber>
<serv:tolIFree>false</serv:tollIFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>5465676867456589-657675675
</serv:phoneNumber>
<serv:tollIFree>false</serv:tolIFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>5665767856 567655687658678
</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:-globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
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<serv:phoneNumber>5675687097657-657867876876
</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>436567678(65767658) 7686575
</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:-globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>54634769897645065754-76865
</serv:phoneNumber>
<serv:tol IFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>Tanzania</serv:countryAl ias>
<serv:phoneNumber>5567568769879476867</serv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Wallis And Futuna Islands
</serv:countryAlias>
<serv:phoneNumber>4356587897547978976</serv : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAl ias>Zimbabwe</serv:countryAl ias>
<serv:phoneNumber>14457698078567456534543</serV : phoneNumber

>

<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>3456576790456346067546</serVv: phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>346565869789789</serV : phoneNumber>
<serv:tolIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>Panama</serv:countryAlias>
<serv:phoneNumber>2354656765767567567575</serv: phoneNumber>
<serv:tollIFree>false</serv:tolIFree>

</ep:globalNum>

<ep:globalNum>
<serv:countryAlias>Taj ikistan</serv:countryAl ias>
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<serv:phoneNumber>4567567567856745643879</serVv: phoneNumber>
<serv:tolIFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAl ias>Taiwan</serv:countryAlias>
<serv:phoneNumber>6786787845676</serv: phoneNumber>
<serv:tol IFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Wallis And Futuna Islands
</serv:countryAlias>
<serv:phoneNumber>5675674564242445657657</serv : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>5674564576874565445645</serVv: phoneNumber>
<serv:tol IFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Papua New Guinea</serv:countryAlias>
<serv:phoneNumber>4564576789674652345456</serV : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Thai land</serv:countryAl ias>
<serv:phoneNumber>3456537687684686788768</serV: phoneNumber>
<serv:tol IFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Tonga Islands</serv:countryAlias>
<serv:phoneNumber>4543265654765756756765</serVv : phoneNumber>
<serv:tolIFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>Taj ikistan</serv:countryAl ias>
<serv:phoneNumber>254656754675546765546</serVv : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>45654654645654</serv : phoneNumber>
<serv:tol IFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>23462345234556756545</serVv : phoneNumber>
<serv:tolIFree>false</serv:tol IFree>

</ep:-globalNum>

<ep:globalNum>
<serv:countryAlias>United States of America
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</serv:countryAlias>
<serv:phoneNumber>246547657 (5465466)45646554
</serv:phoneNumber>
<serv:tol IFree>false</serv:tolIFree>
</ep:globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>(1234422)43546576767-8888
</serv:phoneNumber>
<serv:tolIFree>false</serv:tolIFree>
</ep:globalNum>
<ep:globalNum>
<serv:countryAlias>United States of America
</serv:countryAlias>
<serv:phoneNumber>(6575786876)565467-883888
</serv:phoneNumber>
<serv:tol IFree>false</serv:tolIFree>
</ep:globalNum>
</ep:-account>
<ep:accountLabel>
<serv:tolIFreeCal l InNumberLabel>
Call-in toll-free number (US/Canada)
</serv:tol IFreeCal l InNumberLabel>
<serv:tolICall InNumberLabel>Call-in toll number (US/Canada)
</serv:tolICall InNumberLabel>
<serv:subscriberAccessCodelLabel>Host access code
</serv:subscriberAccessCodeLabel>
<serv:participantAccessCodelLabel>
Attendee access code(Full Speaking)
</serv:participantAccessCodelLabel>
<ep:participantLimitedAccessCodelabel>
Attendee access code(Listen Only)
</ep:participantLimitedAccessCodelLabel>
</ep:accountlLabel>
<ep:teleconfServiceName>Personal Conference No.
</ep:teleconfServiceName>
<ep:intlLocalCall In>true</ep:intlLocalCallIn>
<ep:tol Ifree>true</ep:tol Ifree>
<ep:entryExitTone>BEEP</ep:entryExitTone>
</ep:telephony>
<ep:enableOptions>
<ep:voip>false</ep:voip>
</ep:enableOptions>
<ep:attendeeOptions>
<ep:joinApproval>false</ep: joinApproval>
</ep:attendeeOptions>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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4.12 SetOneClickSettings

Sets one-click settings for a host.

Note Site administrator can set the one-click settings for any host with a webEx 1D specified, while a
host can only set his or her own one-click settings.

SetOneClickSettings XML Request

The following schema diagram shows the element structure of the SetOneCl ickSettings request
message.

Figure 4-23 « Schema diagram for SetOneClickSettings

|—e|}:c:rnel':li¢l-a MetaData

(setOnecClickSettings £+~

- ~ep:hostWebExID !

The following sample XML document sets up the default one-click settings for a host with the
specified WebEx ID.

<?xml version="1.0" encoding=""1S0-8859-1"?7>
<serv:message xmlns:xsi="http://ww.w3.0org/2001/XMLSchema-instance"
xmlIns:serv="http://ww.webex.com/schemas/2002/06/service"
xsi :schemalocation="http://wmw.webex.com/schemas/2002/06/service
http://ww.webex.com/schemas/2002/06/service/service . xsd' >
<header>
<securityContext>
<webExID>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emali I>johnsmith@xyz .com</emai 1>
</securityContext>
</header>
<body>
<bodyContent
xsi - type=""java:com.webex.service.binding.ep.SetOneClickSettings'>
<hostiebEx 1D>jason</hostiebEx1D>
<oneClickMetaData>
<serviceType>MeetingCenter</serviceType>
<sessionType>1</sessionType>
</oneCl ickMetaData>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non global elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.
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SetOneClickSettingsResponse XML Response

The following schema diagram shows the element structure of the
SetOneClickSettingsResponse response message.

Figure 4-24 « Schema diagram for SetOneClickSettingsResponse
[set[]neI:IickSettingsﬂespunse |

The following sample XML document is a possible response to the preceding request document.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex .com/schemas/2002/06/common’*
xmIns:ep="http://ww.webex.com/schemas/2002/06/service/ep'>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:setOneClickSettingsResponse"
xmIns:xsi="http://mw._w3.org/2001/XMLSchema-instance’ />
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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4.13 GetRecordinglnfo

The GetRecordinglnfo function allows users to retrieve information about a recording. This
function is currently limited to TC services.

GetRecordingInfo XML Request

The following schema shows the element structure for the GetRecordingInfo request message.

Figure 4-25 « Schema diagram for GetRecordinglnfo

getRecordinginfo [
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The following sample XML document requests recording information for a specific recording ID.

<?xml version=""1.0"" encoding=""1S0-8859-1""?>
<serv:message xmlns:xsi="http://ww.w3.0org/2001/XMLSchema-instance""
xmlns:serv="http://ww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>hfmp85-whx</siteName>
<webExID>honjoz</webExID>
<password>pass</password>
<partner ID>webexpartner</partneriD>
</securityContext>
</header>
<body>
<bodyContent
xsi :type=""java:com.webex.service.binding.ep.GetRecordinglnfo''>
<recordinglD>972818162</recording D>
<isServiceRecording>false</isServiceRecording>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

GetRecordingInfoResponse XML Response

The following schema diagram shows the element structure of the GetRecordinglnfoResponse
response message.

Figure 4-26  Schema diagram for GetRecordingInfoResponse

________________
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Table 4-2 « GetRecordingInfoResponse Schema Diagram Cross-References

Schema Name Destination Link

ep:basic Figure G-151 on page 780
ep:playback Figure G-153 on page 780
ep:fileAccess Figure G-152 on page 780

The following sample XML document is a possible response to the preceding request document.

<?xml version=""1.0" encoding=""1S0-8859-1""?>
<serv:message xmlIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlns: com=""htttp : //ww . webex . com/schemas/2002/06/common
xmlins:ep="http://ww.webex.com/schemas/2002/06/service/ep"
xmins:meet=""http://ww.webex.com/schemas/2002/06/service/meeting' >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbhStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:GetRecordinglnfoResponse"
xmins:xsi="http://mww.w3.0rg/2001/XMLSchema-instance'>
<ep:basic>
<ep:topic>nbr_update toc unlist</ep:topic>
<ep: listing>UNLISTED</ep: listing>
<ep:presenter>presenter</ep:presenter>
<ep:emai I>test@abc.update</ep:-emai 1>
<ep:agenda>test agenda testtest agenda testtest test</ep:agenda>
</ep:basic>
<ep:playback>
<ep:chat>true</ep:chat>
<ep: supportQandA>true</ep: supportQandA>
<ep:video>true</ep:video>
<ep:polling>true</ep:polling>
<ep:notes>true</ep:notes>
<ep:fileShare>true</ep:fileShare>
<ep:toc>true</ep:toc>
<ep:attendeeList>true</ep:attendeelList>
<ep: includeNBRcontrols>true</ep: includeNBRcontrols>
<ep:range>PARTIAL</ep:range>
<ep:partialStart>11</ep:partialStart>
<ep:partialEnd>77</ep:partialEnd>
</ep:playback>
<ep:fileAccess>
<ep:endPlayURL>http://test.abc.com.update</ep:endPlayURL>
<ep:registration>true</ep:registration>
<ep:attendeeView>true</ep:attendeeView>
<ep:attendeeDownload>true</ep:attendeeDownload>
</ep:fTileAccess>
</serv:bodyContent>
</serv:body>
</serv:message>
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The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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4.14 GetSessionInfo

GetSessionlnfo will return the meeting information for an invited attendee. New integration
capabilities require that the meeting information for an attendee is able to be retrieved.

GetSessionlnfo XML Request

The following schema diagram shows the element structure of the GetSessionInfo request
message.

Figure 4-27 « Schema diagram for GetSessionInfo

getSessioninfo [

The following sample code shows a request for session information using a specific key and password.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance"
xmIns:serv="http://wmww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<webEx1D>hostid</webExID>
<password>hostpassword</password>
<sitelD>0000</sitelD>
<partner 1D>9999</partner D>
<emai I>johnsmith@xyz.com</emai I>
</securityContext>
</header>
<body>
<bodyContent
Xsi - type="java:com.webex.service.binding.ep.GetSessionInfo'>
<sessionPassword>123456</sessionPassword>
<sessionKey>905029714</sessionKey>
</bodyContent>
</body>

</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non global elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

GetSessionIlnfoResponse XML Response

The following schema diagram shows the element structure of the GetSessionInfoResponse
response message.
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Figure 4-28 « Schema diagram for GetSessionInfoResponse (Part 1)
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Figure 4-29 « Schema diagram for GetSessionInfoResponse (Part 2)
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Note The expanded diagram for serv:cal l InNumType can be found in Figure G-47 on page 738.

Note The information returned by GetSessionlInfoResponse is based on who is asking for the
information. Table 4-3 contains information on each element and whether or not it gets returned based
on the caller of the function. A blank entry means that the element is always returned, while an ‘X’
designates an element that is never returned. Finally, an entry of “PW” designates an element that is
returned only if the meeting password has been supplied or if the caller is the session host, an invited
attendee, a panelist or a presenter.

Table 4-3 « GetSessionInfoResponse Element and Restrictions

Element MC $C TC EC AO
status X
presenter X X X X
panelistinfo X
programName X
sessionKey

confIlD

verifyFlashMediaURL PW PW
verifyWinMediaURL PW PW X X X
accessControl

sessionPassword PW PW PW X PW

listStatus

registration

registrationURL PW X X
metaData

confName

sessionType

serviceType

agenda PW PW PW X X
description X X X
account X PW X
opportunity X PW X
isRecurring

telephony PW PW PW X PW
telephonySupport PW PW PW X PW
extTelephonyDescription PW PW PW X PW
globalCallinNumbersURL PW PW PW X PW
tol IFreeRestictionsURL PW PW PW X PW
callInNum PW PW PW X PW
backupTol INum PW PW PW X PW
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Table 4-3 « GetSessionInfoResponse Element and Restrictions

Element MC $C TC EC AO
participantAccessCode PW PW PW X PW
participantLimitedAccessCode X X X X PW
labels PW PW PW X PW
tollFreeCalllnLabel PW PW PW X PW
tollCalllnLabel PW PW PW X PW
participantAccessLabel PW PW PW X PW
participantLimitedAccessLabel X X X X PW
material X X PW X
imageURL X X X X
document X X PW PW X
name X X PW PW X
URL X X PW PW X
size X X PW PW X
test X X PW X X
title X X PW X X
titleURL X X PW X X
delivery X X PW X X
status X X PW X X
action X X PW X X
actionURL X X PW X X
host
firstName
lastName
email
webEXID
alternateHost PW PW X X PW
schedule
startDate
duration
timeZone

Table 4-4 < Global Call-In URL Variable Definitions
Name Description
%Tol INum% Toll number from the TSP account in use.
%Tol INumCC% The country code for the toll number.
%Tol IFreeNum% The toll-free number from the TSP account in use.
%Tol IFreeNumCC% The country code for the toll-free number.
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Table 4-4 « Global Call-In URL Variable Definitions

Name Description

%ParticipantCode% The participant code for the TSP account in use.

%SubscriberCode% The subscriber code for the TSP account in use.

The following sample XML document is a possible response to the preceding request document.

<?xml version=""1.0" encoding=""1S0-8859-1""7>
<serv:message xmlns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlns:com=""http://ww.webex.com/schemas/2002/06/common"*
xmIns:ep="http://ww_.webex.com/schemas/2002/06/service/ep™
xmIns:meet="http://mww.webex.com/schemas/2002/06/service/meeting >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:getSessionlnfoResponse’
xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance'>
<ep:status>NOT_INPROGRESS</ep:status>
<ep:sessionkey>801413456</ep:sessionkey>
<ep:conflD>63596348</ep:confID>
<ep:verifyFlashMediaURL>https://1an0830.webex.com/mc08001/meetingce
nter/meetinginfo/sysdiagnosis.do?siteurl=ian0830&supportUCFToolk
it=1
</ep:verifyFlashMediaURL>
<ep:verifyWinMediaURL>https://1an0830.webex.com/mc08001/meetingcent
er/meetinginfo/sysdiagnosis.do?siteurl=ian0830&supportUCFToolkit
=2
</ep:verifyWinMediaURL>
<ep:accessControl>
<ep:sessionPassword>111111</ep:sessionPassword>
<ep:listStatus>PUBLIC</ep: listStatus>
<ep:registration>false</ep:registration>
<ep:passwordReg>true</ep: passwordReg>
</ep:accessControl>
<ep:metaData>
<ep:confName>meeting</ep:confName>
<ep:sessionType>2</ep:sessionType>
<ep:serviceType>MeetingCenter</ep:serviceType>
<ep:isRecurring>false</ep: isRecurring>
</ep:metaData>
<ep:telephony>
<ep:telephonySupport>NONE</ep: telephonySupport>
</ep:telephony>
<ep:host>
<ep:firstName>aa</ep:firstName>
<ep: lastName>bb</ep: lastName>
<ep:emai I>testl@webex.com</ep:emai >
<ep:webExld>testl</ep:webEx1d>
</ep:host>
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<ep:schedulle>
<ep:startDate>09/12/2007 11:04:11</ep:startDate>

<ep:duration>60</ep:duration>
<ep:timeZone>GMT-07:00, Pacific (San Francisco)</ep:timeZone>
</ep:schedule>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and

Errors” on page 55.
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4.15 LstContact

The IstContact function allows users to query personal or company-wide WebEx contacts.

LstContact XML Request

The following schema shows the element structure for the IstContact request message.

Figure 4-30 » Schema diagram for LstContact

The following sample XML code shows a typical IstContact request.

<?xml version="1.0" encoding=""1S0-8859-1""7>
<serv:message xmIns:xsi="http://ww.w3.org/2001/XMLSchema-instance"
xmIns:serv="http://wmw.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>1an0830</siteName>
<webExID>testl1</webEx1D>
<password>pass</password>
<partner ID>webexpartner</partneriD>
<emai I>johnsmith@xyz.com</emai 1>
</securityContext>
</header>
<body>
<bodyContent xsi:type=""java:com.webex.service.binding.ep.LstContact'>
<distListName>Disl</distListName>
<addressType>PERSONAL</addressType>
<hostiebEx1D>test1</hostiWebEx1D>
<distListID>15987</distListID>
</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non global elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

LstContactResponse XML Response

186

The following schema shows the element structure for the stContactResponse response message.

Figure 4-31 + Schema diagram for LstContactResponse

..............

Note The expanded diagram for ep:contact can be found in Figure G-6 on page 720.
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The following is piece of sample XML code for IstContactResponse.

<serv:message>
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep: IstContactResponse'>
<ep:contact>
<com:name>bb</com:name>
<com:address>
<com:addressType>PERSONAL</com:addressType>
</com:address>
<com:phones>
<com: phone>14085551234</com: phone>
<com:mobi lePhone>14085559876</com:mobi lePhone>
<com: fax>14085553654</com: fax>
</com:phones>
<com:emai I>bb@bb.com</com:emai I>
<com:type>VISITOR</com: type>
</ep:contact>
<ep:contact>
<com:name>aa</com:name>
<com:address>
<com:addressType>PERSONAL</com:addressType>
</com:address>
<com:phones>
<com: phone>14085554973</com: phone>
<com:mobi lePhone>14085552489</com:mobi lePhone>
<com: fax>14085559862</com: fax>
</com:phones>
<com:emai I>aa@aa.com</com:emai I>
<com:type>VISITOR</com: type>
</ep:contact>
</serv:bodyContent>
</serv:body>
</serv:message>

The result and exceptionlD global elements allow you to confirm that an instantiation request
was successful. These elements are described in “Global Response Elements Showing Results and
Errors” on page 55.
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4.16 SetRecordingInfo

The SetRecordinglnfo function allows users to set specific information about a recording. This
information includes, but is not limited to the recordinglD, description, and password. This
function is only available to MC, SAC, TC, and EC services.

SetRecordinglnfo XML Request

The following schema shows the element structure for the SetRecordingInfo request message.
Figure 4-32 « Schema diagram for SetRecordinglnfo

Eep:recordingll)

a I

setRecordinginfo [

Table 4-5 ¢ SetRecordingInfo Schema Diagram Cross-References

Schema Name Destination Link

ep:basic Figure G-151 on page 780
ep:playback Figure G-153 on page 780
ep:fileAccess Figure G-152 on page 780

The following XML code is an example of how to set up a recording.

<?xml version="1.0" encoding=""1S0-8859-1"?7>
<serv:message xmlns:xsi="http://ww.w3.0org/2001/XMLSchema-instance"
xmlIns:serv="http://ww_.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<siteName>hfmp85-whx</siteName>
<webEx1D>honjoz</webExID>
<password>pass</password>
<partner ID>webexpartner</partneriD>
</securityContext>
</header>
<body>
<bodyContent
xsi - type=""java:com.webex.service.binding.ep.SetRecordinglnfo'>
<recording>
<recordingD>972831222</recording D>
<description>test description</description>
<password>112233</password>
</recording>
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<isServiceRecording>true</isServiceRecording>

<basic>
<topic>nbr_update toc_unlist</topic>
<listing>UNLISTED</listing>
<presenter>presenter</presenter>
<emali I>test@abc . update</emai 1>
<agenda>test agenda testtest agenda testtest agenda test</agenda>

</basic>

<playback>
<chat>true</chat>
<supportQandA>true</supportQandA>
<video>true</video>
<polling>true</polling>
<notes>true</notes>
<fileShare>true</fileShare>
<toc>true</toc>
<attendeelL ist>true</attendeelList>
<includeNBRcontrols>true</includeNBRcontrols>
<range>PARTIAL</range>
<partialStart>11</partialStart>
<partialEnd>77</partialEnd>

</playback>

<fileAccess>
<endPlayURL>http://test._abc.com.update</endPlayURL>
<registration>true</registration>
<attendeeView>true</attendeeView>
<attendeeDownload>true</attendeeDownload>

</fileAccess>

</bodyContent>
</body>
</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non global elements, refer to
“Elements in WebEx XML Schema Definitions for the General Session Service” on page 194.

SetRecordingInfoResponse XML Response

The following schema shows the element structure for the SetRecordingInfoResponse response
message.

Figure 4-33 « Schema diagram for SetRecordinglnfoResponse

(setRecurdinglnfuRespu... == EP.|:|:r|3t:1:|n:|ing|ll]

The following XML code is an example of a response to set recording information.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex .com/schemas/2002/06/common’*
xmIns:ep="http://ww._webex.com/schemas/2002/06/service/ep"
xmIns:meet="http://ww.webex.com/schemas/2002/06/service/meeting >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
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</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi:type="ep:setRecordinglnfoResponse"
xmIns:xsi="http://ww.w3.0org/2001/XMLSchema-instance'>
<ep:recordinglD>972831222</ep:recordinglD>
</serv:bodyContent>
</serv:body>
</serv:message>
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4.17 SetupOneClickSettings

SetupOneClickSettings allows the one-click (OC) client to configure one click settings for a user.

SetupOneClickSettings XML Request

The following schema shows the element structure for the setupOneClickSettings request
message.

Figure 4-34 « Schema diagram for SetupOneClickSettings Request

ep:metaData

| ep:ocTelephonyType
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IL——E ep:attendeeOptions

The following XML code is an example of a request to setupOneClickSettings.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmlns:xsi="http://ww.w3.0org/2001/XMLSchema-instance""
xmIns:serv="http://ww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<webEx1D>honjoz</webExID>
<password>pass</password>
<sitelD>20060407</sitelD>
<partner ID>webexpartner</partneriD>
</securityContext>
</header>
<body>
<bodyContent
xsi:type=""java:com.webex.service.binding.ep.SetupOneCl ickSettings'>
<metaData>
<serviceType>MeetingCenter</serviceType>
<sessionType>3</sessionType>
<confName>update by api.9.6</confName>
<sessionPassword>654321</sessionPassword>
<listing>UNLISTED</listing>

Cisco WebEx XML API Reference Guide 191



General Session Service

192

<sessionTemplate>
<name>MC_3</name>
<type>User</type>
</sessionTemplate>
</metaData>
<tracking>
<trackingCode>
<index>7</index>
<value>testl7777</value>
</trackingCode>
</tracking>
<telephony>
<telephonySupport>CALL IN</telephonySupport>
<extTelephonyDescription>TEST OHTER</extTelephonyDescription>
<personal AccountIndex>1</personal Accountindex>
<intlLocalCallIn>false</intlLocalCallIn>
<tol Ifree>false</tol I free>
</telephony>
<attendeeOptions>
<joinApproval>false</joinApproval>
</attendeeOptions>
</bodyContent>
</body>
</serv:message>

The following is an example of how to set up a Cisco Unified Video Conferencing (CUVC) meeting:

<?xml version="1.0" encoding=""1S0-8859-1""?>
<serv:message xmIns:xsi="http://wmww.w3.0org/2001/XMLSchema-instance""
xmIns:serv="http://ww.webex.com/schemas/2002/06/service'>
<header>
<securityContext>
<webEx1D>honjoz</webExID>
<password>pass</password>
<sitelD>20060407</sitelD>
<partner ID>webexpartner</partneriD>
</securityContext>
</header>
<body>
<bodyContent
xsi:type=""java:com.webex.service.binding.ep.SetupOneCl ickSettings'>
<metaData>
<serviceType>MeetingCenter</serviceType>
<sessionType>2</sessionType>
<confName>valid CUVCMeetinglD</confName>
<sessionPassword>P@ssword</sessionPassword>
<listing>PUBLIC</listing>
<CUVCMeeting ID>${val idCUVCMeetingID}</CUVCMeetingID>
<sessionTemplate>
<name>templatel</name>
<type>Site</type>
</sessionTemplate>
</metaData>
</bodyContent>
</body>
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</serv:message>

For descriptions of the global elements in the security context of the header, refer to “Global Request
Elements in Security Context” on page 52. For descriptions of the non global elements, refer to
“Elements in WebEx XML Schema Definitions for the User Service” on page 114.

SetupOneClickSettings XML Response

The following schema shows the element structure for the setupOneClickSettingsResponse
message.

Figure 4-35 « Schema diagram for SetupOneClickSettingsResponse

[setupﬂneﬂlickﬁettings...

The following XML code shows an example of a setupOneCl i ckSettingsReponse call.

<?xml version="1.0" encoding=""1S0-8859-1"?>
<serv:message xmIns:serv="http://ww.webex.com/schemas/2002/06/service"
xmlIns:com=""http://mww.webex .com/schemas/2002/06/common’*
xmlns:ep="http://ww._webex.com/schemas/2002/06/service/ep"
xmIns:meet="http://ww.webex.com/schemas/2002/06/service/meeting >
<serv:header>
<serv:response>
<serv:result>SUCCESS</serv:result>
<serv:gsbStatus>PRIMARY</serv:gsbStatus>
</serv:response>
</serv:header>
<serv:body>
<serv:bodyContent xsi :type="ep:setupOneClickSettingsResponse"
xmIns:xsi="http://mw._w3.org/2001/XMLSchema-instance’ />
</serv:body>
</serv:message>
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4.18 Elements in WebEx XML Schema Definitions for the

General Session Service

194

The following table describes all the elements that are used in WebEx XML API for the general

session service.

Table 4-6 « Element Definitions for General Session Service

Element Constraint(s) Description
account Optional. String. Account in SaC.
action Optional. String. Clickable test action.
actionURL Optional. String. The URL used to show if an action
clicked.
actualStartTime Optional. String. The actual start time of the meeting.
addressl Optional. Maximum of The first line of an contact’s street
128 characters. address.
address?2 Optional. Maximum of The second line of an contact’s street
128 characters. address.
addressType Optional. Enumerated Holds the type of the address. Default:
string. Valid values are PERSONAL.
PERSONAL and GLOBAL.
Note This element is ignored in
CreateContacts.
agenda Optional. String. The agenda for the meeting.
alternateHost Optional. String. The full name of a session’s alternate
host.
altHost Optional. Valid valuesare Determines if a session invites an
TRUE and FALSE. alternative host that is specified in
<hostWebExID> or <hostEmai l>.
apiVersion Optional. String. Version information of WebEx API
service on the current XML server.
attendeeDownload Optional. Valid values are Indicates whether an attendee can
TRUE and FALSE. download a recording.
attendeelList Optional. Valid values are  Indicates whether participant listing is
TRUE and FALSE. enabled during recording playback.
attendeeOptions Optional. Container. Holds the attendee options.
attendeeView Optional. Valid values are Indicates whether an attendee can view
TRUE and FALSE. a recording.
author Optional. String. Holds the name of the author.

backupTol INum

basic

callInNum

Optional. String. Holds the backup toll call in number for

PCN telephony.
Optional. Container. Holds the basic recording options.

Optional.
call InNumType.

Holds the call in telephony info for
WebEx and TSP telephony.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description
caseSensitive Optional. Boolean. Indicates whether or not to sort returned
records in a case sensitive manner.
Default: TRUE.
chat Optional. Valid valuesare Indicates whether chat is enabled
TRUE and FALSE. during recording playback.
city Optional. Maximum of 64 The city for a contact.
characters.
company Optional. Maximum of The company name for a contact.
128 characters.
confID Required. Long. A unique identification number
associated with a session.
conflID Optional. Long. A unique identification number
(in IstRecording) associated with a session recording.
confID Optional. Long. A unique identification number
(in IstsummarySession) associated with a session.
confName Required. String. Specifies the name of a one-click
conference.
confName Required. String. Specifies the session name.

(in GetSessionlnfoResponse)

confName
(in IstsummarySession)

contact
contactlID

contactOperation

country

countryAlias

createTime

createTimeEnd
createTimeScope
createTimeStart

CUVCMeetinglD
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Optional. String.

Optional. personType.
Integer.

Enumerated string. Valid
values are ADD, DELETE,
and DELETE_ALL.

Optional. Maximum of 64
characters.

Required. String.
Required. Time String.

Required. Time string.
Optional. Container.
Required. Time string.

Optional. String.

Matches all meeting topic names that
start with the string specified in this
query field.

Holds contact data.
The identifier of a contact.

Performs contact distribution list
operations. Valid values are:

B ADD: Adds contacts, as specified by
contactlD, to a distribution list.

m DELETE: Deletes contacts, as
specified by contactlID, from a
distribution list.

m DELETE_ALL: Removes all the
contacts from a distribution list.

The country for a contact.

Holds an alias for a country.

The creation time of the recording with
respect to a specified time zone.

Creates the recording end time.
Holds the date scope range.
Creates the recording start time.

CUVC customized meeting ID.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description
delivery Required. Enum How the test will be delivered.
{WEBSITE,
IN_SESSION}.
desc Optional. String. The descriptive information about a
distribution list.
description Optional. String. Session description for TC and EC only.
distListID Integer. The identifier of a distribution list.
Required for
SetDistList.
distListID Optional. Integer. ID of a distribution list in order to retrieve
(in LstContact) contacts.
distListName Optional. String. Name of a distribution list in order to
retrieve contacts.
duration Required. Integer. The duration of the session in seconds.
email Required. Maximum of Stores a person’s email address.
64 characters.
endDateEnd Optional. End of range of dates from which a user
can select for the end date for a
meeting.
endDateStart Optional. Beginning of range of dates from which
a user can select for the end date for a
meeting. Formatted as MM/DD/YYYY
HH:MM:SS.
endPlayURL Optional. String. Defines the URL to display at the end of
recording playback.
entryExitTone Optional. Validvaluesare Determines if entry and exit tones are

extTelephonyDescription

fax

FfileAccess

fileShare

fileURL
firstName

format

TRUE and FALSE.

Optional. Maximum of

2,048 characters.

Optional. Maximum of 64

characters.

Optional. Container.

Optional. Valid values are

TRUE and FALSE.
Required. String.
Required. String.
Required. String.

played.

A description of your telephony
services, if you use your own as
indicated in extTelephonyURL and in
telephonySupport. By default, thisis
“Enter teleconference number, pass
code, and other instructions here.”

The contact’s fax number. Format is a
series of comma-separated values for
country code, area or city code, and
local number. Country code and area
code are optional. For example,
“11,444,5551212" or "5553234".

Holds the recording file access options.

Indicates whether file sharing is enabled
during recording playback.

URL to download the file.
The first name of the session’s host.

Holds the format type.*
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element

Constraint(s)

Description

globalCal I InNumbersLabel

globalCall InNumbersURL

globalNum

hostEmail

hostFirstName

hostJoined

hostLastName

hostType

hostWebExID

hostWebExI1D
(in IstContact)

imageURL
inclAudioOnly

includeNBRcontrols

index

inputMode
intlLocalCallln

intlLocalCall InNumber

invited

islnternal

isRecurring
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Optional. String.

Optional. String.

Optional. Container.

Optional. String.

Optional. String.

Boolean.

Optional. String.

Optional. String.

Optional. String.

Optional. String.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Required. Integer

Required. String.

Optional. Valid values are
TRUE and FALSE.

Optional. String.

Required. Valid values
are TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Required. Valid values
are TRUE and FALSE.

The display label for the TSP global call-
in URL.

The URL used to display international
global call in numbers.

Corresponds to the Global Call-in
Numbers in the telephony domain.

Specifies the host email address used

for a query, or holds the email address
returned from the query. If not specified,
defaults to the current host.

Returns the host'’s first name.

If TRUE, indicates that the host is now in
the session; otherwise, returns FALSE.

Returns the host’s last name.

Holds the hostType column in the
mtgconference table.

The WebEXx ID of the host of the
returned open session.

Allows the Site Admin to specify another
user's WebEx ID to retrieve their
contacts. Default:
SecurityContext.webEXxID.

The URL to upload a session image.

Determines if an AUO meeting is
included in the query or not. Defaults to
FALSE.

Indicates whether the NBR player
controls are enabled during recording
playback.

Specifies a tracking code index with
values [1..10].

Specifies a tracking code display type.

Specifies whether international call-in is
enabled or displayed.

Telephone number for international
participants.

Determines whether or not returned
sessions include those that a user is
invited to. Defaults to FALSE.

Determines if a meeting is internal or
not. TRUE = internal.

Defines whether or not the session is a
repeating or a single event.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description
isServiceRecording Optional. Valid valuesare Indicates whether the recording is
TRUE and FALSE. service specific (TRUE) or network-
based (FALSE).
JoinApproval Optional. Valid valuesare Determines if attendees ask for

JoinRequiresAccount

label
language
lastName
listControl

listing

listMethod

listStatus

locale

matchingRecords

max imumNum

metaData

mobi lePhone

mpProfileNumber

name

TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. String.
Optional. String.
Required. String.
Optional. Container.

Optional. Enum
{PUBLIC, PRIVATE,
UNLISTED}

Optional. Valid values are
AND and OR.

Optional. Enumerated
string. Valid values are
PUBLIC, PRIVATE, and
UNLISTED.

Optional. String.
Optional.

Optional. A nonnegative
integer.

Required. Container.

Optional. Maximum of 64
characters.

Optional. String.

Required. String.

approval from the user when they join.

Determines if attendees are required to
have an account to join.

Label for the phone number.

The language of the contact.

The last name of the session’s host.
Controls the data result set.

Holds the listing type.

Specifies whether to use AND or OR for
multiple search values as described in
“Specifying Boolean Relationships for

Searches” on page 55. Default is AND.

Indicates which users can see this
session in lists of sessions on pages on
your WebEx-hosted website. Valid
values are:

m UNLISTED: Unlisted for all users
except the host.
m PUBLIC: Listed for all users.

m PRIVATE: Listed only for authorized
users.

Default is PUBLIC.
The locale for the contact.

Contains information about the returned
records. See also total, returned
and startFrom for more information.

Limits the quantity of returned objects
as described in “Choosing A Subset of
Records” on page 54.

Holds the meeting options.

The contact’s mobile phone number.
Format is a series of comma-separated
values for country code, area or city
code, and local number. Country code
and area code are optional. For
example, “11,444,5551212" or
"5553234".

Contains the Cisco Unified
MeetingPlace number for the host.

Holds the name of the complex element.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description

notes Optional. Maximum of Any note information about a contact.
2,048 characters.

notes Optional. Valid values are  Indicates whether taking notes is

(in playback)

openTime

opportunity
orderAD

orderBy

otherHostWebExID

panelist
panelistsinfo

partialEnd

partialStart

participantAccessCode

participantAccessCodelLabel

participantAccessLabel

participantLimitedAccess

Code

participantLimitedAccess

CodeLabel

participantLimitedAccess

Label

participantsJoined

password
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TRUE and FALSE.

Optional. Integer.

Optional. String.

Optional. Valid values are

ASC and DESC.

Optional. Valid values are

HOSTWEBEXID,

CONFNAME, STARTTIME,
TRACKINGCODEL. . 10.

Optional. String.

Optional. String.
Optional. String.

Optional. Integer.

Optional. Integer.

Optional. String.

Optional. String.
Optional. String.

Optional. String.

Optional. String.

Optional. String.

Boolean.

Optional. String.

enabled during recording playback.

The number of minutes an attendee can
join before the host.

Account in SaC.

When using orderBy, whether to sort
in ascending or descending order.

Which elements to sort by in the
meetings returned.

In IstsummarySessionResponse,
this designates another user that can
also edit and host the session.

Panelist who made the recording.
Panelist information for EC only.

The location in a recording to start
playback, in seconds.

The location in a recording to stop
playback, in seconds.

The teleconferencing participant access
code.

Name of the participant access code.

Returns the attendee access code label
as defined in Super Admin > Telephony
Config. Suffixed with (full speaking) for
WebEXx telephony.

User-defined access code for a
participant with the limited speaking
privilege in a WebEx personal
teleconference.

Name of the listen-only attendee access
code.

Returns the attendee access code label
as defined in Super Admin > WebEXx
Telephony Config. Suffixed with (Listen
Only).

If TRUE, indicates that there is at least
one participant who has joined the
session; otherwise, returns FALSE.

The password required to access a
recording.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element

Constraint(s)

Description

passwordReq

personalAccountlndex

phone

phoneNumber
playback
polling

postRecordingSurvey

presenter
programName

range

recording

recordinglD

recordingType

recordingType
(in recording)

recordName

recurrence

registerReq

registration

registrationURL

200

Required. Boolean.

Optional. Integer.

Optional. Maximum of 64
characters.

Required. String.
Optional. Container.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. String.
Optional. String.

Optional. Enumerated
string. Valid values are
FULL and PARTIAL.

Optional. Container.

Required. Integer.

Required. Integer.

Required. Integer.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Required. Valid values
are TRUE and FALSE.

Optional. String.

TRUE if a session requires a password;
otherwise, FALSE.

Specifies the personal telephony
account.

The contact’'s phone number. Format is
a series of comma-separated values for
country code, area or city code, and
local number. Country code and area
code are optional. For example,
“11,444,5551212" or "5553234".

Holds the associated phone number.
Holds the recording playback options.

Indicates whether survey polling is
supported during recording playback.

Indicates whether to conduct a survey
after the recording.

The name of the presenters in the TC.
The name of the EC program.
Indicates the recording playback range.

m FULL: Play the entire recording.

m PARTIAL: Play a portion of the
recording as indicated by
partialStartandpartialEnd.

Holds information about NBR
recordings.

The unique identifier for a recording.
Holds the type of recording.

m O: Network

m 2:Local

Determines the formatting of the
recording.

m 1:URL
m 2:Local File
m 5:NBRrecording

Holds the name of a record.

Allows recurring sessions to be
retrieved over a specified date range.

Determines whether or not registration
is required.

Specifies whether registration is
required for each session.

The URL for the attendee session
registration page. Is only returned if
registration is enabled.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description

release Optional. String. The release number of WebEx XML API
in addition to its major version
expressedinthe apiVersion element.
For example, for XML API 3.9.1,
apiVersion returns “XML API V3.9.0”
while release will return “SP1".

returnAssistFields Optional. Valid valuesare Determines whether or not to return

TRUE and FALSE. assist fields. Defaults to FALSE.

returned Required. Integer. Number of records returned in this
response. See also
matchingRecords.

returnPSOFields Optional. Valid valuesare Determines whether or not to return

returnSessionDetails

returnSpecifiedTimeZone

returnTrainReleaseVersion

sendReminder

services

serviceType

serviceTypes

sessionKey

sessionName
sessionPassword

sessions

sessionTemplate
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TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE.

Optional. Valid values are
TRUE and FALSE

Optional. Valid values are
TRUE and FALSE

Optional.

Enumerated string. Valid
values are
MeetingCenter,
EventCenter,
TrainingCenter,
SupportCenter, and
SalesCenter.

Optional. Container.

Required. Long.

Optional. String.
Optional. String.
Optional.

Optional. Container.

psoFields.

Returns the sessionKey and tracking
codes is set to TRUE.

Determines if <startTime> is
returned in the timezone specified in
<dateScope><timeZonelD>. Default
is FALSE.

Determines if the release version is
returned.

Indicates whether to send reminders to
attendee/presenter.

Contains service information and
session information about the returned
open sessions.

The services (Meeting Center, Event
Center, Training Center, Support
Center, Sales Center) that are
supported for this site.

Holds the service types.

A WebEx-assigned session-unique
value that is needed to identify the
returned sessions.

The name of the open session.
The session password.

Contains information about the returned
open sessions.

Holds the session template.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element

Constraint(s)

Description

sessionType

setupStatus

size

size
(in recordedEvent)

startDate

startDateEnd

Required. Integer.

Required. Valid values
are TRUE and FALSE.

Required. Integer.

Required. Float.

Required. String.

Optional.

WebEx XML API provides two kinds of
session types: root session types and
sub-session types.

Root session types are fixed, which
include the following valid values:

m 1: FRE (Free meeting)

B 2: STD (Standard meeting)

m 3: PRO (Pro meeting)
]

4: SOS (Standard subscription office
meeting)

5: SOP (Pro subscription office
meeting)

6: PPU (Pay-per-use meeting)

7: OCS (OnCall support session)

8: COB (OnTour Session)

9: ONS (OnStage meeting)

10: RAS (Access Anywhere session)
11: TRS (Training session)

13: SC3 (Support Center Session)
14: SMT (SMARTtech session)

15: SAC (Sales session)

16: AUO (Teleconference Only
meeting)

Sub-session types are customizable.
For detailed information on sub-session
types, please contact WebEx API
Support team.

Note When calling
SetOneClickSettings, the session
type cannot be set to AUO since an
audio-only session does not support
one-click.

Specifies whether one-click sessions
are set up.

Size of the file in bytes.

Size of the recording in MB.

Holds the session starting date and time
in the selected time zone. Formatted as
MM/DD/YYYY HH:MM:SS.

End of range of dates from which a user
can select for the start date for a
meeting. Formatted as MM/DD/YYYY
HH:-MM:SS.

Cisco WebEx XML API Reference Guide



Elements in WebEx XML Schema Definitions for the General Session Service

Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description
startDateStart Optional. Beginning of range of dates from which
a user can select for the start date for a
meeting. Formatted as MM/DD/YYYY
HH:MM:SS.
startFrom Required. Integer. Record index number that the returned
set starts from. See also
matchingRecords.
startTime Optional. String. The time when the session starts.
Formatted as MM/DD/YYYY
HH:MM:SS.
state Optional. Maximum of 32 The contact’s state of residence.
characters.
status Optional. Enumerated Specifies the session status used for a
string. Valid values are query. If not specified, the query returns
NOT_INPROGRESS, sessions of all statuses.
INPROGRESS.
status Required. Enum Defines the status of the test.

(in GetSessionlnfoResponse)

streamURL

subscriberAccessCode

subscriberAccessCodelLabel

subscriberAccesslLabel

supportQandA

teleconflLocation

teleconfServiceName

telephony
telephonySupport

timeZone

timeZonelD
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{NOT_STARTED,
STARTED, ENDED}.

Required. String.
Optional. String.

Optional. String.

Optional. String.

Optional. Valid values are
TRUE and FALSE.

Optional. String.
Optional. String.
Optional. Container.

Required Enumerated
string. Valid values are
NONE, CALLIN,
CALLBACK, OTHER.

Required. String.

Optional. Integer. An
integer ranging from 0 to
61. For details, see
Appendix A, Time Zone,
Language Encoding, and
Country Codes.

The URL for the recording stream.

The teleconferencing subscriber access
code supplied by the telephony service
provider.

The subscriber access code label for
TSP audio.

Host access code label to TSP/PCN
accounts.

Indicates whether the Training Center
client Q&A feature is enabled during
recording playback.

Locale of the teleconference.
Name of the teleconferencing service.
Holds the audio conference.

Specifies the type of telephone support.

Selected time zone description for a
session.

Determines the time zone for the
geographic location of the session.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description
title Optional. Maximum of The title of a contact.
128 characters.
title Required. String. Name of the test.
(in GetSessionlnfoResponse)
titleURL Required. String. URL to show if the test tile was clicked.
toc Optional. Valid values are Indicates whether a table of contents is
TRUE and FALSE. available during recording playback.
tollCalllnData Optional. String. Information about the call. This field

controls the Toll-Free checkbox and
sets the country code. The value must
be formatted as
“TollFreeFlag,CountryCode”.

m The TollFreeFlag value will be 1 or 0
(“1” enables the checkbox and “0”
will disable it).

m The CountryCode value must be set
to the specific country code value as
shown in Appendix A.3, Telephone
Country Codes. For example “86”
represents China.

tollCalllnLabel Required. String. Returns the phone number label as
defined for the WebEx or TSP
Telephony Domain.

tolICallInNumber Optional. String. Teleconference toll call in number for
the user as assigned by the telephony
service provider.

Note The telephone number should
include a country code and an area code
Forexample, 1,408,555-1212. Commas
are required to parse the country code
and the area code into different fields
on WebEx Web pages. Commas do
NOT represent a dialing pause.

tolICallInNumberLabel Required String. Name displayed for toll numbers.
tollFree Optional. Valid valuesare  Specifies whether toll-free call-in is
TRUE and FALSE. enabled.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description

tollFreeCalllnData Optional. String. Information about the call. This field
controls the Toll-Free checkbox and
sets the country code. The value must
be formatted as
“TollFreeFlag,CountryCode”.

m The TollFreeFlag value will be 1 or 0
(“1” enables the checkbox and “0”
will disable it).

m The CountryCode value must be set
to the specific country code value as
shown in Appendix A.3, Telephone
Country Codes. For example “86”
represents China.

tolIFreeCalllnLabel Required. String. Returns the phone number label as
defined for the WebEx or TSP
Telephony Domain.

tolIFreeCall InNumber Optional. String. Teleconference toll free call in number
for the user as assigned by the
telephony service provider.

Note The telephone number should
include a country code and an area
code. For example, 1,408,555-1212.
Commas are required to parse the
country code and the area code into
different fields on WebEx Web pages.
Commas do NOT represent a dialing

pause.

tolIFreeCall InNumberLabel Required. String. Name displayed for toll-free numbers.

tolIFreeRestrictionsURL  Optional. String. The URL used to display toll free dialing
restrictions.

topic Optional. String. The recording topic.

total Required. Integer. Total number of records matching the
query. See also matchingRecords.

tracking Optional. Container. Holds the tracking codes.

trackingCodel. .10 Optional. String. Holds the value for a tracking code. Up

to 10 tracking codes are available at a
time, trackingCodel,

trackingCode2, ...
trainingRecordings Optional. Valid valuesare Enables the My WebEx, My Files:
TRUE and FALSE. Training Recordings feature for the
user.
trainReleaseVersion Optional. String. Holds the release version of the site.
tspAccountindex Optional. Integer. Specifies the tsp account.
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Table 4-6 ¢ Element Definitions for General Session Service (Continued)

Element Constraint(s) Description

type Optional. Valid valuesare Default: VISITOR.
MEMBER and VISITOR.

Note This element is ignored by

CreateContacts.
type Required. Enum {User, Holds the template type.
(in sessionTemplate) Site, Service}
url Optional. Maximum of The URL for a contact.
128 characters.
URL Required. String. The URL that tells attendees where to
(in GetSessionlnfoResponse) download the document.
value Optional. String. Specifies the value of a tracking code.
verifyFlashMediaURL Optional. String. The URL used to verify the user’s
Adobe Flash player.
verifyWinMediaURL Optional. String. The URL used to verify the user’s
Windows Media player.
video Optional. Valid values are Indicates whether video is supported
TRUE and FALSE. during recording playback.
viewURL Required. String. The URL string used to access the

streaming recording. Corresponds to
“Stream recording link” in the web page.

voip Optional. Valid valuesare Specifies whether Voice Over IP
TRUE and FALSE. telephony is enabled.

webExID Optional. Maximum of 64 WebEx user account name.
characters.

webExID Required. String. The WebEx username of the session’s

(in GetSessionInfoResponse) host.

zipCode Optional. Maximum of 16  The ZIP code for a contact.
characters.
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Chapter 5: Meeting Service

This chapter provides descriptions of the WebEx XML API for a meeting, which consists of a

collection of operations such as CreateMeeting, CreateTeleconferenceSession,
DelMeeting, GethosturlIMeeting, GetjoinurlMeeting, GetMeeting,
GetTeleconferenceSession, LstMeeting, LstsummaryMeeting, SetMeeting, and
SetTeleconferenceSession. Samples are given for the outbound request messages and inbound

server response messages. The order of p